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T H I N K  T A N K  U P D A T E  

 

European Court of Justice endangers transatlantic data flow 

 

U.S.  CONGRESS SOLICITED TESTIMONY FROM EXPERTS TO PROVIDE GUIDANCE 

ON HOW TO MOVE FORWARD  

 

On October 6th, 2015 the European 

Court of Justice (ECJ) decided to invali-

date the Safe Harbor Agreement be-

tween the United States and the Euro-

pean Union: The reason is the insuffi-

cient protection of EU citizen’s data in 

the United States. In reaction to the 

ruling the U.S. Congress held two hear-

ings on November 3rd, 2015.  

 

The U.S. Congress sees urgency in develop-

ing a unified response to the recent, unex-

pected Safe Harbor ruling by the ECJ. Two 

subcommittees of the Energy and Com-

merce Committee invited the following ex-

perts: Victoria Espinel, President and CEO of 

BSA The Software Alliance; John Murphy, 

Senior Vice President for International Policy 

at the U.S. Chamber of Commerce; Marc 

Rotenberg, President of the Electronic Priva-

cy the Information Center; and Dr. Joshua 

P. Meltzer, Adjunct Professor at the John 

Hopkins University School for Advanced In-

ternational Studies. At the hearing before 

the Subcommittee on Courts, Intellectual 

Property and the Internet Robert D. Atkin-

son, Founder and President of the Infor-

mation Technology and Innovation Founda-

tion; Peter Allgeier, President of the Coali-

tion of Services Industries; Ed Black, Presi-

dent and CEO at the Computer & Communi-

cations Industry Association; and Mark 

MacCarthy, Senior Vice President at the 

Public Policy Software & Information Indus-

try Association took part. Victoria Espinel 

testified at both hearings. 

The underlying theme of the hearings was 

the necessary steps to ensure the unhin-

dered flow of transatlantic data.  The reac-

tion in the US has been critical by describing 

the ruling as economically damaging and 

calling it digital protectionism.  

By declaring the Safe Harbor Agreement 

invalid, the ECJ suspended transatlantic da-

ta flow operating since the year 2000. More 

than 4000 companies operated under the 

agreement until the decision by the ECJ. 

According to Ed Black, 60% of the affected 

companies were small and medium enter-

prises. 1 Hence most of the companies are 

now unsure about whether their business 

practices are still legal - especially in the 

light of a 90 day memorandum given by the 

ECJ.  

This uncertainty is further increased by the 

fact that the ruling of the ECJ did not ad-

dress other international data flow mecha-

nisms such as Model Contract Clauses or 

Binding Corporate Rules. Companies now 

intend to operate under these mechanisms 

without being sure about their legal stand-

ing. Furthermore according to John Mur-

phy’s testimony those mechanisms are ad-

ditionally burdensome for businesses be-

cause of the expense and the time consum-

ing implementation. 2 Murphy estimates 

that the implementation of binding corpo-

rate rules between two companies costs 

                                                   

1
 Statement of Ed Black “International Data Flows: 

Promoting Digital Trade in the 21st Century”, Page 13  
2
 Statement of the US Chamber of Commerce on the 

EU Safe Harbor Decision and Impacts for Transatlantic 
Data Flows, John Murphy, page 3 
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around one million dollars and takes up to 

18 months to be finalized. Many small and 

medium enterprises (SME) are unable to 

afford those conditions.  

 

 

In terms of long term consequences all ex-

perts seem to agree upon a few points 

which they consider harmful for their busi-

ness. 

Firstly, they urge U.S. and E.U. lawmakers 

to come to a solution as quickly as possible, 

especially since the current situation may 

harm both sides. Secondly, the impact on 

SMEs would be especially strong and could, 

therefore, also concern larger companies as 

they tend to rely on products and services 

from SMEs. Third, the ruling by the ECJ may 

set a precedent for similar agreements that 

the United States has negotiated with other 

nations. Israel and Switzerland, for in-

stance, are currently revising their data 

agreements with the United States. Fourth-

ly, experts like Robert D. Atkinson fear the 

rise of a new form of protectionism. He ar-

gues that the EU seeks to protect European 

companies from their American competitors, 

who he considers to be more advanced in 

the field of digital economy. According to his 

statement the E.U. seeks to create a 

“Schengen Area” for data which would pre-

vent third countries from taking part in the 

market. The idea of a “Single Digital Mar-

ket” in the E.U. would only be the first step 

in this direction.3 

At the two hearings a number of testimo-

nies included solutions on how to make 

necessary adjustments to the Safe Harbor 

Agreement by addressing  not only the con-

cerns made by the ECJ, but also general ob-

jections. 

First, a new agreement is needed. Such a 

new agreement should be made between 

                                                   

3
 Statement by Robert D. Atkinson, “International Data 

Flows: Promoting Digital Trade in the 21st Century”, 
page 17 

the federal governments of the United 

States and the European Union. It should 

neither be subject of legislation of individual 

E.U. member countries nor of the 50 U.S. 

states. This would allow businesses to be 

reassured and to plan on a long term basis 

without having to fear short time changes to 

the agreement. Further the new agreement 

should address the E.U.’s concerns about 

protection of European data in third coun-

tries and at the same time guarantee that 

foreign companies do not suffer from disad-

vantages. In order to achieve this goal At-

kinson proposes the creation of a Geneva 

style convention on the Status of Data.4 

Second, many are calling for better com-

munication with the E.U. and its citizens, 

especially with regard to data protection in 

the United States. This issue is addressed 

by the Judicial Redress Act, which was 

unanimously passed by the U.S. House of 

Representatives and is awaiting approval by 

the U.S. Senate. Once enacted it will be the 

prerequisite for the completion of negotia-

tions of the Umbrella Agreement. Victoria 

Espinel criticized the U.S. Congress in her 

statement for failing to communicate ac-

tions being taken to address foreign privacy 

concerns. In fact, she considers the Judicial 

Redress Act and the Umbrella Agreement 

important in regaining trust from Europe-

ans. 5   

Third, the witnesses asserted that the Unit-

ed States has the opportunity to include 

clauses in currently negotiated free trade 

agreements, such as TTIP and TiSA. Accord-

ing to Allgeier such clauses are especially 

important in preventing localization of data. 

Localization would prevent any sort of 

transatlantic common cloud and could be 

harmful for global competitiveness. Thus, 

he asserts that by adding necessary 

measures to the TTIP and TiSA negotiations, 

                                                   

4
 Statement by Robert D. Atkinson, “International Data 

Flows: Promoting Digital Trade in the 21st Century”, 
page 16  
5
 Statement by Robert D. Atkinson, “Examining the EU 

Safe Harbor Decision and Impacts on Transatlantic Da-
ta Flows”, page 6 

http://www.kas.de/usa
http://www.kas.de/
http://www.uspolitik.info/
http://www.kas.de/usa
http://www.kas.de/
http://www.uspolitik.info/


 3 

Konrad-Adenauer-Stiftung e.V.  

 

USA 

LUKAS FULDE 

 

Verantwort l ich 

und Redaktion: 

DR. LARS HÄNSEL 

 

November 2015 

 

www.kas.de/usa 

www.kas.de 

www.uspolitik.info 

USA 

CAROLINE HÜTTE 

 

Februar 2013 

 

www.kas.de/usa 

www.kas.de 

www.uspolitik.info 

LAND 

AUTOR 

 

Monat 2007 

 

Platz für Verlinkung 

www.kas.de 

 

 

 

it would reduce the lack of international 

rules for digital trade. 6 

 

 

In conclusion, the testimonies shared com-

mon aspects in the need to find a timely so-

lution on transatlantic data transfers. There 

seems to be consensus that any new 

agreement ought to be negotiated with the 

European Commission and not with the in-

dividual member states. Furthermore, there 

was a sense of urgency for the U.S. gov-

ernment to better communicate progress 

being made – i.e. Judicial Redress Act or the 

Umbrella Agreement – in direct response to 

the concerns voiced by E.U. citizens who 

fear their personal data would not be suffi-

ciently protected in the United States. In 

the long-run, some of the witnesses voiced 

the need for a stronger international digital 

data framework. The question, however, 

remains how quick such a new framework 

can be created and implemented, especially 

in light of the quickly changing nature of 

digital business, public opinions on privacy 

issues and government surveillance.  

 

 

                                                   

6
 Testimony of Peter Allgeier, “International Data 

Flows: Promoting Digital Trade in the 21st Century” 
page 5  
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