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Introduction

Artificial Intelligence (Al), understood narrowly as computer algorithms that process big data
to the point where machines can “learn” on their own, is becoming one of the most defining
technological developments of the 215t century. The next industrial revolution triggered by
Al and enabled by 5G will profoundly change our human interactions. 5G enables exponen-
tially faster download and upload speeds, as well as it provides significantly reduced latency
for numerous devices, while allowing wireless networks to communicate with each other.
Whether one considers production supply chains, transportation systems (self-driving cars),
medical technology breakthroughs (remote surgeries), social control mechanisms or the
way modern-day warfare is conducted - these are all areas in which Al-enabled technology
will change our existence. 5G will become the basis of a new global communications archi-
tecture on which to apply Al in the broadest way and where the Internet of Everything (IoE)
will become the backbone of our societies.” Unless we implement 5G networks that we can
influence or control by keeping this critical technology in trusted hands, we will face the dire
consequences of powerful adversaries threatening our values, ethics, social, economic and
national security.

This change in technological modernization is not without challenges and consequences
for the U.S.-led world order that has endured for the last 75 years. China has documented
explicitly that by 2049 it plans to become the world’s premier global superpower, thus sur-
passing the United States.? China’s modern information and communications technologies
(5G, Al and Quantum computing) will enable the Communist Party of China (CCP) and Peo-
ple’s Liberation Army (PLA) to monitor and control not only their own, but other countries’
societies, industries and governments. And this will be done by digital means in areas that
were previously managed physically, such as by law enforcement personnel, military forces,
or border control and facilities.

Global Power Competition in Technology

Russian President Vladimir Putin stated on September 1, 2017, during a meeting with stu-
dents in Yaroslavl, Russia, that whoever controls Artificial Intelligence will control the world.?
This assessment must be understood as a continuation of traditional warfare. It is important
to realize that the ultimate goal of a respective regime or government - whether economic,
geopolitical or societal, will be reflected by the way Al is used as a tool of governance or
statecraft and must be understood through the perspective of intention. The application of
Al as a tool of warfare clearly can be seen as a continuation of politics by digital means. Thus,
Al must be viewed not only as the key component of the 4% Industrial Revolution but also as
a revolution in warfare, which is commonly referred to as a “revolution in military affairs -
RMA".* Just as the bow and arrow were replaced by gunpowder and guns, Al will forever
change how warfare is conducted.
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We are now witnessing a new Great Power Competition, not only in a technical revolution

of military affairs, but also in the wider geopolitics of technology.® The traditional global
presence of the United States was guaranteed by treaty-based alliances and an international
network of military bases and personnel. The U.S. ability to intervene at any place or time
guaranteed the Pax Americana that, since World War Il, has brought a liberal political and
economic order to Europe, lasting peace and the end of the Cold War. This Western, rules-
based, liberal-democratic political order, which dominated much of the second half of the
20™ century is now increasingly in question.® On the one hand, Russia is actively trying to
regain political influence and territory, as well as applying concerted efforts to destabilize
regions by fostering protracted conflicts, such as in Ukraine, Georgia and Syria, through its
aggressive behavior in the cyber domain.” On the other hand, China, specifically the CCP, has
managed to retain almost absolute power over its people despite the international collapse
of the communist world in 1989/90. Unlike Russia, China has managed to modernize rapidly
by combining its Leninist political system with a controlled, partly capitalist-style economy -
a system known as “Socialism with Chinese Characteristics™, or, “State Capitalism”.®

Due to the Chinese embracing some aspects of markets and profits, the prolific and sys-
temic theft of intellectual property (IP) worldwide,” decade long knowledge transfer due to
outsourcing and the extraordinary hard work of individual Chinese, hundreds of millions of
Chinese have achieved middle class status or better. This transformation appears to many
as a counter-model to the U.S. guaranteed liberal-democratic western world order. The cen-
trally governed Chinese system seems to provide prosperity and economic mobility without
the often highly demanding and compromise seeking democratic structures of the West.
Both Russia and China are aggressively pursuing leadership in Al technologies that will facili-
tate their goals to expand their political influence and economic power towards the USA, EU
and the greater geopolitical landscape in the 215t century.™

Al is key to the control of geographic space and the five dimensions (land, sea, air, space
and cyber) of warfare and their interoperability. China's Hundred-Year Marathon™ is aimed
at replacing the U.S.-led world order with alternative economic and digital networks, while
simultaneously building up a military presence in places such as the South China Sea and
the Indo-Pacific.” Essentially, China is effectively combining both geopolitical theorists Alfred
Thayer Mahan and Halford Mackinder into one national global strategy; sea power vs. land
power.

Several examples support this observation. China has been working on Al enabled tanks and
drones for several years. On October 1, 2019 during China’s National Day parade, the new
unmanned combat air vehicle (UCAV) “Gonhji 11" was first displayed to the public." While lit-
tle is known about the specifics of this technology, it is reasonable to assume that this drone
shares some qualities with its global counterparts of the same size and role. Moreover, the
Gonhiji 11 has inherent stealth characteristics which enable it to covertly enter an enemy’s
airspace and take out targets of tactical and strategic importance. The CCP is also seeking to
update a large number of Type 59 tanks as unmanned ground vehicles commanded remote-
ly.” China clearly understands the considerable application of Al technology in a dual use -
that is, if it works in civil life such as in autonomous cars, it can be applied to military use
such as in autonomous tanks. Chinese President Xi Jinping announced further investments
in aircraft carriers, stealth bombers and rockets; presumably all will be Al-enhanced. It has
become China’s goal not only to educate Al specialists and invest in Chinese universities

and laboratories, but also to take advantage of other country's education systems and to
recruit qualified specialists from throughout the world and offer them opportunities to work
in China,* or exfiltrate targeted knowledge by any means possible. This and other similar
national “recruiting” initiatives were put forth in China’s “Thousand Talents"” plan established
in 2008."

We are now wit-
nessing a new Great
Power Competition,

not only in a technical
revolution of military
affairs, but also in
the wider geopolitics
of technology.

China clearly under-
stands the consid-
erable application
of Al technology in

a dual use - that is,

if it works in civil life

such as in auton-
omous cars, it can
be applied to mili-
tary use such asin
autonomous tanks.




No 379
January 2020

Konrad-Adenauer-Stiftung e. V.
Facts & Findings

Chinese military capabilities, while still not matching those of the U.S., are visibly, dramati-
cally and rapidly improving. Yet, where China is making real progress albeit less visible -
is in building up key digital infrastructure projects globally. For example, since 2005 China’s
Huawei became the main telecommunications equipment provider for British Telecom’s
21=Century Network™ and today is the largest telecom provider in the world, and has imple-
mented or put bids forward to almost 60 countries to build-out the regional components of
a globalized 5G network - the backbone of Artificial Intelligence and future deep machine
learning (DML) technologies.™

China is also investing heavily in neuroscience research that closely parallels advances in Al.
Some Chinese schools, for example, are already using brain wave sensing gadgets with a
method called “electroencephalography” (EEG).” This is an electrophysiological monitoring
method that records electrical activity of the brain. Parents and teachers can observe in real
time, the attentiveness of an individual child and take actions if necessary. This technology
not only allows for greater social monitoring, control and disciplining, whether in school

or combat, but it also paves the way for neural interface technology that would translate
thoughts into action by machines.”

At the same time, Russia is highlighting the importance of Al for the future, be it in the
military or the economy. Many have likened it to a new “Sputnik moment”.?? The Russian
approach, in contrast to the Chinese, is more focused on the military applications of Al.
It is developing and will soon deploy cruise missiles capable of redirecting themselves
after “noticing” that the primary target has already been destroyed. Russia not only has
announced the development and production of the Avangard (a hypersonic glide vehicle)
capable of actively avoiding radar and point defense system detection and delivering
nuclear and conventional payloads, but also it has developed a nuclear-powered cruise
missile called 9M730 Burevestnik, capable of carrying thermonuclear warheads.? The
Russian Federation is working on Al to create swarms of drones ready to be used on the
battlefields of the future. Unmanned vehicles have been almost exclusively used in the
air, but now the Russian military wants to bring unmanned and fully armed vehicles to the
ground. The Russian military purportedly plans to adopt the Nerekhta unmanned ground
vehicle (UGV) as a utility platform, capable of supporting and transporting troops, launching
anti-tank weapons and supporting artillery systems.* Undoubtedly, Russia is taking bold
steps when it comes to the weaponization and militarization of Al, and responsible for
new developments is the Kronstadt Group.*

Al and the Future of Warfare

The main cyber and Al players today are the United States, Russia, China, and to a lesser
extent, the European Union. Large tech companies however are mainly located in the United
States and China, while Russia is primarily focused on military and government efforts. Tech-
nologically, the EU lags them all.*

When one thinks about warfare and artificial intelligence, one often thinks of the movies The
Terminator and Matrix. These bleak and doomed futures for mankind may give us an imagi-
nary taste of what the evolution of technology may bring. While these scenarios are thank-
fully still science fiction, the need to comprehend the new challenges that come with warfare
in a world of Al is imminent. In February 2017, the Pentagon concluded that deep-learning
algorithms “can perform at near-human levels”.” Like any technology, Al presents opportu-
nities and challenges. Al can help overcome geography and provide digitally enhanced capa-
bilities such as medical support and weather analysis for successfully growing crops.” Yet it
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can also be abused - cripple or destroy components of a country's critical infrastructure and
manipulate our highly-digitalized societies. As a tool of warfare, Al will give those who are
well prepared an upper hand - to analyze, label and use the massive amounts of big data
more efficiently and effectively. This data will then enable one to “know one’s enemy as well
as one knows oneself” and gain the competitive advantage in an Al dominated world. A small
glimpse into how the future of modern warfare may look is the well-known case of Stuxnet -
the first cyber weapon used and believed to have done severe, but only temporary damage
to parts of the Iranian nuclear weapons program.”

Lastly, another technological advancement in parallel to Al is Quantum Computing. Quan-
tum Computing will change Al by allowing for faster, massive and extremely complex com-
puting power.* Applying the principles of quantum physics holds unprecedented potential
for a global Quantum Computing network. For example, the flow of data will dramatically
be improved-from better message encryption, or breaking any encryption, to the design
and analysis of molecules and teleportation of information. In 2019, Austrian and Chinese
researchers achieved the teleportation on a quantum state of a photon to a distant one.”

Germany'’s Approach and Shortcomings

While the current three global Al players, the United States, China and Russia are actively
using big data for social and military advantages, Germany's Al strategy is more economic
and trade based.” For the country's current economic and political structure this approach is
the path of least resistance in terms of how to interact with the other (aforementioned) big
players, yet it also ensures Germany will once again face familiar geopolitical problems as it
did in the pre-Al world. Who will guarantee the liberal world order and maintain the freedom
of ideas, markets, capital and innovation to enable Germany’s well-functioning Al-based
economy to continue to export? The question of resiliency and self-defense will remain tied
to the current question over Germany's NATO defense spending, which is supposed to be,
but is not, at two percent.® Will Germany also fall massively short in an Al world in terms of
carrying its fair share for the future of democracy? And does the nature of Al, where security
and economy are even more intimately related than before, permit that?

It is essential that Germany and the EU are drivers in building up their own 5G and Al capa-
ble companies, or that it has truly trusted technology partners and suppliers. A dependence
on one single supplier is not a feasible solution for a high-tech economy such as Germany's.
Besides national security interests, it is also a question of economic security to have an open
component network, in which individual devices can easily be replaced with another compa-
ny’'s products. Those products must however be trusted. All in all, Germany and Europe at
large are in a fairly good position when it comes to high level Al research,* but the applica-
tion of Al is often hampered by very restricted privacy laws, which make big data difficult to
access.®

Solutions to 5G and Al Monopolies

Yet, the point at which an independent national 5G network can be built seems to have
already passed. The small number of companies capable of producing 5G technologies sug-
gests a highly-competitive international market for this technology with significant barriers
to entry. Only nine companies sell 5G radio hardware and 5G systems for carriers: Altiostar,
Cisco Systems, Datang Telecom, Ericsson, Huawei, Nokia, Qualcomm, Samsung and ZTE.*
Since no national provider is able to handle 5G technology for everywhere, it is ever more

Quantum Com-
puting will change
Al by allowing for
faster, massive and
extremely complex
computing power.

Germany’s Al strategy
is primarily economic
and trade based.

The point at which an
independent national
5G network can be
built seems to have
already passed.




Konrad-Adenauer-Stiftung e. V. No 379
Facts & Findings January 2020

important to enable competition and an open component based system. As malware, spy-
ware and back door manipulation software can be uploaded with any new software update,
the ability to replace a single hardware component of a different company that is compati-
ble, reliable and secure is essential. This would require international standards and norms
that have yet to be established. Just as international trade standards were established with
the World Trade Organization (WTO), perhaps a Cyber and Artificial Intelligence Organiza-
tion (CAIO) should focus on establishing international regulations, standards and fair rules
for the evolving digital economy. Yet, as China flouted the WTO,* it is questionable if a CAIO
could truly be enforced?

National and regional players, such as Germany and the EU could start forming a more inde-
pendent industry and build up Al capabilities at home. Alternative markets should also be
tapped, namely South and East Asia, Africa or South America. Nonetheless, it remains in the
national interest from an economic and defense point of view to support competition in this
field and to establish regulation of anti-trust laws regarding 5G technologies and Al. Moreo-
ver, real consequences and enforcement mechanisms for non-compliance must be applied,
as for example market access denial or black-listing of companies.

As mentioned, the critical importance of developing a competitive Al industry is not only an
economic necessity to secure a nation’s economic welfare and a society s open character,
but it is also a critical question of maintaining national security. Firstly, Al has the poten-

tial to shift the global balance of power profoundly and it will reshape the way we conduct
modern warfare. Nation states will need to adopt new tools of cyber statecraft which will
include regularly updated Al tactics, techniques and procedures. 5G and the development
of Artificial Intelligence will determine economic and warfare superiority in the next 10-20
years to come. Secondly, Russia and China are challenging the U.S.-led world order by a new
technological competition in economics, military modernization and means of social control.
Thirdly, Germany s and the EU"s global competitiveness will continue to decline unless both
invest in EU-based, technology-capable companies that can manage big data and exploit the
seemingly limitless opportunities such data offers. The incorporation of Al and other key
emerging information and communications technologies will be a critical defining factor for
the success of nation states and alliances in the future.
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