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The value “security”1 refers to protecting against negative 
effects for individuals and society, the causes of which may 
be external, but could also be intrinsic to media-brokered, 
public communication itself. Furthermore, communication 
itself requires protection.

It is the pessimistic view that now prevails when it comes to the question of security or vulnera-
bility on the web. “Security” in the broad sense means the protection of individuals and society 
from all kinds of negative impacts. A distinction can be drawn between technical, politico-social 
and cognitive forms of security,2 although the concept of security has tended to expand.3 The 
subjective assessment of security can vary,4 e. g. in the protection of privacy, and security expec-
tations are therefore not without controversy.5 The public sphere is an area of freedom, which 
everyone is allowed to enter and in which – especially in the case of the Internet – everyone can 
communicate largely without restraint. This makes it an area of uncertainty at the same time.6 
Increasingly, new risks emanating from the Internet are coming to light, e. g. cyber war, cyber-
crime, cyber espionage, cyber terrorism,7 cyber bullying,8 the infringement of personal rights9 as 
well as data-10 and consumer protection rights.11 There are also risks to the Internet itself, i. e. to 
the communication and infrastructure contained therein.12 Providers and users should be able 
to feel confident that protection is effective and risks are minimised.

This brings us to a much-discussed area: the Internet poses new risks for the protection of pri-
vacy. Especially in social networks like Facebook, users have to balance their need for privacy 
with other motivations. If they want to establish or maintain relationships, they must grant per-
sonal insights (self-disclosure). Privacy is associated with independence, reflection, emotional 
relief and the possibility of self-revelation.13 

The thesis of the privacy paradox is that there is a contradiction between a great need of Inter-
net users to protect their own privacy, and a high willingness to disclose personal informa-
tion. This thesis, however, does not stand up to closer empirical scrutiny.14 Meta-analyses show 
mixed results.15 Overall, it is evident that privacy is of great importance to the population, espe-
cially informational privacy. The propensity to self-revelation depends on the context: it is sig-
nificantly higher in personal conversations than online.16 A growing awareness of the problem 
could be seen among young people.17

The main controversy focuses on government measures intended to increase security (e. g. in the 
fight against terrorism), while at the same time restricting freedom, e. g. in the case of surveil-
lance measures whose possibilities have considerably expanded online.18 A particular problem 
is the secrecy of such measures, which are thus also exempt from critical scrutiny by the pub-
lic. Investigative journalism, whistle-blowers and leakers play an important role in uncovering 
secret surveillance.19

IN SHORT The Internet is associated with a number of secu-
rity risks. Government measures are intended to 
increase security online, but they can also restrict 
freedom at the same time. Users themselves can 
contribute to the protection of privacy, with vari-
ation in the subjective assessment of the need for 
protection. Secret state surveillance requires spe-
cial legitimation and can easily be abused. The 
same applies to the manipulative leaking of 
secret information.
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1 Vowe (1999: 395–397, 404). The value of security is 
contained in McQuail’s value of order and cohesion 
(McQuail 1992). 

2 Bonß (2011: 44–46). Furthermore, a distinction 
is drawn between (unpredictable) dangers and 
(predictable) risks (Bonß 2011: 47–54).

3 Daase (2011: 142–148).

4 DIVSI/sine (2012: 35–53).

5 Daase (2011: 150–153).

6 Gusy (2011: 284–286). Vowe (1999: 409) distinguishes 
between risks emanating from the media and risks 
for the media themselves. In addition, the media offer 
the opportunity to increase security, e. g. through 
rapid citizen communication in crisis situations.

7 German Bundestag (2013a).

8 mpfs (2016: 49–51).

9 German Bundestag (2013b).

10 German Bundestag (2013b); Weichert (2013). To the 
right to be forgotten see DIVSI/iRights. Lab (2015). To 
Big Data see DIVSI/iRights.Lab (2016).

11 German Bundestag (2013c).

12 German Bundestag (2013c).

13 Trepte et al. (2015: 250).

14 Dienlin/Trepte (2015); Heravi/Mubarak/Choo (2018).

15 Barth/de Jong (2017); Baruh/Secinti/Cemalcilar (2017); 
Kokolakis (2017).

16 Trepte et al. (2015: 253).

17 In 2009, the representative JIM study showed that 
only 46 percent of 12 to 19-year-olds in Germany had 
activated the “privacy” options in online communities 
at that time. In 2010 the share was already 67 percent 
(mpfs 2010: 44–45), in 2011, 79 percent and in 2012, 
87 percent (mpfs 2012: 43–44). The willingness among 
young people to communicate personal information 
in their own profile has also declined (mpfs 2010: 44).

18 Bauman/Lyon (2013); Penney (2017).

19 Garton Ash (2017: 319–347).
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