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> Through the increased use of digital applications and
the use of poorly protected private IT devices when
working from home, the COVID-19 pandemic illustrates
digital security risks and highlights the need for taking
adequate action to protect IT systems in critical infra-
structures.

»  Cyber crime is currently benefitting from a sense of
insecurity in the population and people’s need for
information

> States are increasingly using cyber espionage in
order to gain information on measures for fighting
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the corona virus, potential vaccines and treatment
options.

Cyber risks can only be reduced to an acceptable level
by implementing a set of actions: in terms of cyber
crime, for example, programs for education, preven-
tion and digital literacy must be strengthened and the
resources of law enforcement agencies to prevent and
investigate cyber crime must be enhanced by targeted
recruitment of young staff; state-sponsored cyber
activities should be addressed by imposing political
and economic sanctions or bringing legal charges
against countries as well as through cyber diplomacy.
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The pandemic has led to a wider use of digital applications, prompted businesses and
government agencies to move entire work processes online in an ad hoc fashion and
has increased the dependence of hospitals on the proper functioning of their IT systems.
What does that mean for cyber security?

Background

In March 2020, governments worldwide imposed curfews and rules on reducing physical social
contact in order to stem the spread of the corona virus. Wherever possible, employers allowed
their employees to work from home, where, more and more, private IT devices are being used
for official business. This larger IT surface is often less well protected than IT devices used at
work. New programs, e.g. for conference calls and video conferences, are being introduced
under time pressure, in most cases without adequate security checks. Also, there are more
and more reports about cyber attacks on health-care organizations on whose proper function-
ing governments and societies are more dependent now than ever. What is the impact of the
COVID-19 pandemic on cyber security, cyber crime and state-sponsored cyber activities?' How
can governments reduce cyber threats and address them?

Increased internet use and working from home heighten digital
security risks

Digital information channels, social media, streaming and cloud services, e-mails, conference
calls and video conferencing tools are being used more than ever.2 This is reflected by internet
usage statistics: in mid-March, Frankfurt-based internet exchange DE-CIX, at which the data
flows of various internet service providers converge and which is the world's biggest based

on data traffic, reported a peak data traffic of 9,1 Terabit (TBit) per second.? This is roughly
equivalent to the data volume of 1.800 downloaded HD films. This record level is the biggest
jump in data traffic from the previous peak of 8,3 TBit that the company has ever recorded.
Originally, it had expected this new peak to occur at the end of the year, based on increasing
internet use and seasonal fluctuations. Generally speaking, a more intense use of the internet
and an increasing number of new, i.e. inexperienced, users create more opportunities for the
activities of criminal and malicious actors.

In addition, the less well-protected IT surface has become larger, driven by millions of
people told to work from home on short notice. In big companies, government agencies
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and organizations, IT systems usually enjoy institutionalized protection. In these cases,
ideally, IT security standards including adequate actions are implemented, software
vulnerabilities are regularly fixed by installing manufacturer updates and the internal
network is protected. Private IT devices are often less safe. Home networks are usually
less well-secured. Privately used computers often lack professional antivirus protection
programs or firewalls. Also, private devices can run software that has serious security gaps
or whose security gaps were not fixed by the installation of a manufacturer update. In
some cases, software is used that has simply reached the end of its life cycle, which means
it will no longer be eligible for security-relevant updates. The operating system Windows
7 is a case in point. Microsoft stopped supporting this system in early 2020, but it is still
being used by millions - it is still running, for example, on 8.000 computers used by the
Hamburg police department.* At the same time, by rushing to allow people to work from
home, organizations or institutions are setting up more and more interfaces enabling
remote access to their internal networks. This makes it harder for the IT experts of these
organizations or institutions to identify unauthorized network connections and offers
hackers a chance to gain access to internal networks. By the same token, work computers
that may contain sensitive data are sometimes used for private purposes when working
from home, which can also open the door to hackers. All this drives up the number of
security risks.

Cyber crime thrives on curiosity and people’s need for information

An additional crucial factor is the unprecedented situation: just like other special situations

- for example, the introduction of the European General Data Protection Regulation (GDPR) in
2018 - the COVID-19 pandemic offers an opportunity to deliberately exploit people’s sense

of insecurity, curiosity and their need for information for criminal or malicious activities.?
When someone’s personal health is involved, the need for information can be easily aroused
- especially, when the issues at stake are protective measures, alleged treatment methods,
vaccination or supposed information from government sources. In this way, internet users
lose their suspicion and fall prey to scams or malware. This targeted manipulation of people
is also known as “social engineering” - “human hacking”. Cyber criminals benefit from an
exceptional situation and try to exploit it by adapting their activities in order to turn a profit.
Sending out huge numbers of so-called “phishing mails” is a popular method.® By using forged
emails and providing a fake pretext, made to look as credible as possible, internet users are
persuaded to enter passwords or other sensitive data or to open an email attachment infected
with malware. Criminal phishing campaigns related to the corona virus are supposed to

have risen “dramatically” since January 2020, according to the information security company
Fireeye.”

In early April 2020, the Federal Office for Information Security (BS/), which is responsible for IT
security in Germany, warned of an “increasing number of corona virus-related cyber attacks
on businesses and citizens".® In the same month, the Ministry of Economic Affairs of the State
of Northrhine-Westphalia stopped paying out emergency aid to self-employed recipients and
businesses, after the state criminal office had sounded a warning against fake websites, on
which criminals had tried to collect data via the required application forms, using these data
to file fraudulent emergency aid claims themselves.® In mid-March, the Consumer Center
Northrhine-Westphalia drew attention to a professional phishing campaign. Using authentic-
looking emails, cyber criminals masquerade as banks and deliberately appeal to people’s
emotions, telling them that at a time of bank branch closures, communication needs to be
maintained, in order to lure them into entering sensitive customer data into an authentic-
looking website.'® These digital identity data, such as e-mail addresses, mailing addresses or
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dates of birth, are subsequently used for financial enrichment. There are also reports about
websites and an Android App that promise users to provide them with realtime information
on the spread of the virus, along the lines of the popular map developed by the Johns Hopkins
University, but infect them with malware instead."

Health-care as an essential sector in a pandemic

Currently, IT security experts are raising the alarm on an increase of cyber attacks on health-
care organizations and institutions.’? When launching a cyber attack on hospitals, criminals
are primarily interested in obtaining demographic and financial information, in order to make
money with digital identity data.” In this process, hospital IT systems can be deliberately or
inadvertently compromised. On March 13, Czechia’s second biggest hospital, the university
clinic of Brno, became the target of an unspecified cyber attack from a source unknown until
today." The hospital, which also has responsibility for carrying out Corona tests, had to shut
down parts of its IT system and postpone planned operations. The clinic was able, however, to
guarantee basic operations. There was no negative impact on its work to fight the new virus.

In addition, hospitals and other health-care sector facilities can become the target of so-called
“ransomware”. Criminals use such malware to encrypt the stored data of their victims in order
to blackmail them afterwards. The vague promise: the data will be decrypted in return for

a ransom payment. In London, for example, a laboratory that was ready to test a potential
vaccine against the corona virus, became the victim of a ransomware attack carried out by an
established group of cyber criminals.”™ While the company was able to protect its IT systems
successfully, the attackers managed to skim patient records which they published on the
internet. Moreover, in late March, the Computer-Emergency-Response-Team (CERT-FR) of the
French government warned its local authorities against a ransomware campaign.'®

From espionage to sabotage: COVID-19 and state-sponsored hackers

Apart from criminals, state actors, trying to operate covertly in cyber space in order to evade
political responsibility, are exploiting the exceptional situation by using targeted phishing
emails - so-called “spear phishing” - for espionage purposes. Groups of hackers that are
believed to be sponsored by Russia, China and North Corea are using personalized emails
containing references to the pandemic in order to infect their targets with malware or pick
off passwords." In the COVID-19 pandemic, which illustrates again that national security
should not only deal with traditional military threats, the collection of online information
by intelligence services, the so-called Signals Intelligence (SIGINT), is shifting its focus to new
targets. Classical SIGINT targets are political and military institutions that could, for example,
provide information on the political decision-making processes or military capabilities of

a country.'® Apart from counterintelligence, i.e. protection against the activities of other
intelligence services, industrial espionage is another important field of operation of
intelligence services on the internet.

At this time, governments are keenly interested in obtaining information on the spread of the
corona virus, different national policies for containing the virus and potential drugs as well as
vaccines. This information can provide key strategic benefits for fighting the pandemic. Con-
sequently, especially institutions and organizations of the health-care sector, pharmaceutics
and biotechnology, government agencies in these sectors as well as logistics infrastructures
are moving into the crosshairs of intelligence services.” So it does not come as a surprise that,
in March 2020, staff members of the World Health Organization (WHO), for example, were
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the target of spear-phishing emails, that are believed to have originated in Iran.? In mid-May,
the US American Federal Bureau of Investigation (FBI) and the Cybersecurity and Infrastruc-
ture Security Agency (CISA) together warned against groups of hackers linked to China and
“non-traditional collectors®.?! Their job is to collect digital intelligence on US institutions that
do research on the corona virus. The objective is to identify and gain intellectual property as
well as public health data related to vaccinations, treatments and corona tests. Allegedly, they
were partially successful in penetrating these institutions' networks. Two groups that are also
believed to be connected to China are suspected to have sent emails with attached documents
containing genuine health information to targets in Vietnam, Mongolia and the Philippines

in order to infect them with spyware. A Russian group operating against Ukrainian targets is
believed to be using similar methods.?

New communication channels are vulnerable to espionage and
industrial espionage

As physical meetings cannot be held at the present time, businesses, governments and public
authorities often resort to conference call and video conferencing programs at short notice,
depending on availability and user friendliness. It is possible, however, that these programs
are unsafe or that the manufacturer is dubious or has been infiltrated by intelligence services.
In the past, these communication channels were an attractive target for intelligence services,
as illustrated by the Swiss Crypto AG case.?® Governments and public authorities usually have
secure communication channels. In a scenario like the current COVID-19 pandemic, in which
many members of government and government officials are working at physically separate
locations, there are often not enough secure communication lines.

This is illustrated by the fact that the British government, for example, used the video
conferencing tool Zoom, developed by the eponymous US company, for a digital “cabinet
meeting”. The company that has 700 employees in China working in research and develop-
ment saw the number of its users skyrocket from 10 million per day in December 2019 to
more than 200 million per day in March 2020.?* Zoom promoted its product by claiming that
the service has end-to-end encryption, which means that only the individuals involved in the
communication can read the shared information. Due to inadequate data protection stan-
dards and poor encryption of transmitted conversations, the company came under public
criticism in early April, 2020.%> Zoom immediately reacted to these grievances by implement-
ing actions to boost transparency and data protection and provide first software updates
and by presenting a comprehensive plan on how data protection and program security
could be improved in the future, including by the planned implementation of real end-to-
end encryption.?®

As a result, intelligence services can use the COVID-19 pandemic to skim sensitive commu-
nication that is increasingly happening online right now. According to a report, the German
Ministry of Foreign Affairs (AA) prohibited the use of Zoom by its staff on mobile devices
after an internal security check.?” Since many partners of the Ministry use the program,

a total ban was not possible, the report stated. There was, however, no uniform rule on
using the service within the federal government, apparently.

A paradise for spies
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Cyber sabotage

Apart from espionage, states can also use cyber operations for the purpose of sabotage

in times of peace, i.e. corrupting software and operating processes in order to weaken an
economic or political system.? In this way, the state doing the sabotage expects to profit from
influencing a given situation.?® In an existing crisis like a pandemic, such cyber attacks, e.g. on
the IT systems of critical infrastructures, can be an additional aggravation in an already tense
situation. In 2017, the example of NotPetya showed that cyber attacks can have far-reaching
consequences even without causing direct physical damage, by having a negative impact on
the functionality of computers: the Russian malware irreversibly encrypted essential data for
running Windows computers, thereby rendering these computers useless.*® The Ukraine was
the main target of this operation, whose total damage was estimated at ten billion US dollars
by the US administration. In mid-April, the Czech National Cyber and Information Security
Agency (NUKIB) warned its allies of an imminent wave of cyber attacks on hospitals and critical
infrastructures of the country, planned by a “serious” and technically sophisticated attacker.®
The objective, again, was to disable Windows computers. The next day, the IT systems of two
Czech hospitals became the targets of unspecified cyber attacks from an unknown source.??
Both, however, were successfully thwarted.

How do we deal with cyber crime, cyber espionage and cyber
sabotage?

The COVID-19 pandemic highlights existing cyber threats and security gaps. Just like in the
“real” world, there is no 100 per cent security in the cyber domain. Dangers can only be
reduced to an acceptable level by implementing a set of actions. When dealing with cyber
threats, it is helpful to distinguish between the activities of criminal actors, who are mostly
driven by a motive of personal enrichment, and state-sponsored actors who try to gain
strategic advantages in times of peace by launching cyber operations.

Generally speaking, we should expect the significance of cyber crime to keep increasing due
to the advance of digitalization. Corona virus-related scams and developments resulting
from them will remain at a high level as long as the virus dominates the headlines. Cyber
criminals will adapt their activities, depending on how the pandemic develops. It is only
through the joint efforts of the population, businesses and organizations that this threat can
be reduced to an acceptable level. Since social engineering focuses on the human element,
education and prevention work, as done by the BSI, the Federal Criminal Police Office (BKA)
or the police departments of the federal states, need to be strengthened.>* Large-scale
awareness-raising campaigns that highlight the dangers posed by phishing mails could be an
adequate measure, just as an expansion of digital literacy programs in schools, universities
and in adult education. Small and medium-size companies (SMEs) that often do not have
sufficient resources need to be financially supported based on clear criteria so that they can
better protect their IT systems and train their staff.

As far as law enforcement agencies are concerned, their capacities and expertise for prevent-
ing and investigating cyber crime should be expanded. Just as in the ministries and federal
agencies, in which one in four of the 2.800 IT-security jobs are vacant, there is often a lack of
adequately trained staff.3 This challenge needs to be addressed by a targeted program for
training IT experts. A good example is the introduction of in-service training for skilled staff
who are developed to become cyber crime investigators at the Federal Criminal Police Office
BKA or the establishment, in the state of Hesse, of an academic program called “cyber crime
investigation” in order to provide specialized training for police officers.®
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In order to protect critical infrastructures (Cl), such as power plants, essential government
and administration structures or hospitals, the European Union (EU) adopted the Network
and Information Security directive in 2016.3¢ Based on this directive, member states required
the operators of “essential services"” to introduce and comply with organizational and
technical security standards, among other things, to boost the security of IT systems.>” The
current COVID-19 pandemic illustrates which organizations and institutions are really critical
in a crisis. As hospitals are relatively soft targets and often have to cut costs in order to stay
within budgets, which is reflected by outdated and unsafe IT systems, it is probably a good
idea to make more funding available to them for better protecting their IT systems. COVID-
19 could also serve as a trigger to identify new organizations that require protection or to
evaluate existing safeguards.

With regard to state-sponsored cyber activities, it is to be expected that SIGINT activities
carried out by intelligence services will increasingly focus on health issues and will
become more widespread.?® As a general principle, whenever communication programs
or programs for data sharing are used, the question of whether and to what extent the
information concerned requires protection needs to be reviewed. Using Zoom for talking
to friends, for example, is not a problem, but using it in its current version for sharing
highly sensitive business secrets or for holding cabinet meetings is a risk. Therefore,
the pandemic highlights the need for maintaining secure and reliable communication
channels for confidential information and for extending it to most employees - especially
those working for governments and public authorities. Similar to the 5G issue, which
has triggered a vivid debate about the pros and cons of involving Chinese companies in
building up the new mobile communication standard, there should be a fundamental
and comprehensive political discussion on weighing potential security risks in using
information and communication technologies in sensitive areas. Because, in terms of
security risks, it should not be forgotten that a state actor, who can influence established
software and hardware, can change his intentions at any time in a crisis.

There should be a discussion about the potential risks of the gathering of information
getting out of control and about the role that increasingly aggressive intelligence services
play in the future behaviour of states in the cyber domain, in order to prevent an esca-
lation of state-sponsored interaction in this domain.? Governments should not respond
to acts of cyber espionage or cyber sabotage by penetrating the opponent’s networks or
neutral IT systems. Depending on the context, so-called measures of active cyber defence
are rarely effective in continuing scenarios: often, they can no longer stop the objectives of
an ongoing attack being achieved - e.g. theft of data that can easily be copied - and pose
the risk of collateral damage as well as of inadvertent escalation.*® Rather, the few existing
IT experts should primarily be deployed to handle defensive tasks such as the protection
of IT systems.

At the political-strategic level, governments should respond to cyber incidents launched by
another state by imposing political and economic sanctions or bringing legal charges to isolate
and stigmatize the aggressor, in order to achieve a change of behaviour in the long term.*

A conceptual framework such as the Cyber-Diplomacy-Toolbox, adopted by the EU for these
purposes in 2017, can provide guidance for a country’s response and can send a message to
other countries as to what constitutes non-acceptable behaviour.*? In the long run, the COVID-
19 pandemic which has clearly shown that a functioning health-care sector is equally relevant
for all countries, could be the opportunity for reviving the process of juridification and setting
of standards with regard to the use of information and communication technology (ICT) by
states at the level of the United Nations, which was stalled in 2017.4% To this end, German and
European cyber diplomacy should develop an understanding with like-minded countries about
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non-accepted state behaviour when using ICT. On this basis, a dialogue should be held with
non-like-minded countries about red lines and the handling of state-sponsored cyber attacks.

In essence, cyber security is based on the confidentiality, integrity and availability of data (it used to be called

IT security). As ICT permeates almost all areas of society, the term “cyber security” has acquired a social, legal,
political, military, economic and cultural dimension on top of its technical one. Cyber security can also denote a
condition, i.e. the absence or reduction of threats to an acceptable level. Here, the reference object is the cyber
domain, i.e. the internet as the technical medium, IT devices connected and not connected to it as well as the
social dimension that results from the use of these technologies (see: Sven Herpig: Anti-War and the Cyber
Triangle. Strategic Implications of Cyber Operations and Cyber Security for the State, Hull: University of Hull 2016,
S. 37). Simply put, cyber security policy or cyber defence policy - if operations come under the remit of the mili-
tary - deal with defensive and offensive actions to protect the cyber domain.
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