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Cyber capabilities are becoming increasingly important in 
international relations. States with the ability to conduct cyber 
operations are in a strong position to expand their scope of 
influence in the international arena. This is particularly true 
for small and medium-sized countries with few traditional 
power resources, as cyber capabilities allow them to seriously 
weaken more powerful states.

Invisible Shifts of Power

Over the last 20 years, the growth of China and 
other emerging nations has given rise to a tec-
tonic shift in the global power structure.1 Despite 
today’s global players having been on the fringes 
and largely excluded from the processes of inter-
national decision-making at the turn of the mil-
lennium, today it is hard to imagine decisions 
of global significance being made without the 
involvement of countries like China and India. 
The rapid rise of these former emerging nations 
is particularly evident in the economic and mil-
itary spheres. Their increased power is impres-
sively demonstrated in their global rankings on 
 GDP, economic growth, military spending, and 
technology. Glittering skyscrapers, nuclear tech-
nology, and spectacular space missions all her-
ald this new power, exploiting most of the usual 
power symbols of the late 20th century in their 
quest to flaunt their newly acquired capabilities 
and status.

In parallel, a power shift of a less visible kind 
has almost gone unnoticed by the international 
community because it is silent, invisible, and 
shows no conspicuous demonstrations of power: 
the power shift in cyberspace.2 Over the last 
decade, a number of countries have increasingly 
focused on developing and expanding their 
cyber capabilities. They have thus found new 
ways of gaining power by influencing interna-
tional decisions and events to their own advan-
tage.

Similar to the rise of the Global South, we are 
experiencing a very surprising and compara-
tively rapid power shift that has occurred within 

just a few years. This is partly because cyber-
space – defined as a virtual space that encom-
passes the global network of all information 
technology infrastructures – is, on the whole, a 
new sphere of state action. This sense of sur-
prise is also due to the unusual nature of this 
means of exercising power. Unlike the tradi-
tional resources that nations draw on in order to 
compete for power and influence, such as their 
military capabilities, economic strength, and 
prosperity, cyber power is difficult to quantify 
and rarely truly visible. But even though it is 
an invisible, largely intangible form of power, it 
still complies with the traditional definition of 
power as the ability to enforce a nation’s inter-
ests3 vis-à-vis another country, as contended in 
the National Cyber Power Index.4 In this way, 
cyber espionage and cyberattacks may inflict 
severe financial and even humanitarian damage 
on other countries. Yet, even simple influence 
campaigns could endanger the credibility or 
even stability of another country and severely 
weaken the opponent by spreading propaganda 
and targeted disinformation.5

The analogue world has also always had an 
“invisible” sphere for pursuing strategic objec-
tives, namely the intelligence services. Small 
and middle powers compensate for their lesser 
military strength by pursuing a wide range 
of intelligence activities. The battle between 
states to gain power through digital means 
can, therefore, be seen as an extension of this 
sphere because it has a low threshold for entry. 
Although terms such as “cyber powers” recall 
the world’s leading, most technologically 
advanced countries, the new cyber powers are 
not only found among the usual global players. 
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of country B. Instead of responding by sum-
moning the ambassador, country B decides to 
send its tanks to its border. If country A then 
also responds with “tougher” measures, such 
as firing warning shots at the tanks, the confron-
tation escalates from a diplomatic to a military 
level. Every action taken in this game of tit for 
tat ramps up the aggression. In conflict theory, 
these stages are mapped on escalation scales 
or escalation ladders.7 They aim to show which 
mode of attack corresponds to which level of 
escalation. The variability of cyberattacks can 
also be represented on a scale, as shown below.

The Cyber Escalation Ladder:8

Level 1 Preparation: recruiting and training  
  hackers; preparing attacks

Level 2 Minor harassment: influencing the infor- 
  mation space through propaganda and  
  fake news; cyber espionage and data theft  
  via trojans

Level 3 Major harassment: temporary shutdown  
  of services via DDoS attacks (Distributed  
  Denial of Service); Swatting (hoax calls  
  to emergency services, police, fire ser- 
  vices, emergency doctors)

Level 4 Minor damaging attacks: destruction of  
  critical data; targeted assaults on mili- 
  tary infrastructure via malware (e. g.  
  Stuxnet)9

Level 5 Major damaging attacks: targeted impair- 
  ment of military capabilities, destruction  
  of military infrastructure (no examples  
  to date)

Level 6 Catastrophic attacks: permanent damage  
  to the civilian population due to destruc- 
  tion of civilian infrastructure (no exam- 
  ples to date)

Level 7 Existential attacks: damage on the scale  
  of a nuclear pre-emptive strike (no exam- 
  ples to date)

Instead, they include nations with few conven-
tional capabilities for exercising power on the 
international stage.

Digital technology affords new 
opportunities to smaller states 
that lack traditional capabilities  
in this respect to influence  
international relations.

However, great powers such as the US and China 
continue to be the dominant players when exer-
cising cyber power.6 But while cyberspace is 
merely another sphere for the established great 
powers to assert their interests and exercise 
power, digital technology affords new opportu-
nities to smaller states that lack traditional 
capabilities in this respect to influence interna-
tional relations, and aggressively pursue their 
interests. In addition to this power shift towards 
cyberspace, whose importance has grown signif-
icantly compared to that of the traditional mili-
tary sphere, another shift has occurred in favour 
of countries that recognised and exploited the 
potential of cyber capabilities at an early stage.

This report turns the spotlight on Russia, Ven-
ezuela, and Iran as emerging cyber powers. It 
uses the case studies of countries with varying 
degrees of influence to highlight the broad spec-
trum and diversity of this new form of power 
and to raise awareness of the opportunities pre-
sented by this new capability – not only for the 
most technologically advanced cyber powers, 
but also for second- and third-tier countries in 
international relations.

The Internet as an Arena for  International   
Power Struggles

To understand the role of cyberspace as an 
arena for international power struggles and con-
flicts, it helps to look at different stages of inter-
national conflicts in the analogue world. Let us 
imagine that country A expels the ambassador 
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espionage and manipulation. They have fewer 
advantages for conventional attacks but are 
generally used to support modern military oper-
ations.14 Contrary to Clausewitz’s dichotomy of 
war and peace, cyberattacks operate in a space 
between the two that remains a grey area in 
international law.15 However, low-threshold 
cyber operations provide aggressor states with a 
way to increase their influence precisely due to 
the absence of an open declaration of war, and 
the low risk of escalation. This is a decisive fac-
tor, especially vis-à-vis countries with greater 
military might.

In cyberspace, the weak spot is 
often people and their careless  
internet use, as opposed to 
systems.

Cyber Superpowers and Rising Cyber Powers:  
The Spectrum of Cyber Capabilities

The success of a cyberattack does not nec-
essarily come down to the complexity of the 
malware, the quality of the resources available, 
or the skill of the hackers. The key to effec-
tive espionage is infiltrating systems via the 
simplest methods of obtaining passwords and, 
hence, accessing more gateways. Gateways 
such as phishing emails or infected  USB sticks 
are frequently used and illustrate how easy it 
is for malware to get into the system. In cyber-
space, the weak spot is often people, as opposed 
to systems. Careless internet use, using default 
passwords on network routers, reusing private 
passwords for professional applications, or even 
storing access data in text files or emails – these 
are just a few of the critical vulnerabilities that 
open the door to cyber attacks. The following 
examples from Russia, Iran, and Venezuela 
reveal the extent to which cyber attacks are cur-
rently being used to manipulate the global bal-
ance of power.

Intuitively, cyberspace offers a great range of 
possibilities for conflicts to escalate, especially 
because every connection to the Internet is, due 
to digital networking, a potential weak point and 
provides attack vectors. Yet, as effective means 
for counterattacks the cyberspace has few advan - 
tages. These are the reasons:

1. Cyberattacks are not target agnostic. While 
conventional weapons can be used against 
a variety of different targets without major 
adjustments, cyberattacks have to be adapted 
to their particular target. In principle, no mat-
ter whether a missile is fired at a building or 
a vehicle, it is likely to cause damage when it 
detonates.10 However, a trojan that has been 
designed for system X usually does not work 
in system Y.

2. Cyberattacks are inflexible. The large volume 
of different (operating) systems used in infor-
mation and telecommunication technology 
makes selecting an attack vector and prepar-
ing a suitable attack very time consuming. 
Chris Inglis, former Deputy Director of the 
 NSA, confirms that a cyberattack is 90 per 
cent preparation, making it unsuitable for 
rapid counterreactions.11

3. Cyberattacks are short-lived. Since software, 
as a non-physical component of a technol-
ogy, can be developed with relatively few 
resources, cyberspace is subject to dynamic 
change. Successful cyberattacks act as a 
catalyst for this development, since as a 
reaction the respective weak points within 
the software are fixed in the long term. The 
myth of the cyber offence purports that the 
attacker always has an advantage over the 
defender. This is countered by Paul Naka-
sone, Director of the  NSA, who says that 
offensive cyber capabilities rarely last more 
than six months.12

With this in mind, the benefit of cyberattacks 
clearly lies above all in their ability to manip-
ulate an enemy’s use of cyberspace, and to 
covertly infiltrate its information networks.13 
Essentially, they are conventional methods of 
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formation, were combined in a holistic approach. 
This soon bridged the gap between conventional 
and cyber warfare that had long prevailed in the 
West, and Russia quickly recognised and har-
nessed the potential of this new way of exerting 
its influence.16

Russia’s information warfare 
aims at fomenting social  
discord and political chaos.

Russia adopted a pioneering role in cyberspace 
from the outset. For example, the first known 
cyberattack – targeting government bodies in 
Estonia’s capital Tallinn in 2007 – is attributed 
to Russia. Russia was also responsible for the 

Russia

As a traditional great power and former super-
power in the duel with the US, it is hardly sur-
prising that Russia is active in cyberspace. Over 
the last decade, Russia has invested enormously 
in regaining its former status and implemented 
an extensive rearmament programme. Digital 
technologies and cyber capabilities have played a 
central role from the start. As early as 2013, Rus-
sia’s Chief of the General Staff Valery Gerasimov 
laid the groundwork for Russia’s new approach 
to power projection. This involved the adoption 
of disinformation and other non-military meas-
ures and far exceeded the concepts underpinning 
conventional warfare. Various aspects of cyber 
warfare, such as cyberattacks on other nations’ 
institutions and infrastructure and online influ-
ence campaigns to manipulate political opinion 

Influencing public opinion: With disinformation campaigns tailored towards specific national contexts, Russia actively 
contributes to the polarisation of societies in Western democracies. Source: © Gleb Garanich, Reuters.
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House, were vulnerable to attacks. Today, Rus-
sia can look back on 15 years of international 
cyber activities and is one of the so-called cyber 
superpowers, along with the United States, the 
United Kingdom, Israel, and China.17

In addition to the cyberattacks described above, 
which Russia has perfected over the past 15 years,  
the former superpower is also making its mark 
around the world in another area of cyber war-
fare. Global disinformation campaigns as well 

first cyberattack on critical energy infrastructure 
when hackers disrupted electricity supplies in 
the Ukrainian region of Ivano-Frankivsk in 2015. 
Cyberattacks on the German Bundestag in 2015 
and on US government institutions between 
2014 and 2016, orchestrated by Russian intelli-
gence services and carried out by hacker groups 
such as  APT28, also known as Fancy Bear, 
grabbed headlines in Germany for the first time 
as they illustrated how even seemingly secure 
government institutions, such as the White 

Contrasts: Despite not even being able to provide its people with basic services, the Venezuelan government is a 
serious player in the field of disinformation. Source: © Manaure Quintero, Reuters.
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Media Manipulation ranked the South American 
nation as one of the world’s leading manipula-
tors in terms of cyber troop capacity.21

The Venezuelan troll army tries 
to control the narrative of the 
regime by disseminating fake 
news on a massive scale.

What may come as a surprise for many is that 
Venezuela has been pursuing a cyber strategy for 
several years – a strategy that international ana-
lysts describe as extremely powerful, especially 
as regards disseminating propaganda. Even 
back in 2010, President Hugo Chávez pursued a 
strategy of actively using social media to spread 
his political message and mobilise support. By 
2017 at the latest, Venezuela was building its 
cyber troops to arm itself for information war-
fare in cyberspace according to a leaked doc-
ument from the Venezuelan Interior Ministry 
titled “Project to Create a Troll Army of the Boli-
varian Revolution”.22

According to experts, the Venezuelan troll army is 
at least 500 persons strong. Reinforced by digital 
bots, they besiege social networks such as You-
Tube, Facebook, Instagram, Telegram, WhatsApp, 
and especially Twitter, seeking to ensure Vene-
zuela’s regime controls the narrative by spreading 
its political messages, disrupting the democratic 
opposition’s social media communications, and 
disseminating fake news on a massive scale.23 
The Venezuelan cyber army’s “disinformation 
units” have a military-style structure, with each 
unit operating over one thousand social media 
accounts. At the height of the information war, 
such as during protests against Hugo Chávez’s 
successor, Nicolás Maduro, or the US decision to 
impose international sanctions on Venezuela in 
2019, research shows that more than 80 per cent 
of pro-regime social media traffic was generated 
by automated bots. However, unlike other states 
that manipulate social networks for propaganda 
purposes, Venezuela has relatively large numbers 
of flesh-and-blood trolls at work.24 They are partly 

as those tailored towards specific national con-
texts, have cast doubt on the credibility of hos-
tile governments, vilified political opponents, 
and actively contributed to the polarisation of 
Western democracies.18 Interestingly, these 
campaigns are not primarily about Russia, nor 
does the content directly or indirectly pertain 
to Russia. Rather, this form of information 
warfare aims at fomenting social discord and 
political chaos, thus systematically weakening 
hostile nations from within. The means used to 
achieve this are as simple as they are effective. 
With the help of a few hundred employees, fake 
social media accounts, troll armies, and bots, the 
Internet Research Agency in St Petersburg has 
succeeded in stirring up controversy, inciting 
social protests, and intervening in electoral pro-
cesses.19 Exercising this kind of influence is tech-
nically simple but has far-reaching effects. This 
was recently demonstrated not least in the 2016 
US presidential election campaign, which Rus-
sia manipulated with hacker attacks and social 
media campaigns in favour of Donald Trump as 
detailed in the report by Special Counsel Robert 
Mueller.20 There have been many proven cases 
of Russian interference, including the inde-
pendence referendum in Catalonia (2017), the 
Brexit referendum (2016), and the international 
coverage on Russian opposition leader Alexei 
Nawalny. These all complete the picture of an 
almost omnipresent cyber power that subver-
sively intervenes in the political discourses and 
electoral processes of other nations.

Venezuela

By contrast, Venezuela is a more surprising player  
in the realm of cyberspace. This South Ameri-
can country has been in the throes of a human-
itarian crisis for many years. Its people are 
plagued by food shortages, hyperinflation, and 
abject poverty, with one-fifth of Venezuela’s 
population having fled from their desperate cir-
cumstances since 2018. But despite the country 
neither being able to feed its people nor provide 
reliable supplies of electricity and water, it is a 
serious player in the field of digital subversion. 
It is with good reason that, in 2019, Oxford Uni-
versity’s Global Inventory of Organised Social 



102 International Reports 1|2021

revolutionary leader, Ali Khamenei, set up the 
Supreme Council of Cyberspace in early 2012. 
The Council is responsible for all decisions 
relating to cyber policy. It censors any web con-
tent that it deems inappropriate, counters the 
(relatively frequent) cyberattacks on Iran, and 
is actively building the country’s capacity to 
carry out cyberattacks on its opponents. With 
its lack of conventional military capabilities and 
economic isolation due to strict international 
sanctions, Iran sees the development and use 
of cyber technology as a way of acquiring asym-
metric warfare capabilities, thus enhancing its 
ability to project power.

Iran has evolved from an  
early cyber victim to an  
offensive cyber power.

While Iran still lags behind Russia, the US, and 
Israel in terms of cyber capabilities, the Islamic 
Republic has made great strides in recent 
years, evolving from an early cyber victim to 
an offensive cyber power capable of inflicting 
serious damage, even on countries with supe-
rior technology.29 Intentionally, its attacks are 
not directed against government or military 
institutions, but instead target private-sector 
businesses in countries it deems hostile. For 
example, in 2012 Iran inflicted enormous finan-
cial damage through DDoS attacks on more 
than a dozen major US banks, forcing individual 
banks to invest tens of millions of dollars in pro-
tecting themselves against future Iranian hack-
ing. On Wall Street, too, a hacker group close to 
Iran was able to cause considerable damage in 
2013 – at least temporarily – by hacking the Twit-
ter account of the Associated Press news agency. 
As a result, it spread fake news about explosions 
at the White House and alleged injuries to the 
US president. By the time this news was identi-
fied as fake, the Dow Jones had fallen 150 points 
and wiped out 136 billion US dollars in value.30

In addition to technically simple hacker attacks 
with a serious financial impact on their victims, 

paid in food vouchers, which, in this crisis-ridden 
country, are more valuable than cash in view of 
the prevailing food shortages and hyperinflation-
ary national currency.

Venezuela’s cyber activities also go beyond its 
national borders. According to the Atlantic 
Council, Venezuela is the first country in Latin 
America to use cybertechnology to spread strate-
gic propaganda – and not only within its own ter-
ritory.25 Indeed, a comparative study by Oxford 
University shows that the economically impover-
ished country is in fact among the world’s leaders 
in terms of its capacity for running information 
campaigns with a global reach.26 The last few 
years have borne witness to Venezuela’s success 
in using this capability to exert influence in other 
countries. For example, Venezuela has inter-
fered in a variety of socio-political controver-
sies, not only in Latin America but also in Spain, 
thanks to the use of fake social media accounts 
and automated dissemination tools, sometimes 
in conjunction with Russia. There is evidence 
that it has fuelled social tensions and helped to 
radicalise emerging protest movements.27 It is 
no coincidence that precisely those states that 
had previously spoken out against the Maduro 
regime have found themselves the target of Ven-
ezuela’s subversive disinformation campaigns.28 
The various protests that spread like wildfire in 
Chile, Ecuador, and Colombia and spilled over 
into the entire region in autumn 2019 cannot 
solely be attributed to Venezuela’s actions; how-
ever, the country’s successful interference cam-
paigns impressively demonstrate the potential of 
digital technologies to project power in countries 
that lack traditional resources for doing so, such 
as Venezuela.

Iran

The Islamic Republic of Iran began developing 
its cyber capabilities at an early stage. Against 
the backdrop of the painful experience of the 
2009 Green Revolution social media cam-
paigns, which placed the regime under immense 
pressure, and the devastating cyberattack on 
Iranian nuclear enrichment facilities caused 
by the Stuxnet computer worm in 2010, Iran’s 



103Global Power Shifts

Attacks on poorly protected public authorities, 
 businesses, or even infrastructure can cause seri-
ous damage to other countries.

In the field of information  
warfare, states that were never  
previously on the radar as global  
players are now increasing 
their international influence.

The risks for the attacker are reasonably low 
because attribution of the attacks is usually dif-
ficult and time-consuming. On top of this, the 
evidence is seldom clear, and consistent denial 
of any involvement is part and parcel of cyber 
warfare.32 This is also one of the key differences 
from previous power struggles at the interna-
tional level. While the global battle for power 
and influence has always been accompanied 
by visible demonstrations of power and the 
accumulation of status symbols, the struggle in 
cyberspace takes place under the radar.

This makes it especially difficult to identify 
shifts of power occurring today. Particularly 
in the field of information warfare, an area 
of growing importance in both national and 
international conflicts, states that were never 
previously on the radar as global players are 
now increasing their international influence. 
Yet, these countries recognised the potential of 
digital technologies at an early stage and are 
exploiting them with great success. Many of 
them have a wealth of experience in this respect 
due to having deployed the tools of information 
warfare against their own citizens and political 
opponents for many years. They can now direct 
this expertise towards other countries to wield 
global influence.

Government bodies in Germany are strongly 
aware of the danger, as documented by the sec-
tions on cyber activities in the country’s annual 
domestic intelligence reports and the creation 
of the National Cyberdefence Centre already in 

Iran’s cyber capabilities also include disinforma-
tion campaigns. Particularly in the Arab world, 
Iran is fighting for influence via social media 
and using concerted propaganda campaigns 
to weaken its rival, Saudi Arabia. In addition 
to normal computer-based social media cam-
paigns, Iran has created elaborate imitations of 
Arab news sites to disseminate the Iranian nar-
rative as well as to publish content that is critical 
of the Saudi government throughout the Arab 
region.31

As an international pariah state with very few 
conventional resources for wielding influence, 
in less than a decade Iran has evolved into a seri-
ous player in the field of cyber warfare. It may 
not have joined the ranks of the cyber super-
powers, but it is skilfully pursuing its regional 
power ambitions in cyberspace.

Conclusion

As different as the above examples of cyber pow-
ers large and small are, they all highlight a clear 
trend: Cyber capabilities are becoming more 
important in international relations. Countries 
capable of conducting cyber operations are 
witnessing a noticeable increase in their power, 
while countries without this capability are expe-
riencing a loss of influence on the international 
stage.

Interestingly, traditional sources of power, such 
as military and economic strength, are not a 
prerequisite for success in cyberspace. It is true 
that the premier league of cyber powers also 
includes many traditional major powers in its 
ranks. But states need very few resources to build 
their cyber capabilities and exploit them to pro-
ject influence, as the examples of international 
outsiders like Iran and Venezuela demonstrate. 
In some ways, cyber capabilities even seem ide-
ally suited to allowing small and medium-sized 
countries to increase their influence because 
they represent an effective tool of asymmet-
ric warfare. Even though they require relatively 
few resources and low-threshold technology, 
they have the potential to inflict considerable 
 damage when deployed against other countries. 
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