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Foreword from Stockholm Free World
Forum (Frivarld)

'The Russian threat for Europe is not only evident but also more or less
immediate. Extensive warfare is already being conducted in the shad-
ows of the grey zone, in the form of what is commonly referred to as
hybrid warfare.

Russia, however, does not stand alone. Only weeks before the inva-
sion, Moscow and Beijing proclaimed a partnership ‘without limits’,
and China has since become the decisive enabler of Russia’s war.

In 2024, Stockholm Free World Forum (Frivirld) published the
report Tracking the Russian Hybrid Warfare - Cases From Nordic-Baltic
Countrieswhich in 2025 was developed into the anthology Russia’s Hy-
brid War: The Northern Front (Stockholm Free World Forum, Konrad
Adenauer-Stiftung 2025).

'The writings demonstrated the mechanisms and methods of Russia’s
hybrid war in the Nordic Baltic region. One of the principal objectives
of Russian hybrid warfare is to undermine support for Ukraine and to
promote a narrative in which the war is attributed to a wide range of
supposed causes for which Ukraine itself is held responsible.

'The methods used are however not unique for Russia. The same grey-
zone toolkit of disinformation, elite capture, and the deliberate creation
of economic and technological dependencies is employed by China on
a global scale and with far greater resources. Though China usually acts
in quieter and more patient forms. Where Russia confronts, China cul-




tivates. The two increasingly operate in parallel, and at times in concert,
against the same target of open and democratic societies.

'There is now widespread awareness both of the Russian threat to Eu-
rope and of the forms of warfare through which it is being pursued. For
the foreseeable future, this will remain one of the defining issues of Eu-
ropean politics. It is China, as the following chapters show, that stands
increasingly behind Russia, and increasingly above it.

China poses a global threat and aspires to global dominance. Since
Russia’s full-scale invasion of Ukraine, China has become an increas-
ingly important partner for Russia and, in practice, by far the stronger
of the two. Over the past fifteen years, the Russian economy has largely
stagnated, while China’s GDP has almost tripled.

China seeks to achieve global dominance through its econom-
ic strength and military capabilities. By 2027, China aims to possess
armed forces sufficiently powerful and modernised to give it full free-
dom of action regarding the seizure of Taiwan. By 2035, it intends to
have the world’s most modern military, and by 2049 it seeks to be the
world’s leading global power. In the longer term, China represents the
principal threat to free nations and democracy, and its ambitions ex-
tend far beyond regional dominance. While Russia’s stagnant economy
is steadily weakening the country, China’s economic strength provides
the foundation for imposing totalitarian demands on other parts of the
world.

In this anthology, Stockholm Free World Forum, in cooperation
with the Konrad Adenauer Foundation, brings together leading ex-
perts on hybrid warfare to examine how China is already projecting this
threat in the grey zone. They show how a totalitarian state governed by
the logic of dictatorship mobilises all sectors of society behind its ambi-
tions: Chinese companies and researchers ultimately operate as exten-
sions of the Communist Party’s global aims.

'This threat is already real and present. China deliberately exploits the

openness of democratic societies and market economies. Unlike Rus-



sia, however, it generally does so through non-confrontational means. It
seeks instead to cooperate with institutions in democratic societies and
to use the openness of their economies to create growing dependencies
and accumulate political influence.

In response, Europe must develop the necessary strength, together
with other free nations, to compel China to respect the sovereignty and
integrity of democracies. This is a challenge that must be confronted
today. And that is what this anthology is about.

Gunnar Hokmark
Chairman Stockholm Free World Forum (Frivirld).



EDITOR’S INTRODUCTION

Why Getting China's European Story
Right Matters

Anna Rennéus Guthrie

'The inability to foresee the future is truly both a gift and a curse humans
have been aware of since our early self-reflective days on earth. With
regards to modern security policy one can arguably say that cultivating
a mindset on foreseeing a darker future has paid off, especially during
most recent years. Those who expected Russia to come back in the pe-
jorative meaning, were obviously right. And those who thought that
Russia would turn into an ordinary European state were fundamentally
wrong.

Since Russia launched a full-scale invasion of Ukraine in 2022, the
grimness of war has been one of the major focal points for Europe. The
shock and ‘awakening’ that followed accelerated a rearmament that had
begun hesitantly after the annexation of Crimea in 2014, ending dec-
ades of post-Cold War downsizing.

Poland and the Baltic states have led the way, with defence budgets
approaching or exceeding 5 per cent of GDP, and the Nordic coun-
tries close behind. Finland and Sweden joining the defensive alliance
NATO in 2023 and 2024 respectively, was metaphorically speaking the
icing on the cake in the process of taking charge of the worsening secu-
rity situation.

2024 was also the year when China was directly linked to the war in
Ukraine called out as a decisive enabler.!



'The way in which a mindset of expecting the worst has developed, has
been questioned by progressive opportunists. Prophetical statements
from security experts on that worse times are awaiting risks overshad-
owing positive potential, i.e. if we focus overly intently on growing risks
and threats we might lose sight of developments that are demonstrating
another truth,and hence also the chance of stimulating the constructive
direction of the order of things.

Nonetheless, as history has made blatantly clear, it tends not to re-
peat, but rather appear in a similar disguise, uncannily rhyming with the
past. Facts have, in this regard, a way of gaining the upper hand. And
the facts — or the cards, to continue an analogy that recent events in the
transatlantic sphere have stretched close to distortion — point to a few
central truths with immense impact on the larger global geopolitical
and related security landscape.

These facts however include additional truths to those which the
larger European political consensus have established during the 2020’s.

As true as it still is, when speaking of foreign states, Russia is the
largest direct, closest, and most well-known threat to European demo-
cratic societies. Equally true is that Russia is not the sole destabilizing
actor for our continent. In addition to other long-term threats (which
this anthology will not address), the Chinese state occupies a unique
position — both globally and for our region — because it is a state actor
we have invited into our societies and engaged with extensively over
centuries, and which has become even more active since the golden age
of globalisation in the late 1990s and early 21st century.?

China’s Rise and Growing Relevance

China has during recent decades undergone distinctive processes of
changes with regards to its economy and technology, bolstering inno-
vation, making the leap from factory facility onwards to a frontline pro-
duction hub, and now innovation lab which has transformed not just
the country’s self identity but also its relevance on the global stage.’ This
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story is often told, sold, and reproduced not merely by Chinese voices
but also by global and European experts and media. The storytelling has
a certain value and impact which China has invested heavily in.

And, the story is at the same time to a large extent also true. Yet it is
decorated and developed with projections about the future which stem
from antidemocratic impulses and ambitions of world leadership mod-
elled in a system which stands in sharp conflict with a liberal rules-
based order and outlook on humanity.*

What is even more striking is that parts of the storytelling, relat-
ed directly to the sheer interpretation of China, is also so commonly
echoed in interpersonal conversations about China. 7v truly understand
China is a life-long and still impossible quest. If you have heard or possi-
bly even yourself uttered this, or similar versions of the same, alluding
to the impossibility to grasp the vastness and complexity of an ancient
superpower and civilization, you probably have thought it sounds rea-
sonable. For sure, on the one hand it certainly does. Any attempt to
assess and make sense of a nation rich in not mere geographical materia,
in people, history, tradition, culture and community-building, would,
in a reputational manner, be potentially self-harming. Who am I (dis-
regarding who the individual I at the moment happens to be) to make
assumptions about such an old civilization, grand nation, economy, and
geopolitical master player? What knowledge do I possess, or rather how
much do I'lack in order to be able to actually say anything of relevance
about China? The task is probably daunting for those who do set out.

Irrespective of background, occupation and political alignment, it
is essential not to let a multitude of intellectual courses remain in the
backwaters when it comes to figuring out our part of the relationship
with China. Letting the relationship be dominated by inferiority and
smallness, or lack of certain expertise risks making it become special-
ised to a degree that only very few individuals are qualified to speak
about China or even issues related to China, consequently making the

task too daunting.



'The ambition with this anthology is not to ‘unpuzzle’ or shed new
light on China as such, nor does the writing in this book cover aspects
related to China’s intentions and motivations on the world stage, or rea-
soning from its own ideological and historical context. Instead it will
focus on how China has been able to use and in fact even weaponise and
monetise the above mentioned perspective of that China is ‘ungrasp-
able’, in order to shield itself from criticism and questions as well as
build its own mastery over western democracies and thinking through
cognitive warfare.’

The following writing and thinking has a foundation in favour of
the democratic system and societies formed by this thinking and seeing
the reality through this lens. It will investigate the clashes between the
democratic society and the authoritarian, as well as analyse the effect
that China, as a great power, has on the security landscape in individual
democracies, Europe, and the West at large. As such, the anthology dis-
cusses the questions, which in our current era are more urgent to try to
find answers and policy responses to.

Our Response Needs to Be More Ambitious Than the
Challenge

As we shall see throughout this anthology, which has contributions
from renowned China scholars, seasoned security policy thinkers, lib-
eral human rights professionals, military analysts, and researchers spe-
cialised in cyber and technology, the way to ‘deal’with China can never
be less ambitious than the challenge posed against us. As China uses its
whole of society to control, dominate, and influence our societies devel-
opments, often aiming to deconstruct larger alliances forming individ-
ual local, regional or national relations to disempower the other in the
bilateral relation, we, as the we in European democracies together with
democratic allies at large, should be able to make use of the whole of all

our societies and combined competencies and forces, in order to preserve
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and protect the long term interest and the very foundations of liberal

democracy.

Fast Tracking Threat Assessments
In the European public context we are by now used to openly discuss
and deal with growing Russian hybrid warfare, yet we are still in the
starting blocks of understanding China being itself an actor in the hy-
brid realm. When the NATO declaration 2024 rightly named China,
or in fact in the document PRC, as a ‘decisive enabler’ of the war in
Ukraine, it was the result of years of process of sharpening understand-
ing of the challenges posed by China (nuclear build-up, military coop-
erations with Russia, disinformation, cyber, space, technology transfer
etc) and meant breaking with years of more cautious language.®
Speaking more locally from the national level in Sweden, during the
years prior to the pandemic there was a sharp increase in disrupting
events that affected Sweden-China relations. The complicated inter-
play between business, security, and human-rights risk surfaced, the
abduction of Swedish citizen Gui Minhai, ‘wolf warrior diplomacy’be-
came recognised as a phenomenon and the cultural clash between free-
dom of expression and authoritarian interpretations of individual and
nation became tangible — causing public debate about China’s influence
on domestic issues to spark.” Media started to report more extensive-
ly on subjects related to censorship and attempts to control the narra-
tive on topics and issues that are sensitive to China.® China’s role in the
changing information landscape is a challenge that has become more
visible with platforms such as Tiktok that are replacing other commu-

nication channels.’

Post-Pandemic ‘Peak Awareness’

'The understanding that China is becoming increasingly important to
assess spiked during the years following the pandemic. The pandem-
ic itself was an exceptional global situation where China did not level



down but rather enhanced its power play and made it more difficult to
deal with the Covid outbreak.™

In 2020/2021 Sweden founded the Swedish National China Centre,
(Nationellt Kunskapscentrum om Kina, NKK) engaging expertise in
China studies and associated competencies, offering research, expertise
and advice for both decision-makers and the Swedish public as well an
international audience."

China has under its current leadership distinctively heightened its
ambitions on the global scene. The multitude of masterplans, five-year
plans, and agendas for different prioritised industries and areas all aim
at world dominance in various dimensions: Made in China 2025, Chi-
na 2030, China Standards 2035, China 2050, the Belt and Road Initia-
tive, Health Silk Road and Polar Silk Road, to mention a few.

Being an actor in the forefront, driving cutting edge technologies
within green-transition industries, quantum computing and Al, to
mention some, increasing its influence over critical European infra-
structure, and holding a more essential role in the development of inter-
national standards, and at the same time being part of, and sometimes
the very centre of, research communities in the West, has given China
an upper hand. Yet, the stability that China wishes to project is itself
questionable.?

The strategic thinking and approach of a non-democratic country,
where the political, business, and military direction are aligned and ba-
sically one and the same, leads to an unfair playing field, with rising sub-
sidy levels demonstrating this.” Between 2005-2024, Chinese firms
received three to eight times more government support than firms in
OECD countries."

Parallel to investing in the Global South and increasing international
acceptance of China’s growing influence, increased strategic coordina-
tion between China and Russia constitutes a growing security dilemma
for the Euro-Atlantic and Arctic regions.” Being dependent on that

which is critical to our economy and security has become more wor-
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risome both individually as well as enhanced by the Russian add-on
risk.'®

Among international experts who follow hybrid threats, near-con-
sensus is that while Russia may be the present challenge, China will
be a larger and more difficult threat for Europe and Western democ-
racies to defend themselves against in the long term.'” In addition to
the economical and technological dependencies we have with China,
even when they are changing to some extent, there are a multitude of
expressions of the hybrid landscape; extensive cyber espionage and
transnational repression, undermining academic freedom and freedom
of expression through pressure, surveillance, and influence directed at
research institutions and diaspora communities in the West. Most of
these phenomena are difficult to assess in terms of their impact, yet they

are crucial to our resilience and security.

Opinion: Shaping and Changing
'The public opinion in Sweden, as well as in Europe, has for a long time
been critical when it comes to China. Swedes hold a particular critical
view, as large opinion polls from Pew Research has tracked. This is still
very much the case, however, in most recent data there has been a mi-
nor shift, especially in relation to how one views the current American
leadership.'®

Despite the public sentiment, the severe security situation in Europe
and the rising awareness of China as a hostile actor (stated by Swedish
Security Service in official reports during the last decade) we are still
not collectively as national societies, nor the EU atlarge, yet recognising
China’s agency and strategic thinking, including on the political level,*
at the appropriate level in our own region.?’ This is partly due to a lack
of a comprehensive understanding of China beneath the transactional
relationship as well as what could best be described as a psychological
existential default mode. When any professional community (ranging

from research to business to tech and entertainment) start to discuss



security and China, the leap of thought often instantly jumps to ‘end-
game’ scenarios, i.e. the resolution being cutting of ties similar to those
large parts of the West have cut with Russia. Envisioning China outside
of the global ecosystem is near impossible considering its role in the
ecosystem of trade, a range of crude dependencies, raw earth substances,
aspects of technological and innovative character, including Al, as well
as production and supply.?!

But also, which is the key point: ‘We’ are hindered in recognising
China’s darker agency since we, to some extent, also risk becoming con-
fined by their strategic objectives and narration, or at least narratives
that are sufficient for China (regardless of origin of these narratives).

Europe is weak, China is strong. Europe is lagging behind, China is run-
ning ahead. The West cannot afford to decouple from China.

The reality, however, is obviously never this black or white. Even if
China is driving innovation to a much larger scale today than previ-
ously, even when the Chinese economy is pushing ahead and challeng-
ing the US in incomparable ways, it urges us to think more thoroughly.
Wohat does it mean for us as Europeans or Westerners and democratic
players if we substitute our own narration and storytelling with other
actors’stories?

'The stories untold in the above context are in fact those which would
be more of an advantage for Europe to foster. And as is the case with the
‘decoupling threat’, it is typically cast as Europe holds the active choice
to break up the relation whereas China is not responsible for decou-

pling measures.?

The Next Awakening for Europe is Yet to Happen

At this point in time we might be able to find consensus that depend-
encies come with risks and together identify vile diplomatic language
when we hear it, as well as politically understand that large scale threats
directed towards Taiwan are more than abstractions.”® A wide range of

events that affect our societies, related to cybercriminality, data collec-
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tion, disinformation, maritime sea security, the future of Russia’s war in
Ukraine, economic and political leverage on our continent (and the list
continues), is still to great degree underexplored and under-reported
when outside of security and policy circles.

In the current geopolitical era — where strains are growing inside the
West even as the determination to confront rivalry from hostile states
and their leaderships also grows — it has never been more important to
get China right, and even more so to get our own history, present, and
tuture, right.

'This anthology aims to bring analysis from thinkers of different fields
and nations together in order to demonstrate difterences and similari-
ties in the current assessment of the emerging hybrid enabler and actor.
Being both an enabler and an independently capable actor makes the
threat, to some extent, two-layered.

'The next awakening for Europe is yet to happen. We are being nudged
by the awakening brought on by the Russian invasion of Ukraine and
even more so by what it revealed about alliances and partners globally.
'This makes the next awakening possible to be more mature when it
comes, but it will nevertheless be uncomfortable as all wake-up calls

brought on by urgency are.
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CONTEXT ANALYSIS

Beyond an Alliance: The Sino-Russian
Relationship

Patrik Oksanen

Deeper than Nazi Germany and Japan during World War I1. But no-
where near Anglo-American War-cooperation, yet something that
reminds about The United States and the Soviet Union in the same

conflict. The three historical models from WWII help us to frame

the problem on how to understand the Russian Chinese partnership.

Since Russia’s annexation of Crimea in 2014, the strategic relationship
between Moscow and Beijing has deepened markedly with acceleration
after 2022, and it is moving from a strategic partnership into something
more consequential and closer. With no limitations according to the
February 2022 Xi—Putin joint statement.

'The central question is no longer whether Moscow and Beijing co-
operate militarily. They clearly do. The question is what kind of alliance,
or coalition, this cooperation is creating — and how we in the West
should understand it. Here history can guide us into an interpretation
that could be intuitively understood by European decision makers that
are facing many tough decisions in the coming years.

So let us first return to history: Nazi Germany and Imperial Japan
fought many of the same enemies during the Second World War, and
were formally in an alliance since the Tripartite pact in 1940, but con-
ducted largely separate wars, with only limited operational coordina-

tion, that started at separate times. One can call the start of the wars an
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organic, intertwined series of events rather than a strategic coordination
of forces. The second Sino-Japan war started already in 1937, and could
be viewed as the starting point of World War II in Asia. Nazi-Germany
attacked Poland and went to war with the United Kingdom and France
in 1939 and attacked the Soviet Union in 1941. Japan attacked Pearl
Harbour later that year and Nazi-Germany declared war on the US,
but Japan never declared war on the Soviet Union (even if the USSR
declared war on Japan after Nazi-Germany defeat in 1945). Geography
also hindered more concrete cooperation around military technology,
lessons learned and resources.

'The United States and Britain represented the opposite end of the
spectrum: combined staffs, deep intelligence sharing, interoperable
forces, integrated logistics, and genuinely joint operational planning.

'The United States and the Soviet Union remained politically distant
and operated under separate commands and operations, yet coordinat-
ed grand strategy against Nazi-Germany, exchanged material support
(i.e. US supplied USSR), and forced Germany to fight on multiple
fronts.

So where do China and Russia today fit into these three historical
models?

'The evidence since 2014 suggests that they have moved well beyond
the German—Japanese model, but remain far short of the Anglo-Amer-
ican one. So closest is a version that leads the thought to the US and the
Soviet Union during World War II.

'The best description of the cooperation is probably something like
an informal strategic alignment for potential conflict: two autonomous
nuclear powers increasingly building the political, institutional, and
military capacity to act in mutually reinforcing ways against the same
adversarial system, while avoiding the formal obligations and command

integration of a traditional alliance.!



Xi Jinping and Vladimir Putin have met more than forty times since
Xi assumed China’s presidency in 2013, an exceptional frequency of
leader-level contact among major powers.

'The volume of high-level contact is the first reason to take this devel-
opment seriously. Xi Jinping and Vladimir Putin have met more than
forty times since Xi assumed China’s presidency in 2013, an exceptional
frequency of leader-level contact among major powers. This includes
formal visits and bilateral meetings on the margins of BRICS, the
Shanghai Cooperation Organisation (SCO), G20, APEC, and other
summits. The precise number depends on whether separate sessions
during the same visit are counted individually, and the COVID-19
years temporarily shifted the relationship to telephone and video di-
plomacy. What can be said more confidently is that, among leaders of
major independent powers, the Xi—Putin relationship is exceptional in
its sustained intensity.?

The latest Xi—Putin meeting was on the sidelines of the SCO sum-
mit in Bishkek on 31 August 2026. Xi explicitly referred back to the
agreements reached during Putin’s May state visit to China, noting that
the two leaders had set the direction of the relationship ‘from a stra-
tegic height and with a long-term perspective’ and, crucially, that the
relevant authorities in both countries were already implementing those
understandings. Putin likewise described cooperation as developing
successfully ‘on all fronts’ and highlighted new opportunities in digital
innovation and artificial intelligence.

'The significance lies not merely in personal diplomacy or the num-
ber of meetings between the top leaders. Beneath the presidents is a
layered institutional architecture. Foreign ministers Sergei Lavrov and
Wang Yi, and their predecessors, have held dozens of physical meetings
since 2014. 'The bilateral strategic-security consultation mechanism
had reached its twentieth formal round in Moscow in December 2025.
Co-chaired in recent years by Wang Yi and the secretary of the Russian
Security Council, the mechanism is officially described as a channel
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for coordinating positions on major issues affecting the two countries’
strategic security interests and for implementing the understandings
reached by Xi Jinping and Vladimir Putin.

One should note that Wang Yi is not merely China’s foreign min-
ister. As a member of the Communist Party’s Politburo and director
of the Office of the Central Commission for Foreign Affairs, he is one
of Xi Jinping’s principal foreign-policy coordinators. His recurring
strategic-security consultations with the secretary of Russia’s Security
Council therefore operate at a level between conventional diplomacy
and military planning, translating presidential direction into broader
security coordination.

At the defence-minister and the Chinese senior Central Military
Commission (CMC) level, open-source records identify approximately
twenty major encounters since 2014.

Most revealing of all is the staft-to-staff channel. Formal military
consultations between China and Russia date back to 1997, while the
recurring numbered strategic military consultation mechanism appears
to have been established in the late 1990s. By November 2014, it had
already reached its seventeenth round and had reached its twenty-sec-
ond round by December 2023. Subsequent high-level military contacts
have continued through the defence-minister and Central Military
Commission channels, although a publicly documented twenty-third
round has not yet been identified.?



Level Documented volume Primary significance

Xi Jinping-Vladimir ~40 physical encounters  Strategic direction and
Putin since 2014 political authorization
Foreign-minister level Several dozen meetings  Diplomatic coordination
and international posi-
tioning
Political/Strategic Secu- 18 formal rounds by 2023 Broad security, political
rity Consultation (Wang and strategic coordina-
Yi-Russian Security tion
Council)

Defence minister / senior ~20 major documented Military programmes,
CMC encounters technology, exercises
and implementation

Armed-Forces Strategic 22 formal rounds by Dec.  Staff-to-staff strategic

Consultation (CMC Joint 2023 dialogue and exercise
Staff-Russian General coordination
Staff).

Table 1. Approximate open—source meeting volume. Counts are deliberately con-
servative and exclude routine telephone calls, video conferences, ordinary deputy-
minister contacts, and mere co-attendance at multilateral events.

This density underlines the analytical picture. If Sino-Russian coop-
eration rested principally on Xi and Putin’s personal relationship, it
would be politically important but institutionally shallow. But China
and Russia have built a structure that goes further. The relationship has
multiple levels that can transmit strategic direction downward from the
presidents; further down to foreign-policy and security institutions;
defence ministers and senior CMC leaders; and the Russian General
Staff and Chinese CMC Joint Staff Department. The question is there-
fore not whether an architecture exists, but what that architecture is
capable of producing.

'The strongest evidence of production of results comes from correlat-
ing meetings with subsequent changes in military behaviour. Such cor-
relations must be handled cautiously: major exercises are planned long
in advance, so a meeting weeks before an exercise is not the beginning
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of planning. But repeated sequences can reveal an implementation cy-
cle in which political leaders authorize a direction, defence institutions
program cooperation, staft coordinate it,and operational forces execute
it.

Here the following pattern can be noticed:

2014-2016: Building the Staff Relationship

In August 2014, Russian Chief of the General Staff Valery Gerasimov
met his Chinese counterpart Fang Fenghui in Beijing. In November,
the two sides held the seventeenth strategic consultation between their
armed forces. Within the same broader meeting cycle, the defence min-
isters agreed on a Joint Sea exercise in the Mediterranean, which was
conducted in May 2015. The sequence demonstrates that staft consul-
tation, ministerial authorization, and operational activity were linked
within the same institutional process.*

'The May 2016 sequence is more diagnostically valuable. On 24 May,
Admiral Sun Jianguo of the CMC Joint Staff Department and Lieu-
tenant General Sergei Rudskoy of the Russian General Staff chaired
the eighteenth strategic military consultation in Beijing. In connection
to the consultation China and Russia began Aerospace Security 2016,
their first joint computer-assisted command-post exercise focused on
air and missile defence. Because such an exercise requires prior work
on command procedures, threat identification, sensor information, and
task allocation, its proximity to the staft consultation strongly suggests
that both belonged to the same planning cycle and one can note a pos-

sbile symbolic timing.’

2017-2020: From Exercises to Strategic Operations

The next major step was the 2017-2020 military cooperation roadm-
ap signed in June 2017. As it was phrased at the time by the Chinese
defense ministry spokesperson, it was a top-level plan that ‘..shows the

high level mutual trust and strategic cooperation; it is conducive for both sides



to face new threats and challenges in the security field and to jointly safeguard
regional peace and stability.®

'This led to China entering Russia’s national strategic exercise cycle
by participating in Vostok 2018 and Tsentr 2019. In July 2019 the
two countries conducted their first joint strategic bomber patrol, es-
tablishing a practice that later became recurrent. Russia also publicly
acknowledged helping China develop a ballistic-missile early-warning
system—cooperation in a strategically sensitive field linked to nuclear
deterrence.’

'The twentieth strategic military consultation, held in Beijing on 30
May 2018, illustrates the pattern. Chinese official reporting stated that
the two sides reached broad consensus on further deepening military
cooperation. Three months later, Chinese forces participated in Vostok
2018. Vostok obviously had been planned earlier; the value of the con-
sultation lies instead in showing that senior staft dialogue was embed-
ded in the programme-management process that brought the PLA into
an increasingly sensitive Russian operational training environment.®

2021-2024: Institutionalising Patrols and Geographic
Reach
A second multi-year roadmap, covering 2021-2025, coincided with
another qualitative expansion. Joint naval exercises were followed by
recurring combined patrols, strategic bomber patrols became routine,
Chinese forces continued to participate in major Russian exercises, and
cooperation spread geographically. By July 2024, the two militaries had
conducted their eighth joint strategic air patrol, this time over the Ber-
ing Sea and into the Alaska Air Defense Identification Zone. The US
Department of Defense subsequently assessed that Sino-Russian mil-
itary activities had increased in frequency, geographic reach, and com-
plexity.’

After the pandemic the visible General Staff-to-Joint Staff contact
returned. In June 2023 Gerasimov spoke directly with Liu Zhenli, head
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of the CMC Joint Staff Department, with both sides explicitly linking
their dialogue to implementing the presidents’ consensus and expand-
ing military cooperation. In December 2023 the armed forces held their
twenty-second strategic military consultation in Beijing. The following

year brought further expansion in combined air and maritime activity.'

So what Kind of Alliance is Emerging?
Letus go back to the World War II-analogies. The meeting architecture
and its observable outputs make the Germany—Japan analogy totally
inadequate. Berlin and Tokyo shared enemies but never developed a
comparable peacetime network of recurring leader-level, security, de-
fence, and general-staff mechanisms. China and Russia now exercise
together, conduct recurring strategic patrols, share selected military
technology, and maintain formal multi-year cooperation programmes.
Yet the Anglo-American analogy remains equally misleading. RAND’s
examination of possible future Sino-Russian coalition warfare identi-
fies continuing limitations in interoperability, command-and-control
integration, procedures, logistics, and shared systems. There is no pub-
licly known equivalent of the Anglo-American Combined Chiefs of
Staff, no permanent combined theatre command, no mutual-defence
treaty, no routine integrated targeting process, and no public evidence
has been identified of shared nuclear targeting or release authority.!
'The middle model is therefore the most plausible, even if we are see-
ing something that goes beyond the cooperation between the United
States and the Soviet Union during WW?2. Russia and China are in-
creasingly capable of operating as distant coalition partners: maintain-
ing separate national commands and primarily separate theatres while
coordinating strategic timing, reducing friction between their forces,
exchanging selected capabilities, and imposing simultaneous burdens
on the United States and its allies. RAND describes a plausible form of
such cooperation as deconflicted operations—geographically separate
campaigns with limited joint planning and strategic coordination rath-
er than fully integrated tactical warfare.'”



'This model could be strategically powerful without a single Russian
regiment serving under Chinese command, and vice versa. In a Taiwan
conflict, Russia could raise military pressure in Europe and the Arc-
tic, forcing Washington to retain scarce assets outside the Pacific while
providing political, economic, technological, or intelligence support to
China. In a NATO-Russia conflict, China could help sustain Russia’s
industrial base, complicate US force allocation in Asia, and preserve
Moscow’s strategic endurance without formally entering the European
war. The essential effect is not integrated battlefield command but stra-
tegic simultaneity.

'The February 2022 Xi—Putin joint statement is revealing in this re-
spect. The two governments portrayed their relationship as exceeding
traditional Cold War-era alliances while deliberately avoiding a formal
mutual-defence commitment. That formulation is not merely rhetoric;
it fits the institutional design visible in practice: intimacy without treaty
obligation, coordination without merged command, and increasingly
routinised military interaction without publicly demonstrated joint war
plans.”

'The increasingly asymmetric character of the relationship is perhaps
most clearly reflected in Russia’s material dependence on China. If the
diplomatic and military architecture described above shows how close-
ly the two states have institutionalised their cooperation, current trade
figures illustrate how uneven that partnership has become. According
to the Kiel Institute’s 2026 assessment of the Russian economy, Chi-
na now accounts for approximately 35 percent of Russia’s total foreign
trade and 76 percent of the increase in its supply of banned critical mil-
itary components.

'The dependence is even more pronounced in strategically important
dual-use goods: China’s share of Russian dual-use imports has risen
from roughly 25 percent before the full-scale invasion of Ukraine to
more than 80 percent by 2025, concentrated in electronic components,
CNC machine tools, computing and telecommunications hardware,
and advanced optical and aerospace components.
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Detailed customs data also show that China supplies 62 percent of
all sanctioned critical components imported by Russia, compared with
only 13.5 percent supplied collectively by the other non-sanctioning
countries among the ten largest suppliers.'

'This suggests that the relationship is not developing as a coalition of
equals. Russia retains major military capabilities, strategic technology
and combat experience of considerable value to China, but its ability to
sustain its military-industrial base has become increasingly dependent
on Chinese trade, technology and access to supply chains.

For Europe, with the growing Russian threat and the dilemma of
economical dependencies on China, the headache is growing — espe-
cially for the simultaneous scenario. Imagine Russia and China acting
with strategic coordination on separate theaters in order for once and
all to break unity and capacity of the Western alliances.

So what to do for Europe, which is also struggling amid renewed un-
certainty about the durability and scope of US security commitments?

Here are some urgent priorities for Europe

1. Enhanced intelligence warning. Build a fused Russia—China stra-
tegic warning picture. European intelligence and defence planning
should systematically correlate Xi—Putin summits, CMC~General
Staff contacts, exercises, patrols, defence-industrial flows, cyber ac-
tivity, critical-infrastructure incidents, and Chinese military pressure
in the Indo-Pacific. The decisive warning indicator may be a cluster
across both theatres rather than a single dramatic event. Staft-to-
staft contacts deserve particular attention because they are closer to
actual implementation than summit rhetoric.

2. Increase deterrence through sanctions. Raise the cost to China
of enabling Russia’s war effort. Europe should systematically ex-
pand the sanctions policy it has already begun to apply to Chinese
actors by targeting companies, financial institutions, and individu-
als demonstrably facilitating Russia’s military-industrial production,

sanctions circumvention, or access to critical dual-use technologies.



'The EU has already sanctioned Chinese companies and banks under
its Russia sanctions regime; this should become a more systematic
instrument of deterrence.”” Given China’s increasingly central role
in supplying Russia’s military-industrial base, Europe should make
clear that continuing (and deepened) material support for Russian
aggression will bring progressively higher economic costs. In parallel,
the EU should prepare credible sanctions packages in advance for use
if China attempts to alter the status quo in the Indo-Pacific by force.
Words must be backed by action.

. Plan for the worst. The strategic simultaneity, not merely a Russian

contingency, should be the serious crisis European NATO mem-
bers plan for. Europe must assume that Russian action in the West
will coincide with a Chinese crisis in the East. In such circumstanc-
es the United States could remain politically committed to Europe
while facing acute constraints in submarines, air and missile defence,
long-range strike, ISR, strategic lift, and munitions. Europe there-
fore needs the logistics, industrial capacity, air defence, ammunition
stocks, command resilience and will to manage a Russian contin-
gency while substantial US combat power remains committed else-
where. And it is urgent.

Shield the infrastructure. Infrastructure that makes European re-
inforcement possible must be protected. Ports, railways, energy sys-
tems, telecommunications, satellite links, data centres, and undersea
cables are part of NATO’s operational architecture. Cyber defence,
redundancy, maritime domain awareness, counter-sabotage, and
rapid attribution must therefore be integrated into defence planning
rather than treated as separate civilian security issues. The objective
should be resilience against parallel Russian and Chinese pressure
even when there is no evidence of a single jointly commanded attack.
'This will have consequences for how Europe views for example Chi-
nese vehicles that could be shut down remotely or collects data from

Europe and send it to China.
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'The strategic challenge is subtler than the emergence of a formal alli-
ance. China and Russia may not need integrated commands or a mutu-
al-defence treaty to generate many of the strategic effects of an alliance.
By coordinating pressure across separate theatres and domains, they can
impose simultaneous challenges on the United States and European
allies while retaining operational autonomy. For Europe, the key chal-
lenge is therefore not whether they become formal allies, but whether
they can act in increasingly mutually reinforcing ways.

Moscow and Beijing may never need to formalise such an alliance in
order to achieve their goals on Western behalf. Their emerging model
already offers many benefits of coalition warfare without its political
and organisational costs.

For Europe, the practical requirement is to prepare not for Russian
and Chinese forces necessarily fighting shoulder-to-shoulder, but for
two increasingly coordinated great powers capable of forcing the West
to manage multiple theatres, multiple domains, and multiple forms of
pressure at the same time.
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Communications on Kinetic Maritime
Threats
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Abstract
Latvia has a distinctive position in the European hybrid threat land-

scape: exposed geographically, experienced institutionally, and increas-
ingly subject to pressure from two actors — Russia and China — whose
hybrid activities, while not operationally coordinated, produce com-
pounding effects. This paper examines how Latvia’s strategic communi-
cations architecture has evolved to address threats and where its adap-
tation remains incomplete. It argues that Latvia’s resilience framework
was designed primarily for countering information operations and is
now being stress-tested by ambiguous greyzone events in the Baltic
Sea that have both a kinetic and an informational component. Given
the traces of China-Russia cooperation in the emerging maritime-in-
formation nexus flagged in the Nordic-Baltic neighbourhood, Latvia
should be ready for similar “murky” challenges to its stratcom and de-
cide whether it will stick to its policy of clear attribution and calling out
adversarial intent, or will opt for keeping a lower profile, as neighbours

have done.!



Introduction

Latvia is, by many assessments, among the better-prepared EU mem-
ber states in countering hybrid threats in the information domain.? The
nation initiated the resolution for fighting the spread of disinforma-
tion and misinformation that the UN adopted in 2021.* Alongside its
Baltic neighbours Lithuania and Estonia, the standing of information
high performers is not unearned. Years of institutional investment, early
adoption of the FIMI (Foreign Information Manipulation and Inter-
ference) analytical framework, and the presence of NATO’s Strategic
Communications Centre of Excellence in Riga have produced a resil-
ience architecture that is more mature and coherent than that of many
larger European counterparts. Some of the approaches were controver-
sial at the time of adoption, including bans on 20 Russian TV channels
in Latvia after Russia’s full scale invasion of Ukraine in 2022. Ultimate-
ly Latvia’s ban on RT was found by the European Commission to com-
ply with EU law “due to its incitement to hatred.”

And yet, the threat environment is shifting in ways that outpace even
the best-prepared responses.” Russia’s hybrid operations against Lat-
via are not new, but their delivery infrastructure has been substantially
strengthened via Al-assisted content generation. Russia’s long-term
goal to cultivate cynicism in the Latvian society is now being supported
by an elaborate network of online and offline coordination, in which
information attacks form but one prong. More significantly, Russia is
not the only state actor of concern. China, a relative newcomer to the
Latvian information space, is primarily centered on fostering an image
of itself as a guardian of the UN and international norms, as a business
opportunities provider, and as a leader in addressing climate change.
But it has also developed a distinct set of influence instruments that
existing frameworks are poorly equipped to address, including infor-
mation suppression and stakeholder cultivation.®

Furthermore, several cases have emerged where kinetic events are

clearly followed by informational contestation. The continuing pres-
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sures of weaponised migration,” and Latvia’s recent political challenges
following a drone incident on Latvian territory,® are both testaments to
the argument that a nation that knows how to safeguard its informa-
tion space well does not always bring its top game when physical activ-
ities precede the information phase. In this, the maritime domain has
emerged as a new theatre, in which kinetic hybrid events carry infor-
mation consequences, and actors, including those connected to Russian
and Chinese companies, intersect in ways that challenge the current
attribution practice and even the strategic communications doctrine at
large.

'The chapter below examines Latvia’s strategic communications ar-
chitecture, assesses its fitness for a multi-actor threat environment, and
identifies adaptations still required.

The Threat Landscape: Two Actors, One Effect

Russia’s information objectives vis-a-vis Latvia have remained un-
changed over the past decades: amplifying Latvia’s internal linguistic,
geographical and societal fault lines to decrease support for a Europe-
an and Transatlantic future. Russia’s full-scale invasion of Ukraine in
February 2022 intensified certain narratives, without altering this un-
derlying strategic logic. Wider goals, to which Latvia is but a means
to an end, include fracturing the Transatlantic community, decreas-
ing support for Ukraine to ultimately discredit Ukrainian statehood,
and gradually allowing Russia to gain more control regionally and a
bigger standing internationally. Latvia has both symbolic and oper-
ational value for such goals. Symbolically, first, the nation followed a
path of de-Sovietisation and succeeded in re-entering Western struc-
tures, second, it borders Russia and is thus a visible counterargument
to pro-Russian geopolitical choices, and third, since Russian occupa-
tion of Crimea in 2014 it is increasingly hosting NATO and bilateral
allied formations. Operationally, 34.6 percent of the population speak
Russian at home,” and research confirms that language spoken at home



remains the strongest predictor of narrative reception, outweighing lo-
cality, political spectrum positioning, and age.’® Hence Russia uses the
linguistic and ethnic levers to reach its goals.

'The 2022 ban on Russia-based media channels substantially altered
the consumption landscape, but without eliminating their reach alto-
gether — the content was still available via YouTube, mirror portals, Tel-
egram and WhatsApp groups. Even when people did not deliberately
seek out those channels, social media algorithms provided them any-
way. Research by the Baltic Centre for Media Excellence shows that
the news obtained via social media can be from traditional media, but
“often without identifying the original source of the news.”" When
such content is consumed at scale, the “firechose of falsehood” model
(RAND), which operates not merely as external manipulation but as
the ambient epistemological condition of Russia’s own information en-
vironment, has a negative effect on societal resilience. The long-term
implication is, thus, that a person, without initially subscribing to it,
falls victim to epistemic cynicism, meaning the conviction that truth is
inaccessible by design: everybody lies, all media serve their owners, Big
Brother is always in control.

China presents a structurally different challenge. PRC activity in
the Latvian information space is self-referential: it does not engage
with Latvian domestic politics except where Beijing’s “core interests”
are directly implicated, and it spreads content through translations of
CCTYV and Xinhua output and official MFA channels rather than lo-
cally adapted production. The principal narrative clusters are: China
as a reliable business partner that brings opportunity, as a global cli-
mate leader, and as the guardian of the UN-based international order.
Conspicuously absent is any engagement with China’s most significant
reputational liability in Latvia: its enabling role for Russia’s invasion of
Ukraine. Beyond overt promotion, alarmingly, China practises infor-

mation suppression, targeting academic and cultural institutions. Al-
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though episodes are individually deniable, cumulatively, they strive for a
narrowing of permissible public discourse and self-censorship.

'The amplification dynamic between Russia and China does not re-
quire close coordination. The actors share narrative overlap on several
key narratives (NATO as the root cause of the war in Europe, West-
ern sanctions as self-defeating and against the spirit of free trade, Rus-
sia and China are the unrecognized forces beyond the defeat of global
Fascism, etc.). Cross-platform reinforcement by state media outlets on
both sides has been documented by the NATO StratCom COE.*?'The
result is a compounding effect: Russian mass-manipulation and Chi-
nese elite-targeting press on different parts of the Latvian information
environment simultaneously, jointly reinforcing the conditions that
make the other more effective.

The Hybrid Maritime-Information Nexus: Too Much to
Handle?

Latvia has implemented visible development steps in the nation’s insti-
tutional response to hybrid information threats. Notably, “The National
Concept on Strategic Communication and Security of the Information
Space (2023-2027),”*3 marked a shift from earlier content-focused ap-
proaches toward a whole-of-society framework. It emphasised on early
warning monitoring and rapid response crisis communication, ground-
ed in the analytical logic of the EEAS framework rather than the ad-
judication of individual false claims, making it an efficient tool against
perpetrator actors, be it Russia, China, or others. It also spotlights the
ultimate goal — increasing societal resilience, formulated as “the abili-
ty of the state, institutions and citizens to detect, recognise and resist
threats and crises of information space in a timely manner, including
disinformation, as well as to quickly and effectively recover and become
more skilled in order to avoid such situations in the future.”**

Second, the 2024 amendment to the Criminal Law introduced lia-

bility for the malicious use of deepfake technology in electoral contexts,



imposing penalties of up to five years’ imprisonment for fabricated de-
famatory content directed at candidates within a 120-day pre-election
window. Latvia is among the first EU states to legislate specifically on

deepfake-based electoral interference.

On top of that, NATO StratCom Centre of Excellence in Riga op-
erates as a multiplier for Latvia’s own capabilities, publishing research
on Russian and Chinese influence operations, among others, and thus
providing think-tank analytical capacity that no single national gov-
ernment could sustain. Taken together, these instruments constitute a
capable, legally grounded, and reasonably well-coordinated framework
that covers detection, deterrence, punishment, and stratcom response.

However, some hybrid threats are more hybrid than others, mean-
ing they contain several layers of pressures, and it is in these contexts
where the gaps in the Latvian information response appear. A case in
point is the emerging field of maritime grey zone threats close to the
Latvian shores: the actual events are surrounded by and followed by an
informational component, yet the very nature of the conflicting infor-
mation surrounding the events in the public domain contributes to its
hybridity. The events could be intentional or accidental; they could be
attributed to a certain state, commercial actor, or none of the above; and
they mostly continue without a clear resolution, meaning the investi-
gations are communicated as “ongoing” over the years to come, or not
communicated at all.

Since 2023, a series of Baltic undersea cable and pipeline incidents
has introduced a new dimension to Latvia’s hybrid threat environment.
'The Balticconnector rupture (October 2023), the Estlink-2 and Baltic
cable severances (November 2024), the LVRTC Ventspils-Gotland ca-
ble damage (early 2025), and the Palanga-Liepaja optic cable incident
(2026) share a common signature: civilian vessels, layered ownership
structures pointing to commercial actors with links to Russia and, in
some cases, China, and calibrated ambiguity. As the attributions re-
garding shadow fleet vessels in the Baltic attest, Russia has a strate-
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gic interest in Baltic infrastructure disruption.’® China’s interest is not
clearly attributed but is consequential: commercial vessels with links
to Russian commercial networks and Northern Sea Route logistics
have featured in the incident pattern. Beijing has limited direct interest
in the Baltic theatre, but the region ofters something valuable: a low-
cost laboratory for testing the international community’s attribution
threshold and response coherence. After all, China’s unveiling of a first-
of-its-kind deep-sea cable cutter signals its intent to adopt underwater
sabotage as a core military tactic. Able to sever fortified communica-
tion and power lines at unprecedented depths of 4,000 meters, this new
asset is designed for integration with China’s advanced submersibles,
giving Beijing a direct tool to paralyse global critical infrastructure and
reshape maritime power dynamics.”

Chinese maritime actors state-linked shipping companies, vessels
with opaque ownership structures — can gain operational experience in
conducting or facilitating grey-zone maritime actions against critical
infrastructure, generating learning that can transfer to theatres where
China has direct strategic interests: the South China Sea, the Taiwan
Strait, and undersea cable routes connecting East Asia to global com-
munications networks.

In a situation where clarity is scarce, Latvia opts for drawing atten-
tion to the incidents instead of silence, perhaps recognising that passive
communication creates information vacuums that adversaries will fill.

When in early 2025 a submarine optical fibre cable belonging to
SJSC Latvia State Radio and Television Center was damaged in the
Baltic Sea causing disruptions in data transmission services on the
Ventspils-Gotland (Farosund) segment, the Latvian Cabinet of Minis-
ters stated the launch of “criminal procedural actions.”®

One year later, in 2026, when the optic cable Palanga (Sventaja)-
Liepaja, the Latvian approach was again to communicate the event as
possibly hybrid, as the State Police statement read: a criminal investiga-

tion has been launched and the vessel in question has been identified.”



'The police boarded the vessel associated with the incident and commu-
nicated about it, the report making its rounds in the international me-
dia as well.?* The then Latvian Prime Minister Evika Silina expressed
suspicion of malign intent, and informed about NATO level coordi-
nation following Latvia’s request. “We have determined that there is
most likely external damage and that it is significant,” CNN quoted
the Latvian PM. The country is also actively deepening cooperation
on protecting undersea cables within the NATO and Nordic-Baltic 8
formats,”? and communicating about it, too. No cases with a Chinese
component have been flagged in Latvia’s waters to date, yet the role and
presence of vessels with a Chinese connection in other incidents in the
Baltic Sea could form a part of a wider strategy. In that case such an oc-
currence is only a matter of time, and for this, Latvia should have a clear
stratcom plan.

'The lesson is general: kinetic hybrid events have an immediate infor-
mation phase, and losing that phase compounds the physical damage.
Hybrid operations succeed not only through their material effects but
through the cognitive and political uncertainty they generate. A state
that responds to cable damage with process language rather than stra-
tegic communication cedes the information space at the moment of
maximum public attention.

Conclusions

'The accumulated institutional experience and the field-tested capabil-
ities of Latvia are a transferable strategic asset to partners facing the
same adversaries. However, the threat is an ever-developing one. There
is the kinetic-to-information domain challenge. In the new domain of
murky kinetic hybrid events with an information afterglow, Latvia’s
strategic communicators are still exploring how much attribution is
helpful, and where caution and restraint should prevail, especially as
the nation is in its parliamentary election year. However, waiting for the

situation to solve itself by ignoring the event is also not prudent — after
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all, strategic communication is precisely about acting fast and earning
the contested information space from the adversary.

On top of that, there is the Russia-China challenge. The two actors
do not need to coordinate to produce compounding effects: convergent
interests, shared narrative infrastructure, and parallel pressure are suffi-
cient. Latvia’s existing architecture addresses this threat only partially.

Under a growing number of hybrid incidents, the question of what is
the right approach remains as pertinent as ever. That work is best done
collectively, within the Nordic-Baltic 8 and in close alignment with EU
and NATO frameworks.
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Access as Influence: China's Strategic
Embeddedness in Germany

Ferdinand Gehringer

I. The Geometry of Access
More than 80 percent of the solar inverters installed in Germany come
from Chinese manufacturers. A Chinese state-owned corporation
holds a stake in Germany’s largest seaport. Agents of a Chinese intelli-
gence service have systematically cultivated professors at no fewer than
eight German universities. CISPA, the Helmholtz Center for Infor-
mation Security in Saarbriicken, has been under suspicion since June
2026 of passing sensitive research findings to China. And yet the public
debate on hybrid threats revolves almost exclusively around Russia.
This asymmetry is of course no accident. Moscow acts loudly, ag-
gressively and disruptively. Beijing’s influence in Germany is quiet,
long-term, systemic. It seeks not rupture but position and has built that
position, in infrastructure, institutions, networks and norms — over dec-
ades and largely undisturbed. The central argument of this chapter is
that China’s influence in Germany operates primarily through the ac-
cumulation of access. By geometry of access I mean the constellation of
economic, technological,academic and political entry points that, while
individually benign, collectively create durable positions within Ger-
many’s economic, technological, political and societal systems. These
positions facilitate information acquisition, dependency formation and
the accumulation of strategic leverage. This chapter does not suggest



that every Chinese investment or partnership is malignant. Instead,
it posits that cumulative effects of otherwise legitimate engagement
gradually alter the strategic calculus until accommodation appears less
costly than resistance.

'The sections that follow map six vectors that are especially danger-
ous from a German perspective, because they exploit the very openness
that defines a liberal democracy: economic leverage (IV), infrastructure
penetration and sabotage (V'), cyber operations (VI), academic espio-
nage (VII), elite networks (VIII), and information operations and di-
aspora control (IX). Running alongside these is a further, more diffuse
dimension, China’s reach into international standard-setting bodies.
This is not Germany-specific, but shapes the technological terrain on
which all the vectors operate (see Section II). One organisational back-
bone is the Chinese Communist Party’s United Front Work Depart-
ment (UFWD), a party organ responsible for coordinating influence

networks across society.!

1. The Strategic Logic of Entanglement

China’s influence-seeking in Germany follows a coherent strategic log-
ic organised around four objectives. First, technological supremacy and
resistance to decoupling. Through Made in China 2025 and Dual Cir-
culation, Beijing pursues independence from foreign technology while
keeping the world economy dependent on China.” Germany, as a tech-
nology exporter, is doubly affected. Its knowledge is siphoned off, its
export markets shrink once China has built the capacities itself, and
the 14th Five-Year Plan explicitly aims at “self-circulation in case of a
combat situation.”

Second, neutralising resistance in a crisis: dependencies act as lev-
erage in an escalation, say over Taiwan. This way economic entangle-
ment doubles as insurance against European pushback. Third, reshap-
ing the international order: Beijing seeks to shape international rules

and technical standards in ways that are compatible with authoritarian
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governance and that create durable positions of technological influence.
Its growing presence in bodies such as the International Telecommu-
nication Union, International Organization for Standardization, or
3rd Generation Partnership Project and support for proposals such as
Huawei’s “New IP”illustrate this approach.* Because standards become
embedded in infrastructure and are difficult to replace, standard-set-
ting constitutes another form of strategic access. Germany’s strong role
in industrial standardisation and advanced manufacturing therefore
makes it particularly exposed to long-term technological dependencies.

Fourth, securing the legitimacy of the party-state: at home and
abroad. Beijings influence serves to mute criticism of China’s hu-
man-rights, Taiwan or Xinjiang policies, control the diaspora, and es-
tablish the “China model” as an alternative to liberal democracy. These
four objectives are the common thread running through every vector
below.

I1l. The Alignment Apparatus

'The decisive difference between Western and Chinese conceptions of
intelligence services is that the People’s Republic is an “intelligence
state.” The boundary between intelligence and economic, academic and
diplomatic activity is deliberately kept permeable. Influence is not the
task of individual agencies but a “whole-of-state” approach. The party,

the state, the military and private actors all interlock.®
Three pillars anchor it. The UFWD, an organ of the CCP Central

Committee elevated by Xi since 2012 into one of the party’s “three
magic weapons,” builds networks of alignment among diaspora, elites,
business and academia. Its budget reportedly exceeds US$2.6 billion,
more than China’s foreign ministry.® The Ministry of State Security
(MSS) operates through decentralised bureaus and has exploited Unit-
ed Front-linked structures for intelligence purposes, including by pos-

ing as UFWD officials.” The military component, chiefly the Strategic
Support Force (2015), fuses cyber, space, electronic and psychological



warfare. The distinctive feature is involvement of private contractors.
For instance the 2024 i-Soon leaks (see Vector VI) show private I'T-
security firms executing operations for the MSS — with the UFWD
supplying “the networks, cover and institutions that intelligence servic-
esuse.”

For Germany this means the apparatus spans economic, academic,
political and media domains at once. This way it eludes typical depart-
mental logic and exploits democratic openness as entry points. The aim
is self-alignment, creating conditions under which German actors serve
Beijing’s interest from their own calculation without any direct instruc-
tion.” This is Christopher Walker’s Sharp Power: the asymmetric use of

democratic openness against democracy itself.”’

IV. Dependency as Leverage: The Lithuania Test

Beijing treats dependency as a strategic instrument, ready to wield it
when red lines are crossed. Bilateral trade grew more than 900 percent
between 2001 and 2024, reaching €273 billion." Two cases illustrate
the pattern. First the 2016 acquisition of Germany’s robotics champi-
on KUKA by the Chinese Midea Group exposed concerns over tech-
nology transfer and revealed the limited ability of German authorities
to intervene in foreign takeovers of strategically relevant companies.
Second, in 2022 six federal ministries, the Federal Intelligence Service
(BND) and the domestic-intelligence agency (BfV') opposed a CO-
SCO stake in the Tollerort container terminal. Despite this, former
Chancellor Olaf Scholz pushed through a 24.99 percent stake against
the entire security cabinet.'?

Beijing’s active use of economic dependency is illustrated by Lithua-
nia. After Vilnius allowed a Taiwanese office under the name “Taiwan”
in late 2021, China imposed informal sanctions and pressured interna-
tional firms — including Germany’s Continental — to remove Lithu-
anian inputs from supply chains.” The episode demonstrated China’s

ability to weaponise economic interdependence, while Lithuania’s lat-
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er normalisation with Beijing showed the limits of sustained coercion

once political costs increase.™

V. Switches in the Infrastructure: Whoever Controls the
Hardware Controls the Grid

The degree of Chinese technological infiltration of Germany’s energy
and digital infrastructure raises concerns that certain components could
potentially be exploited for remote access or disruption in a crisis. The
vector runs in three stages: critical components, the sabotage capability
that could grow from them, and the same pattern extended to spying
activities. There are three distinct stages: access as a durable foothold in
a system, the capability such access creates, and finally the activation of
that capability.

More than 80 percent of the solar inverters installed in Germany
come from Chinese makers such as Huawei, Sungrow and Deye, and
are permanently connected to manufacturer clouds.” The Federal Of-
fice for Information Security (BSI) rates this a “considerable security
risk.”* In 2025 US researchers found undocumented communication
modules — potential backdoors for remote access — in several devices."”
One expert likens the resulting dependency to the one Germany once
had on Russian gas.’® Since 46 percent of German electricity already
came from wind and solar in 2025, that exposure grows with every step
of the energy transition."

'The same pattern recurs across other hardware. The Waterkant wind
farm oft Borkum was to be fitted with turbines from China’s Ming
Yang, The operator switched to Siemens Gamesa after a defence-min-
istry assessment warned that the installations could surveil sea lanes
and be shut down remotely.® Roughly 80 percent of the ship-to-shore
cranes in Western ports come from the Chinese state group ZPMC
— networked and remotely serviceable, and classified as a security risk
under a 2024 US executive order. Yet Germany still has no compara-
ble vetting requirement. And through HMN Technologies (formerly



Huawei Marine Networks), Beijing invests heavily in undersea cables
that carry more than 95 percent of international data traffic.?!

That China can also act on this embedded position was shown in
November 2024, when two Baltic Sea cables — including the Fin-
land-Germany C-Lion1 link — were cut by the Chinese freighter Yi
Peng 3 sailing with its AIS transponder switched oft. Defence Minister
Pistorius called the incident sabotage and intelligence circles suspected
the captain had acted on Russian orders.”? Deniability is yet another
component of the design.

Chinese embedding in critical components also extends to mobile
sensors enabling data collection for spying purposes. Modern connect-
ed cars are rolling sensor platforms, with cameras, microphones, radar
and a permanent cloud link to manufacturer servers. In early 2026 the
BfV expressly warned of security risks posed by connected Chinese
electric vehicles, whose internet interfaces could enable unauthorised
access.” In February the interior ministry confirmed an “espionage po-
tential”in fully networked Chinese cars,* and the defence ministry has
already restricted certain vehicle types at sensitive sites.”

'The concern reaches beyond Germany too. Poland is weighing sim-
ilar restrictions, Israel has barred Chinese vehicles from sensitive lo-
cations,” and Australia’s domestic-intelligence service advises against
holding confidential conversations in connected cars at all. The BfV and
the security authority ZI'TiS have reportedly spent over a year examin-
ing what data several Chinese manufacturers collect and whether it is
transmitted abroad.?’

The pattern is no different than the inverters and cranes. Whoever
controls the sensors and the cloud link gains insight into movement
and environmental data, sharper still when the vehicles operate near
barracks, ministries or critical infrastructure. In the worst case, such ac-
cess could also be used to restrict, disable or manipulate system func-

tions.
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VI. Cyber Operations: Espionage, Sabotage, System
Penetration

Chinese cyber operations against Germany are state-attributed, in-
creasingly professional, and pursue two interconnected goals: strategic
intelligence gathering and economic espionage. Persistent access to
critical networks could also enable future disruptive or sabotage oper-
ations.

First, strategic intelligence gathering. On 31 July 2024 the German
government publicly attributed a serious attack on the Federal Agency
for Cartography and Geodesy (BKG) to state-directed Chinese actors,
anunusually blunt step.”* The agency supplies geodata for military logis-
tics and disaster planning, and the agency had already been targeted in
late 2021 by APT15,a China-linked advanced persistent threat (APT)
actor. The BfV also identifies APT31, another China-linked cyber espi-
onage group, which increasingly targets Western ministries, authorities,
parties and foundations. They use compromised private end-devices as
an obfuscation network.?

Second, economic espionage in the shadows. The BfV estimates an-
nual damages in the billions, with Chinese state-linked actors as the
principal source; preferred targets are mid-sized firms in precision en-
gineering, optics, biotechnology and chemicals.* The scale these oper-
ations have reached is laid bare by the i-Soon leaks of February 2024.
Datasets of the Chinese I'T-security company i-Soon, published on
GitHub, documenting an industrialisation of cyber espionage — pri-
vate firms attacking on a division-of-labour basis for the MSS and the
Ministry of Public Security. The BfV analysed the leaks in a four-part
report, finding APT units of more than 70 specialists and targets in
governments, telecommunications and educational institutions in at
least 17 countries, including NATO members.*

'Third, sabotage preparation through pre-positioning. In 2024 it
emerged that the group Volt Typhoon had lurked undetected for

months in US energy, water and communications infrastructure, steal-



ing no data, purely positioning itself for the event of conflict.* The
switch is already installed and Beijing need only flip it. How far such
access can reach was shown by Salt Typhoon, which in autumn 2024
held months-long access to the mobile networks of the US carriers
AT&T, Verizon and Lumen, compromising the very interfaces that US
authorities use for court-authorised surveillance.*> German mobile op-
erators are legally required to keep the same access provisions available.
Wohether they are adequately secured against state-sponsored actors is
an open question. Cyber is thus a systemic enabler: what the infrastruc-

ture vector (V') embeds, the cyber vector can activate.

VII. Universities as a Gateway
The infiltration of Germany’s research landscape is among the most
consequential vectors, hard to see and shielded by institutional open-
ness. In May 2026 the Federal Prosecutor General had two people
arrested on suspicion of scouting scientists for a Chinese intelligence
service at eight German universities across six states. They posed as in-
terpreters to lure professors to China. A high-performance drone-tech-
nology chair at RWTH Aachen was searched,* after Correctiv had
already linked 19 RWTH professors to Chinese military institutions.
More troubling still is the June 2026 CISPA case. Saarbriicken’s lead-
ing cybersecurity institute stands suspected of channeling know-how
to China via Chinese scientists and funding. In one research group, 18
of 19 members were reportedly of Chinese origin, prompting a special
investigator and a freeze of all China projects.®

Beyond espionage, Confucius Institutes function as a structural me-
dium of influence. Unlike the British Council or the Goethe-Institut,
they are often located directly at host universities, in Germany usually
as registered associations jointly sponsored by a partner university and
a Chinese one. This proximity breeds self-censorship. Researchers de-
pendent on Chinese funding, partnerships or invitations avoid Tibet,
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Taiwan or Xinjiang. Again, they are not expressly instructed to do so,
they are instead incentivised to self-align.

'The CCP’s Thousand Talents Programme (2008) completes the pic-
ture, luring leading scientists worldwide with above-market pay into
cooperation with Chinese institutions, the implicit exchange being
technology transfer through legitimate channels, and has been classi-
fied by the FBI and the US Department of Justice as a knowledge-theft

vehicle.

VIIl. Networks of Alignment: Influence Without
Instructions

Influence that commits no crime and leaves no evidence is the most ef-
tective and the kind for which Germany is worst prepared. Beijing’s UF-
WD-linked organisations cultivate parliamentary friendship groups,
business-association networks and city partnerships as institutionalised
access points. This way Beijing can influence matters so that whoever
has economic ties to China, depends on cooperation or receives invita-
tions, begins to avoid China-critical statements on their own accord.*
Especially effective is the revolving door, former officials and members
of the Bundestag moving into China-linked advisory structures and
handing Beijing insight into German positions, entirely legally.

Kiel illustrates the municipal level. Schleswig-Holstein’s capital, a
hub for German submarine construction with a naval base and defence
firms, was negotiating a partnership with Qingdao — a major Chinese
naval hub with key submarine facilities. The local center-right Chris-
tian Democratic Union (CDU) council group suspended the initiative
in 2023, citing concerns that China’s “elementary interest” in defence
know-how made such an institutional partnership inappropriate.’” The
case highlights how municipal partnerships can inadvertently create
channels for influence-building and potential intelligence-gathering,
while local decision-makers are often insufficiently prepared for such
risks.



IX. Narratives and Networks: Two Levels, One System
Information operations serve Beijing’s domestic and external goals si-
multaneously. Externally, Chinese state media (CGTN, Global Times,
Xinhua) aim at elite seeding. Journalists, think-tank staff and advisers
adopt framings without identifying the source. For Germany, the rel-
evance lies less in direct public persuasion than in shaping the policy
environment in which decisions on China, technology dependencies,
and security risks are made. Particularly relevant is the documented
amplification of Russian narratives. In early 2022 Chinese officials were
retweeted by Russian diplomats more than 140 times (nearly tenfold
the prior rate) and Chinese embassies, including Paris, amplified Rus-
sian denials of war crimes in Bucha.*®* There is also documented synergy
on COVID-19 origins, Taiwan, and Ukraine arms deliveries.*
Internally, Beijing runs extraterritorial control over the diaspora. The
unofhicial “overseas police stations” documented by Safeguard Defend-
ersin five German cities are parallel structures outside any German legal
framework. They serve to intimidate active diaspora members, pressure
returns and to mobilise the community around desired narratives.”’ The
Federal Foreign Office demanded their closure in November 2022; yet
an RTL/ntv investigation in December 2024 found the numbers and
contacts of the officially closed stations still reachable.* As the China
expert Mareike Ohlberg (German Marshall Fund) puts it, the sign can
be unscrewed but the networks behind it persist.* WeChat adds a dig-
ital surveillance layer that drives self-censorship among Chinese users.

X. The Power of Combination
'The six vectors are analytically separable but operationally intertwined
and their effect is multiplicative. Each lowering the cost or raising the
yield of the others.

'The underlying logic is simple. Access creates options, and options
can become leverage. Access and knowledge reinforce one another:

economic entanglement (IV) opens access to companies and research;
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academic infiltration (VII) supplies the knowledge that makes Chinese
manufacturers competitive, creating the market position from which
infrastructure dependency (V) grows.

'The cyber vector (VI) potentiates all the rest. It supplies the recon-
naissance that makes economic pressure precise, extracts what academic
espionage cannot obtain legally,and in a crisis activates what infrastruc-
ture has prepared. Pre-positioning is the technical bracket between V
and VI. And the “soft”vectors safeguard the “hard”elite networks (VIII)
and information operations (IX) cause no direct harm, but dampen the
political response to everything else. Meanwhile China’s reach into in-
ternational standard-setting (Section II) means tomorrow’s rule-writer
need not fear today’s defences.

From this follows the central analytical point: Chinese influence
cannot be countered vector by vector. A measure addressing only the
infrastructure vector (an inverter ban, say) leaves untouched the eco-
nomic, academic and discursive base from which the next dependency
grows. This is where the structural advantage of the UFWD approach
(Section IIT) lies: it is organised on a whole-of-state basis, whereas Ger-

many’s risk mitigation remains fragmented amongst departments.

XI. The Openness Paradox: Why Germany Is Vulnerable

Germany is not Beijing’s preferred European target by chance, four
structural features make it especially vulnerable. Precisely because they
are also its strengths as a liberal democracy. Federalism creates infor-
mation silos where responsibilities are distributed, intelligence is not
always systematically shared, and a common situational picture is of-
ten lacking. Critical infrastructure protection is further divided among
actors such as various ministries, the Federal Office for Information
Security (BSI), the Federal Office of Civil Protection and Disas-
ter Assistance (BBK) and the providers. Intelligence services and law
enforcement operate separately under the principle of separation. An
actor operating across multiple states and jurisdictions therefore does



not face a single counterpart with a comprehensive picture, but rather
a fragmented system in which relevant information exists but is not
always effectively aggregated and shared.

Further, Germany’s openness is an attack surface. Academic free-
dom, investment openness, press freedom and civic connectivity are
core values that create precisely the access points a patient, systemic
actor exploits. The paradox of liberal democracies is that their greatest
strengths are at once their greatest attack vectors. Germany’s vulnera-
bility stems less from insufficient capabilities than from the interaction
between openness, fragmentation and deep economic interdependence.

Germany’s consensus-oriented decision-making complicates mat-
ters further. Once significant economic interests are at stake, political
compromise can dilute security-driven positions. The COSCO case
illustrated this dynamic: despite objections from the relevant securi-
ty ministries, the cabinet approved a compromise allowing the invest-
ment to proceed. Historically Germany has exercised goodwill without
reciprocity, from Ostpolitik to “change through trade.” This extended
China the benefit of the doubt for decades; the 2023 China Strategy
corrects this,naming China for the first time a “systemic rival,” though

consequences follow only hesitantly.

XIl. From Recognition to Resilience

The six vectors, together with China’s reach into international stand-
ard-setting, are components of a mutually reinforcing system and Ger-
many is responding. The 2023 China Strategy, the BKG attribution,
tighter investment screening. But these are reactive and fragmented
measures, while the Merz government’s revised China Strategy is still
awaited. What is missing is a response that coordinates across depart-
mental and federal boundaries, recognises patterns across the vectors,
and musters the will to bear short-term costs for long-term resilience.

Five recommendations follow.
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Establish a cross-departmental China coordination unit, modelled
on the British “China Taskforce,” to bring regular joint situation-
al assessments and defence strategies together within the National
Security Council. Without institutional linkage, information keeps
vanishing into silos.

. Decouple critical infrastructure from Chinese hardware. The de-

pendency on Chinese inverters, port cranes and wind turbines is a
security-policy time bomb. As Waterkant shows, absent systemat-
ic vetting security is left to chance. The government must introduce
binding certification and vendor-independence rules for all criti-
cal-infrastructure-relevant devices and a timetable for phased re-
placement in sensitive network segments.

Anchor a research-security framework in law, since CISPA and
RWTH show voluntary commitments fail. Institutions should be
obliged to vet high-risk cooperation, report risk-relevant projects to
the BfV, and designate institutional responsibility, without treating
academic freedom and security as opposites.

. Apply investment screening consistently, including at municipal lev-

el. The Foreign Trade and Payments Act protects critical infrastruc-
ture when applied. COSCO shows political will is the bottleneck,
and the Kiel-Qingdao case shows how naive local politics opens en-
try points later secured only at federal cost.

Sharpen public threat awareness. Germany’s greatest weakness is
cognitive. China is still seen primarily as an economic partner and
not a systemic rival — a reflex reinforced by the turn away from Wash-
ington. The government should publish regular public reports on
Chinese influence, analogous to the annual domestic-intelligence
report but China-specific and policy-oriented. An unnamed threat
cannot be countered.

Each individual case appears manageable in isolation, but together they

alter the strategic calculus by making accommodation seem easier than

resistance. Germany’s challenge is therefore not only to defend against



visible attacks, but to recognise how incremental access can translate

into strategic vulnerability. We must preserve the openness of our liber-

al democracy without allowing accumulated access to become strategic

leverage.
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Beyond the Mirage: A Decade of UK-China
Relations and the Price of Asymmetry

Luke de Pulford

Ten years ago, British foreign policy toward the People’s Republic of
China (PRC) was anchored in a brand of economic romanticism that,
in retrospect, verged on the negligent. 2015 marked the high-water
mark of the so-called ‘Golden Era’of UK China relations. This was the
heady period where successive British administrations operated under
the assumption that commercial integration would naturally bind Bei-
jing to the rules-based international order. We were told that by open-
ing our critical national infrastructure, welcoming capital into our pre-
mier universities, and rolling out the red carpet for Chairman Xi, the
United Kingdom would secure a prosperous, post-imperial future as
China’s ‘best partner in the West’.!

A decade later, that illusion has collapsed. Marketed as a symbiotic
partnership, the UK/China bilateral has revealed itself to be a struc-
tural asymmetry, deliberately exploited by the Chinese Communist
Party (CCP) to engineer dependence and erode institutional resilience.
'The British experience is not unique, but it is uniquely instructive for a
European audience. As the continent grapples with its own economic
dependencies, the UK’s trajectory from enthusiastic cheerleader to ex-
posed, reactive outlier offers a stark lesson: in the geopolitical calculus
of modern Beijing, commercial engagement is never merely economic;
it is the frontline of a sophisticated strategy of political subversion, nar-

rative control, and institutional capture.



'The structural vulnerability of the United Kingdom was not an acci-
dent of geography or market forces; it was permitted by a naive China
strategy that systematically ignored the clearly and repeatedly stated
direction of travel in Beijing. While Whitehall focused on short-term
capital inflows, the CCP was executing a long-range blueprint for glob-
al industrial hegemony.

'This was explicitly articulated by Xi Jinping in 2020 during a speech
to the Central Financial and Economic Affairs Commission. Xi was
clear that China must ‘pull tight the reins of global supply chains’ and
develop ‘killer technologies’ to ‘foster industrial dominance and de-
pendency among foreign nations’.2 This was not the language of a ‘win-
win' stakeholder; it was an explicit declaration of asymmetric economic
warfare.

UK assumption

CCP reality

Market integration: Open market ac-
cess will foster liberalisation and turn
Beijing into a responsible stakeholder.

Academic partnerships: Joint endeav-
ours and funding will benefit British
research institutions.

Critical infrastructure partnerships:
Welcoming investment will mitigate
capital shortfalls.

Interdependence as a strategic tool:
Turning supply chains into political
leverage.

Intellectual co-option: Broad-scale
IP appropriation and enforcement of
extra-territorial compliance.

Structural leverage: Securing long-
term leverage over vital systems,
including energy, transport, Al, water,

communications.

'The UK ignored these warnings, allowing deep dependencies to develop
across critical sectors. Our higher education funding model became
dangerously reliant on Chinese tuition fees, turning British universities
into hotspots for intellectual property transfer and battlegrounds for
free speech.’ In infrastructure, the state permitted Chinese state-owned
enterprises to embed themselves into the civil nuclear power supply
chain, most notably at Hinkley Point C and through initial stakes in
Sizewell C.* Eventually, the state woke up to the security implications,
but, by this time, the cost of unwinding these relationships had bal-
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looned, leaving the UK with diminished resilience and a civil service
culturally conditioned to prioritise perceived commercial benefit over
national security.

'The most insidious element of Beijing’s operations in the UK has
been the systematic deployment of elite capture. This is not to be con-
flated with traditional notions of espionage; it is the sophisticated culti-
vation of influential figures across politics, business, and media to act as
domestic amplifiers for Beijing’s interests, or at least to be less inclined
to resist the policy aims of the Party-State. The objective is what the
CCP calls United Front work, an amorphous, state-directed effort to
neutralize opposition and control the narrative within foreign democ-
racies.’

'The scale of this capture was brought into sharp focus by the MI5
Security Service Interference Alert regarding Christine Lee, a solic-
itor who had successfully penetrated the highest levels of the West-
minster establishment, donating hundreds of thousands of pounds to
Members of Parliament to facilitate access for state-linked actors.® Yet,
the political sphere is only one corridor of influence. The corporate and
media sectors remain highly vulnerable to proxy acquisitions designed
to secure narrative dominance. A prime example is the protracted tur-
moil surrounding the sale of the Daily Telegraph. The bid by private
equity firm RedBird Capital Partners was thrown into chaos following
revelations concerning its chairman, John Thornton, and his extensive,
high-level engagements with senior CCP officials, including Cai Qj,
a member of the Politburo Standing Committee.” Lawmakers rightly
warned that allowing an individual with such deep connections to the
Chinese state apparatus to control a major national newspaper posed
a severe threat to media independence and national security.® Happily,
the bid was eventually withdrawn.

This strategy relies on the revolving-door culture of British public
life, where former politicians and senior civil servants routinely transi-

tion into lucrative advisory roles for firms heavily entangled with Chi-



nese state capital, effectively laundering Beijing’s geopolitical objectives
through respectable British voices. What emerges is an environment
where explicit espionage is largely unnecessary; narrative control is
maintained via economic incentives and pre-emptive structural com-
pliance.

Beyond the boardrooms and corridors or power, the United Front
strategy operates an extensive grassroots infrastructure within the UK,
which, in addition to influence and interference activities, is designed
to monitor, intimidate, and suppress dissident voices. Among other in-
stitutions, the United Front infrastructure operates through Chinese
Students and Scholars Associations on campus and, most egregiously,
illicit Overseas ‘Police’ stations operating under the guise of adminis-
trative service centres.’

These stations are among the physical infrastructure of Transnational
Repression. They allow the Chinese security state to project its author-
itarian reach directly into British towns and cities, monitoring critics,
threatening their families back home, and enforcing a chilling effect
on democratic participation.’ For years, the UK was structurally and
legally ill-prepared to confront this hybrid threat. Recent legal and leg-
islative developments indicate an overdue shift in posture. The National
Security Act 2023 significantly modernised the UK’s counter-espio-
nage framework, introducing new offenses for foreign interference and
providing law enforcement with the tools necessary to prosecute state-
backed actors.!

'This new framework seems to be working. The UK recently witnessed
landmark prosecutions under the Act involving individuals connected
to the Hong Kong Economic and Trade Office in London, proving that
the state is finally willing to disrupt state-sponsored intelligence and

surveillance operations on British soil.?

Despite these successes, the

threat remains highly adaptive, hidden within the banality of localised

associations and commercial fronts that defy easy legal categorization.
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Campaigners for Brexit foresaw an independent foreign policy capa-
ble of defending the rules-based international order. The reality, how-
ever, has been one of economic exposure and weakened state leverage.
Stripped of the collective economic power of the European Single Mar-
ket, the UK has found itself vulnerable to bilateral coercion by Beijing.

This structural weakness has generated a pervasive culture of
pre-emptive self-censorship within Whitehall. The most damning
indictments of this timidity is the government’s continued failure to
publish the comprehensive China Audit, a cross-departmental re-
view intended to map the UK’s systemic dependencies on the PRC,
and permitting Beijing to build the largest embassy in Europe in the
heart of London.”*'The audit remains buried, precisely because its find-
ings would expose the extent of British vulnerability and demand eco-
nomic adjustments that a fragile state is reluctant to make. As Jonathan
Holslag observed, the UK’s independent China policy has frequently
degenerated into a series of uncoordinated, defensive maneuvers, para-
lysed by the fear of economic retaliation.'

This paralysis is also evident in the implementation of the Foreign
Influence Registration Scheme (FIRS), introduced by the National Se-
curity Act 2023. While FIRS was designed to mandate transparency
for foreign state activity, the government has stubbornly hesitated to
place China in the scheme’s enhanced tier, a designation reserved for
countries posing a direct risk to national safety, which currently applies
only to jurisdictions like Iran and Russia.” By failing to place the PRC
in the enhanced tier, the UK has failed to name the elephant in the
room, allowing Chinese state-controlled entities to continue operating
across British industry without the strict disclosure requirements ap-
plied to other adversarial states. It is worth noting that, according to the
architect of the legislation, Tom Tugendhat MP, the National Security
Act was designed with China particularly in mind. Consequently, stra-
tegic blueprints like the 2023 Integrated Review Refresh, which labe-



led China an epoch-defining challenge, rather than a clear threat, have
been exposed as rhetorical exercises unsupported by regulatory teeth.'¢

'The British experience over the past decade demonstrates the perils
of unilateral engagement with an authoritarian superpower. It proves
that a middle power, acting alone, cannot successfully navigate econom-
icintegration with a state that weaponises commercial interdependence
as a matter of national doctrine.

For a European audience, the lessons are clear. The vulnerabilities
exposed in London are present in Paris, Berlin, and Brussels. The solu-
tion cannot be found in isolated national policies, which Beijing easily
exploits through divide and rule diplomacy. Instead, European security
demands absolute alignment around the de-risking framework cham-
pioned by European Commission President Ursula von der Leyen."”
True collective resilience requires deep regulatory harmonisation across
the Channel and the Continent. We must build unified, legally binding
frameworks to address supply chain vulnerabilities, mandate rigorous
corporate due diligence against state-backed forced labour, and imple-
ment strict security screenings for critical infrastructure investment.'®
'The UK’s decade of drift should serve as a warning: without collective
regulatory solidarity, democratic societies will continue to see their in-
stitutions captured, their security compromised, and their autonomy

quietly leased away.
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Chinese Influence and Espionage
Activities in Denmark

Jeanette Serritzlev

“China and the Chinese Communist Party’s global ambitions and
willingness to challenge the West are also reflected in the threat
landscape in Denmark.”

'The quote is from the Danish Security and Intelligence Service’s (DSIS)
latest national assessment of the espionage threat.! There are frequent
public discussions in Denmark regarding Chinese espionage and the
risks of using Chinese equipment such as surveillance cameras.? As in
many other European countries, the potential risks from TikTok have
been a subject of political and public discussion.® But what have we ac-

tually seen in Denmark? That is the purpose of this chapter to examine.

Denmark-China Relations

In the spring of 2023, the Danish Minister of Foreign Affairs Lars
Lokke Rasmussen introduced an approach to foreign policy guided by
“pragmatic idealism.” A few months later, before the minister went on
an official trip to China, Rasmussen elaborated on the need for that ap-
proach in regards to China, summarized in this quote: “We must be crit-
ical of a number of China’s global ambitions and their political system, while
cooperating on trade and climate. This requires a committed, clear-sighted
and realistic China policy.” That frames the Chinese-Danish relation-
ship in a nutshell.
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On the one hand, China’s cooperation with Russia and support in
different means for Russia’s war in Ukraine means a greater divide be-
tween China and the West. On the other hand, the more tense rela-
tionship between Trump’s USA and the EU also means that the EU
as a whole, as well as Denmark specifically, has chosen to adopt a more
pragmatic position towards China. For both the EU and China, there
is a mutual interest in cooperation on trade and on agendas such as cli-
mate. China is the EU’s third largest trading partner for goods and ser-
vices combined, while the EU is China’s largest trading partner.® China
is also DenmarK’s third largest export market and second largest import
market outside the EU, based on 2024 figures.”

In 2008, China and Denmark agreed on the establishment of a
Comprehensive Strategic Partnership,® and in 2023, a new Green Joint
Work Programme was ratified, focusing on cooperation between the
countries regarding sustainable green transition across sectors. This in-
cludes, among others, areas such as Climate and Energy, Environment
and Water, and Food and Agriculture.’

Despite the mutual interests in cooperation, the Danish Defence
Intelligence Service (DDIS) assesses in its yearly public threat assess-
ment that China continues to conduct espionage in order to acquire
technology from countries such as Denmark, making what DDIS calls
“extensive knowledge-transfer,” “the greatest threat to Danish research,

innovation and z‘ec/mology.”lo

The Arctic Dimension: Greenland & the Faroe Islands

'The Kingdom of Denmark consists of three parts: Denmark, Green-
land, and the Faroe Islands. While foreign and security policy remains a
matter for Copenhagen, large infrastructure and commercial decisions
are devolved to Nuuk and Térshavn — and it is precisely where some of
the most well-documented examples of Chinese pressure within the
Realm can be found. Where attributable Chinese influence activities
are difficult to pinpoint in Denmark proper, the Arctic parts of the



Realm ofter several concrete cases in which the Danish government has
actively intervened.

Although there has been a lot of talk of Chinese companies showing
interest in Greenland, it has not so far translated into concrete results,
according to the DDIS, elaborating that China is expected to continue
pursuing cooperation with Greenland within fields of research as well
as commercially."’ Some cases, however, are worth having a closer look
at.

Greenland has attracted Chinese commercial and strategic interest
for more than a decade.In 2016, the Danish government took the aban-
doned naval station Grennedal in southern Greenland off the market
after the mining company General Nice had expressed interest in buy-
ing it; the Ministry of Defence instead chose to reactivate the facility.'?

'The pattern repeated itself on a larger scale in 2018, when the Chi-
nese state-owned China Communications Construction Company
(CCCC) was shortlisted by the Greenlandic company Kalaallit Air-
ports to bid on the construction of new airports in Nuuk, Ilulissat and
Qagqortoq. The prospect of a Chinese state-owned enterprise building
critical infrastructure close to the American Thule Air Base (today
Pituffik Space Base) caused concern in both Copenhagen and Wash-
ington.”

'The Danish government subsequently agreed in September 2018 to
co-finance the airports through equity and loans. CCCC withdrew its
bid in June 2019."* None of these cases constitutes influence operations
in a narrow sense. They do, however, demonstrate two things: that Chi-
na pursues long-term strategic positioning through commercial means
in the Arctic part of the Realm, and that the Danish state is willing to
intervene, quietly and with considerable sums, when it considers such
positioning a security concern.

The clearest documented example of coercive Chinese diplomacy

within the Kingdom, however, comes from the Faroe Islands. In No-

vember 2019, the Chinese ambassador to Denmark, Feng Tie, held
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meetings with leading Faroese politicians, including the prime minister
(logmadur) Bardur 4 Steig Nielsen. According to an audio recording
obtained by the Faroese broadcaster Kringvarp Foroya — accidentally
capturing the trade minister’s conversation with his permanent secre-
tary — the ambassador had stated a clear message: If the Faroese tele-
communications company Feroya Tele chose Huawei as supplier of the
islands’ 5G network, a free trade agreement between the Faroe Islands
and China, of great importance to Faroese salmon exports, would be
within reach. If not, there would be no agreement.”” The Faroese gov-
ernment obtained a court injunction against the broadcaster minutes
before the story was to air, and the case only became public when Ber-
lingske and DR reported on it in December 2019. China has subse-
quently denied that any pressure had been exerted.

China’s Carrot & Stick Approach

Traditionally, China has used both carrot and sticK’in the country’s dip-
lomatic approach, including in regard to Denmark. This mix of carrots
(rewards) and sticks (punishments) has proven effective in shaping, or
restraining, the opponent’s room for maneuver — taking Panda Diplo-
macy as one well-known example.

The well-known digital "Wolf Warriors’, often Chinese diplomats
adopting a highly offensive online discourse, attacking every critique
of the Chinese Communist Party’s policies, have not been a real issue
in Denmark. However, Jakobsson and Okholm coin the intuitively de-
codable term’Shadow Wolf Warriors’in a case-study to describe a strat-
egy used beyond the public eye, in Erving Goffman’s terms ’backstage’,
and examine examples of this in a Danish context.” The then chairman
of the Foreign Policy Committee, MP Seren Espersen describes such
a situation in an opinion piece in the Danish newspaper Jyllands-Pos-
ten: The Foreign Policy Committee was on a visit to Beijing, where it
had come to the knowledge of the Chinese hosts that the exiled Prime
Minister of Tibet would be visiting the Danish Parliament. Espersen



recalls: “We received a verbal warning from a Chinese minister, and I was
instructed by him — as chairman of the committee and party colleague of the
Speaker of the Folketing — to tell her to say no fo the visit.”

After his return, Seren Espersen did in fact meet with the exiled
Prime Minister of Tibet, resulting in a phone call from the Chinese
embassy, angrily protesting that the meeting had taken place. “Ir was
Just a phone call,” Espersen writes. “China never leaves a trace when they

threaten and harass.™

Panda Diplomacy & the Battle of a Map

During a state visit to China in 2017, the then prime minister Lars
Lokke Rasmussen met the two pandas that were going to be leased to
Copenhagen Zoo.In a Facebook post, the then prime minister explicit-
ly connects the “panda diplomacy”with a greater interstate relationship:
The pandas are a ‘cute symbol of Danish-Chinese friendship” and men-
tions in the same post that Denmark is ‘easing visa procedures and mak-
ing it easier to attract Chinese tourists to Denmark.” It is hardly a secret
that the Panda Diplomacy is about more than pandas. The interesting
part of this is, however, the explicit correlation between the “cute sym-
bols” and “real diplomacy.”

'The pandas arrived at Copenhagen Zoo in 2019. Shortly before the
opening, a Chinese delegation had a tour of the panda facilities in the
200, noticing that Taiwan was marked as an independent country on
a map. Unsurprisingly, that caused a harsh reaction from the Chinese
delegation. The Kingdom of Denmark supports a One China Policy,
and the Copenhagen Zoo changed the sign. However, maybe as a small
kind of protest, the Zoo not only changed the sign, but also the map it
was showing: The Zoo zoomed in completely on the Chinese mainland,
and thus Taiwan does not appear at all on the map. The Zo0’s scientific
director Bengt Holst explained the decision as such: “In #his way, we

avoid taking a position either one way or the other. 19
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New Year & Cultural Power

While Russian disinformation and propaganda can be observed in the
Danish information environment, Chinese influence works by different
means. Other soft power initiatives such as Chinese New Year cele-
brations and Confucius Institutes at educational institutions have also
been used in Denmark. The New Year celebration was a huge event in
Copenhagen for years, but also outside the capital region in cities such
as Senderborg in the southern part of Denmark. Confucius Institutes
were opened at Copenhagen Business School (2007) and Aalborg Uni-
versity (2009), and “Confucius classrooms” were established at Danish
upper secondary schools.?’ As of today, one Confucius Institute is still
up and running in Denmark, at the International Business Academy in
the city of Kolding. According to the academy itself, this ‘collaboration,
across all of the different activities we organize, enables participants fo bring
different cultures closer together, and to gain a better understanding of the
Chinese culture and lifestyle.”*' The upper secondary school EUC Nord
has also resumed its Chinese cooperation in 2024,** despite earlier po-
litical criticism.?

The Chinese Diaspora

In the 2023 national assessment of the espionage threat, the Danish Se-
curity and Intelligence Service describes how the Chinese authorities
attempt to exercise control over Chinese living in Denmark. According
to the Danish Security and Intelligence Service, the objective is partly
to strengthen the relationship between the Chinese Communist Party
and Chinese living abroad, and partly to monitor and mitigate critique
of the Communist Party.?* This regime does not only focus on people
living abroad on a permanent basis, but also on Chinese exchange stu-
dents.” A central tool in this effort is the United Front, which is directly
subordinate to the Communist Party’s Central Committee. According
to the Danish Security and Intelligence Service, the United Front is
also active in Denmark.?The United Front network works through dif-



ferent organisations, among other means. According to Jakobsson and
Okholm, “United Front activities in Denmark thus includes both (synthet-

ic) civil society associations and official intergovernmental cooperation.”™

Espionage & Influence

Chinese intelligence services and organizations afhiliated with the
Communist Party are used to influence foreign policymakers, including
in Europe and Denmark.?® The threat from Chinese intelligence mani-
fests from a wide range of actors and is aimed first and foremost against
certain types of Danish technology and research and against Chinese
residents in Denmark, especially Chinese dissidents.?

Both DSIS and DDIS currently assess China as a real intelligence
threat to Denmark. It is, however, important to distinguish between
documented espionage, suspicions of industrial espionage and more
general security concerns. One of the cases of concern covered in the
media is from Aalborg University, where researchers, together with the
company Hikvision, developed an algorithm that can be used for mass
surveillance.® In 2021, the Danish newspaper Politiken reported how
a Chinese talent program had been recruiting top researchers in Den-
mark’s wind turbine industry for several years. According to the FBI,
the talent program has been used specifically for industrial espionage.
At least some of the Danish researchers working within this program
had done so without informing their employers.*! Probably the most
prominent case of espionage allegations concerns the Chinese compa-
ny Huawei, regarding the Danish telecommunications company TDC:
In 2019, TDC became convinced that the Chinese company Huawei
was monitoring TDC in an attempt to win a contract for a 5G network
ahead of the Swedish company Ericsson. The monitoring allegedly in-
cluded a mole inside TDC, covert listening devices — and a surveillance
drone.”> TDC chose Ericsson in 2019, and Denmark subsequently
tightened investment screening and supplier security requirements —
showing that the cases had policy consequences.
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Chinese transfer of knowledge and technology takes place especially
in areas that China prioritizes strategically, which among other things
include quantum research, artificial intelligence, robotics, bio- and
medical technology, maritime technology, space technology and green
technology. This exploitation can be conducted through research coop-
eration.” In 2024, DSIS warned of Chinese espionage.**

'The threat from cyber espionage from Russia and China is assessed
as very high in the 2025 assessment, which states that Russia and Chi-
na in particular are continuously targeting Danish organizations with
cyberattacks in an attempt to gain information regarding foreign and
security policy as well as Denmark’s defense.®

While China has been involved in election interference abroad, there
is,according to the Swedish National China Centre, no evidence of sus-
tained campaigns to influence elections in Europe.* This is in line with
the public threat assessment prior to the 2026 Danish general election,
which addresses the threat from actors from Russia, the USA, and Chi-
na. While it is assessed as ‘possible that Russia will carry out influence
activities in an attempt to exploit the elections to advance Russian agendas,”
it is “less likely that China will prioritize influencing Denmark specifically

in connection with the general elections. »37

Conclusion

The threat from espionage is explicitly addressed in the public publi-
cations from respectively the Danish Defence Intelligence Service
(DDIS) and the Danish Security and Intelligence Service (DSIS), and
it is a regular part of the political and public discussions. When trying
to pinpoint specific attributed grey or covert activities, it becomes, how-
ever more complex. This make the Faroese case that more interesting.
It shows the carrot and the stick fused into a single instrument: The
trade agreement offered as reward and its withdrawal as punishment.
It shows influence exercised precisely where Jakobsson and Okholm

locate it — in the shadow, backstage, and leaving no trace except, in this



instance, a microphone that happened to be live. It also shows that parts
of the Kingdom of Denmark, where economic dependencies are greater
and the security policy apparatus is far away in Copenhagen, potentially
constitutes an attack surface, pressure can be applied on.

In contrast to Russia, Denmark and China have a strategic partner-
ship, including research activities and commercial interests. Denmark
has a “pragmatic-idealistic approach”to its foreign policy, including to-
wards China. While the espionage threat is obvious and real, the Chi-
nese interest in influencing the public narrative or decision-makers in
the Kingdom of Denmark is primarily pursued through means of soft
power, using Shadow Wolf Warriors when needed, and exercising con-
trol over the diaspora, limiting criticism of the Chinese Communist

Party.
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Conclusion & Recommendations

'The hybrid and grey zone landscape — in our region to a large extent
carved out by Russia — is in 2026 becoming more clearly defined and
addressed. When assessing other actors, a rightly handling of the estab-
lished foreknowledge and insights could indeed be a great advantage
for us. However, the complexity of interrelations between these actors,
the integration and overlapping activities between them, and to the
individual differences in its craftings, makes the overall challenge also
growingly demanding.

In order to successtully tackle the hybrid threats and attacks on our
countries, societies at large, including populations, institutions, busi-
nesses, politics and so on, all desperately need to have a similar under-
standing of the threats and the actors posing them. A mature compre-
hension of the hostilities is the only reliable way to secure both the short
and long term upholding of our democracies, as it is democracy per se
(and not its “side-departments” or expressions) that undemocratic ac-
tors are targeting.

'The way forward when it comes to dealing with China both as an
enabler and actor in the hybrid theatre involves, among other things:
revising current knowledge about hybrid events that do not make it to
the centre of the debate, applying historical gained knowledge to new
situations and contexts, identifying the long term influence aimed at
brittling down our resistance, and fostering a culture of collective ac-
tion, readiness and endurance (encompassing all of Europe, and all
democratic societies).

Recommendations below should not be regarded as exhaustive.
Some of which have been touched upon and explored in the anthology
include:
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Prepare for Russia-China Strategic Sync

Plan for simultaneous crises in Europe and the Indo-Pacific. A major
China contingency could constrain US submarines, air and missile
defence, long-range strike, ISR, lift and munitions even if Washing-
ton remains committed to Europe.

Build European capacity to manage a Russian contingency with less
immediate US combat power through stronger logistics, ammuni-
tion stocks, air and missile defence, industrial output and resilient

command structures.

Integrate China Expertise and Strategic Warning

Break up governmental silos through cross-departmental China co-
ordination and joint situational assessments. In different national
contexts this can imply different actions. Build a fused Russia-Chi-
na warning picture linking political and military contacts, exercises,
defence-industrial flows, cyber activity, infrastructure incidents and
Chinese pressure in the Indo-Pacific. Treat China as both an enabler
tor Russia and a hybrid actor in its own right.

Protect Infrastructure, Research and Societal Resilience

Treat reinforcement infrastructure as part of the defence architec-
ture. Ports, railways, energy systems, telecommunications, data cen-
tres and undersea cables require cyber defence, redundancy, coun-
ter-sabotage and rapid attribution.

Anchor research security in law by requiring institutions to vet high-
risk cooperation, report relevant risks and assign clear responsibility,
without treating academic freedom and security as opposites.
Deepen collective protection of undersea cables and other critical
infrastructure through the Nordic-Baltic Eight, additional working
formats with Poland, Germany, in the whole of EU, and NATO, as

well as within coalitions and with other free countries at large.



Counter Interference and Win the Information Phase

Give foreign-interference policy regulatory strength. Sharpen pub-
lic threat awareness and crisis communication through regular Chi-
na-specific reporting and pre-planned strategic communication for
ambiguous hybrid incidents. Passive process language cedes the in-
formation space when public attention is at its highest.

De-Risk Economic and Technological Dependencies

Align European de-risking efforts because isolated national policies
invite divide-and-rule. Use common rules for supply-chain vulnera-
bilities, corporate due diligence and security screening of critical in-
frastructure investment.

Apply investment screening consistently, including locally,and assess
cumulative access rather than individual transactions in isolation.
Commercial, research and municipal ties can together create strate-
gic leverage.

Reduce high-risk technology dependencies through binding certi-
fication and vendor-independence rules for sensitive infrastructure,
with phased replacement where necessary.

Invest in Future Resilience and Strengthen our Strategic
Outlook

Strengthening democratic systems from within includes education
and investment in a wider range of competencies, including lan-
guages, history, culture, cognitive sciences, and more, in addition to
economics, technology, STEM etc. Cultivating a more sophisticated
long-term strategic outlook on not just foreign policy but on inter-
national relations in a variety of contexts (research, business, global
environments) more broadly speaking, is essential in order to be able
to face adversaries on today’s borderless global battlefields centered
on information, where psychology, attention and identity are driving
and motivating factors.
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Afterword from Konrad-Adenauer-
Stiftung

'The contributions to this publication make clear that the central chal-
lenge in addressing hybrid threats is not simply to identify and counter
individual activities. What matters is understanding the connections
between economic dependencies and political influence, between re-
search and security, between critical infrastructure and strategic vulner-
abilities, and between physical incidents and the struggle to shape their
interpretation.

Open societies are particularly vulnerable in this regard. Their
strength lies in the free flow of information, academic freedom, interna-
tional interconnectedness and pluralistic debate. Yet it is precisely this
openness that can be deliberately exploited — through economic and
technological dependencies, research cooperation, social networks, or
the targeted engagement of political and societal actors.

Artificial intelligence further expands the possibilities for hybrid in-
fluence. Disinformation can be produced and disseminated faster, more
cheaply and with greater precision. Deepfakes, automated campaigns
and personalised content can amplify existing divisions within societies
and undermine trust in the media, public institutions and democratic
processes. The ability to assess information, identify manipulation at an
early stage and communicate credibly in times of crisis is therefore be-
coming an essential element of societal resilience.

Russia and China pursue different strategies and should not be treat-

ed as identical actors. Their activities can, however, complement and



reinforce one another. Europe must therefore also be prepared for sit-
uations in which military, economic, technological and informational
pressure occurs simultaneously.

'The answer, however, cannot be isolation. Europe’s open societies,
academic freedom, economic interconnectedness and culture of dem-
ocratic debate are not weaknesses to be abandoned. They are essential
foundations of our political and economic strength. But openness re-
quires an awareness of risks, clear rules and the ability to set boundaries.
De-risking therefore does not mean ending relationships, but identi-
tying and reducing dependencies where they threaten our political or
security-related freedom of action.

No European democracy can meet this challenge alone. Nation-
al measures remain necessary, but they are insufficient in the face of
cross-border supply chains, research networks, digital infrastructure
and information spaces. For the Nordic and Baltic countries, Germany
and their European partners, closer cooperation is therefore particular-
ly important — within the EU and NATO, in the Nordic-Baltic frame-
work, and together with other democratic partners.

Ultimately, this is about more than countering individual hybrid ac-
tivities. It is about the ability of democratic societies to remain capa-
ble of acting over the long term: to identify risks early, bring together
knowledge and act collectively even under pressure.

Resilience is therefore not a capability that can be achieved once and
for all, but a continuous task. It requires vigilance, institutional learning
and strategic foresight — and, above all, a willingness to combine the

openness of our democracies with the determination to protect them.

Christine Leuchtenmiiller,
Konrad-Adenauer-Stiftung,
Resident Representative to the Nordic Countries.
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