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Foreword from Konrad-
Adenauer-Stiftung
Christine Leuchtenmüller, Resident Representative to the Nordic Countries

The Nordics—Denmark (including Greenland and the Faroe Islands), Fin-
land, Iceland, Norway and Sweden—are playing a prominent role in security 
policy, both in the Arctic and the Baltic Sea region. Together with the Baltic 
states—Estonia, Latvia and Lithuania— they are pivotal actors in multilateral 
cooperation and in shaping Europe’s peace and security architecture. For Ger-
many, these countries are indispensable strategic partners. 

The Konrad-Adenauer-Stiftung, through its Office for the Baltic States 
based in Riga and its Regional Programme for the Nordic Countries based in 
Stockholm, closely observes security developments in the region. This study 
seeks to contribute to a greater understanding of the growing challenges and 
risks arising from Russian hybrid aggression. 

Our aim is to make these findings accessible to a wide audience and to raise 
awareness of the destabilising impact of hybrid warfare, which fosters not only 
societal uncertainty but also erodes the foundations of liberal democracy. Rus-
sia’s hybrid tactics are designed to erode trust in democratic processes, media, 
and governance partly by exploiting democratic rights and strengths such as 
openness, pluralism, and legal protections for speech and association. 

This publication has been produced in cooperation with Stockholm Free 
World Forum (Frivärld). We extend our sincere thanks for their constructive 
collaboration and to all contributing authors for their dedication to this pro-
ject.

Stockholm, August 2025
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A Letter from the Shadow War’s 
Northern Front
Patrik Oksanen and Minna Ålander

“Sweden is not at war, but there is no peace either.”1 

When Prime Minister Ulf Kristersson held his speech at Sweden’s largest an-
nual security conference in Sälen, it was a clear acknowledgement of the sit-
uation in 2025. Spoken not from the battlefield, but from an idyllic ski resort 
bordering Norway, these words capture the unsettling reality facing NATO 
and the EU’s northern front. 

“Real peace means freedom and no serious conflicts between countries,” 
the prime minister continued. “We and our neighbouring countries are 
subjected to hybrid attacks that are not carried out with missiles and sol-
diers but with computers, money, disinformation, and threats of sabo-
tage.”2

Seen from Northern European capitals, the view is clear: We are not at peace. 
The battle is real and far more dangerous than the broader public has grasped. 
Engineered ambiguity has allowed Russia to strike while denying responsi-
bility. To escalate while avoiding retaliation and to place itself in a favorable 
position should the Kremlin choose to wage a conventional war. The weapon 
of choice is what we in the West have called hybrid warfare, targeting our in-
stitutions, our infrastructure, our alliances, and our minds.

In this war, there are no frontlines. Attack vectors shift by the day, exploiting 
weaknesses, vulnerabilities, and opportunities. To provide an overview of how 
this war is waged, each chapter in this book will cover various examples from 
the Baltic Sea and Nordic region, written by experts from each country: 

•	 Denmark: Cyberattacks against airports, railways and hospitals. Anony-
mous Sudan claims credit, but were they really Sudanese and so anony-
mous? 

•	 Estonia: The interior minister’s car is smashed, only one incident of several 
in the Baltics where Russian intelligence recruits petty criminals to sow fear. 
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•	 Finland: A suspicious amount of real estate in strategic areas is owned by 
Russians. Finland moves to legally prevent Russian nationals from buying 
property. 

•	 Germany: With pipelines and cables regularly damaged in the Baltic Sea, a 
giant that overslept awakens to a reality it can no longer ignore. 

•	 Iceland: Typically outside Russia’s crosshairs, the European Council’s 
meeting in Reykjavik draws public institutions under fire from cyberattacks.

•	 Latvia: Two Russian comedians prank call a staggering number of Latvian 
and Western leaders, receiving a state medal for their efforts. 

•	 Lithuania: The “gig-economy of sabotage” and efforts to reshape Lithua-
nia’s historical memory and national identity sow societal discord. 

•	 Norway: The Svalbard archipelago and northern mainland Norway have 
witnessed several Russian paramilitary incidents, accompanied by disinfor-
mation campaigns and challenges to Norway’s sovereignty over Svalbard.

•	 Poland: A primary conduit for aid to Ukraine, Russia has unleashed an 
onslaught of sabotage attempts, assaults, and other hostile actions, but the 
hybrid siege of Poland pre-dates Russia’s wars against its neighbors.

•	 Sweden: A “dual-use” Russian Orthodox Church, financed by Russia’s 
State Atomic Energy Corporation Rosatom, is built by a strategic airport 
and the priest receives a medal from the Russian Foreign Intelligence Ser-
vice (SRV).

These are not isolated incidents. When a strategy works well, Russia adapts it 
to a new context for reuse. The incidents are meant to test our resilience, meas-
ure our response, exploit our openness, and try to exhaust our capacity and will 
to resist—and our will to support Ukraine.

The Foreign Minister of Czechia, Jan Lipavsky told reporters in the spring 
of 2025 that there were “500 suspicious incidents in Europe last year, 100 of 
which were attributed to the Russian Federation.” These activities were de-
scribed as continuing and intensifying.3 A group of public service journalists 
within the European Broadcasting Union looked at some 80 incidents in Eu-
rope since the beginning of 2024: In more than 60 cases, Russian links were 
suspected or confirmed.4  

These numbers underline the key element of hybrid warfare, plausible deni-
ability: the uncertainty about the perpetrator and suspicions of a hostile actor 



9

when there is none. Both cases benefit Russia. Hybrid attacks are intensifying 
as a resurgent ideology of the Russian Empire is challenging a Europe built 
on the rule of law and sovereign states, with the number of hybrid attacks tri-
pling between 2023 and 2024 alone.5 Russia has targeted transportation, gov-
ernment, critical infrastructure, and industry, and the weapons have included 
explosives. 

More is likely to come. Europe is now in a situation that could be described 
as total psychological war. There are no limits or restraint to Russia’s behavior, 
so long as it stays under the threshold of armed conflict and NATO’s article 5.6 
Russia will only stop once we make it. 

Resilience is necessary—but not sufficient—to win the hybrid war. To es-
tablish deterrence, we must demonstrate both the capability and the will to 
impose significant costs on the adversary. The Northern Flank offers a poten-
tial blueprint for hybrid deterrence: countries in the region are already invest-
ing in national capabilities and enhancing cross-border cooperation to detect 
and respond to hybrid threats.

Stockholm, September 2025
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Introduction: Tracking Russia’s 
Hybrid Warfare 
By Patrik Oksanen, Minna Ålander

Russia’s 2014 illegal annexation of Crimea and war in eastern Ukraine sparked 
substantial debate on hybrid activities as part of Russian thinking about and 
approach to modern warfare. A key notion was the idea echoing ancient mili-
tary thinkers like Sun Tzu, that the supreme art of war is to subdue the enemy 
without fighting.1 Although Russia has fought a kinetic war against Ukraine 
since 2014, its wider hybrid war against the West involves tactics that resemble 
Sun Tzu’s strategic thinking.  

The European Centre of Excellence for Countering Hybrid Threats defines 
hybrid threats as “harmful activities that are planned and carried out with ma-
lign intent. They aim to undermine a target, such as a state or an institution, 
through a variety of means, often combined.”2 These activities are conducted 
with the aim to serve strategic objectives and are usually deliberately kept be-
low the threshold of armed conflict in order to, in Russia’s case, avoid activat-
ing (but preferably undermining) NATO’s Article 5.3 As made evident by the 
collection of cases investigated in this book, the activities are part of a com-
prehensive approach to malign influence—economic, legal, diplomatic, in-
formation, religious, military, intelligence, and other tools are used if deemed 
effective.

The aim of this book is twofold. The first is to provide a comprehensive 
overview of the sub-threshold, or hybrid, activity in Northern Europe. The 
second is to categorize the examples of Russian activity to help academics and 
practitioners alike better understand the scope and scale of Russian approach-
es. Examining the region as a whole is of importance as Russian military ex-
ercises indicate that Russia views the High North and the Baltic Sea region as 
one continuous area.4 Scholarly and news articles from the region also point to 
increased Russian activity, especially after 2014.5 

In May 2024, NATO stated that it was deeply concerned about recent Rus-
sian hybrid attacks affecting half a dozen member states, among them Estonia, 
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Latvia and Lithuania: “These incidents are part of an intensifying campaign of 
activities which Russia continues to carry out across the Euro-Atlantic area, 
including on Alliance territory and through proxies. This includes sabotage, 
acts of violence, cyber and electronic interference, disinformation campaigns, 
and other hybrid operations.”6 

A couple of days later, the Financial Times cited several European intelli-
gence services collectively warning of Russian preparation and planning for 
sabotage and other attacks on European soil.7 The Swedish Prime Minister 
Ulf Kristersson confirmed that Swedish intelligence shared this threat assess-
ment, as did the head of Finland’s secret and intelligence service (SUPO).8 

The nature of Russian hybrid activity, utilising the realms below the thresh-
old of armed conflict, has created ambiguity and uncertainty over how to re-
spond to such attacks. Part of the challenge lies in the inherent difficulty of 
attributing hybrid attacks, but also the lack of Western willingness to name 
perpetrators—either to avoid revealing intelligence capabilities to Russia or 
out of concern that attribution might “provoke” a response and escalate ten-
sions—or a combination thereof. 

But even if such attributions can be made with confidence, the next ques-
tion is how to calibrate a response; democratic countries that value the rule of 
law cannot resort to illegal or grey zone methods. This creates a discrepancy in 
what tools are available to the target country and the adversary, with the latter 
enjoying freedom of manoeuvre with impunity or few consequences, and the 
former being left with ineffective responses. 

Hybrid Tools: A Preliminary Overview 
In this book, we identify two main categories of tools: non-military and mil-
itary. Each category is further divided into two subcategories. Non-military 
tools are divided into non-physical and physical, while military tools are divided 
into conventional and nuclear (or other weapons of mass destruction, WMDs). 
The typology is designed to provide a pedagogical framework for illustrating 
and describing different hybrid cases and the variety of tools employed in hy-
brid activities.



13

Non-military Military 
Non-physical Physical Conventional Nuclear (or other 

WMDs)
Hostile information* Real estate GPS-jamming/EW Indirect threat of 

nuclear weapons 
Diplomacy Strategic location NOTAMS Direct threat
Official statement Coercive migration Cyber attack  

(military target)
Exercise

Cyber attack  
(civilian target)

Critical infrastructure Blockade Deployment

Harassment  
(non physical)

Harassment/ assault  
(physical)

Violation of sea territory Space

History / memory Abduction, detainment 
and/or disappearance

Violation of land 
territory 

Other

Compatriots Assassination Violation of airspace
Religion Vandalism / sabotage Exercise
Front organisation Nuclear** or other 

WMDs
New military  
structure

Espionage Criminals / 
mercenaries / private 
contractors*** 

Mercenaries / private  
contractors / 
paramilitary 

Economic fraud /  
money laundering

Incident in the air / 
close flying

Incident in the air /close 
flying

Infiltration / influence 
or take over 3rd party

Incident on the sea / 
close manoeuvring

Incident on the sea / 
close manoeuvring

Corruption Space Mobilisation
IP theft Other Sabotage 
Sanctions/Economic 
coercion

Kinetic military violence

Democratic Institution Special military 
operation

Deception (including 
deepfake)

Space

Lawfare Other
Other

			 
* Hostile information covers disinformation and propaganda. These are distinct but related categories. 
The former can be information that is outright false or partly true, but taken out of context or propor-
tion to do harm. The latter share similar traits but are used to amplify messages, often to the benefit of 
Russia. This may take place in traditional, digital and social media. 
** Nuclear here includes activities that could for example be drones over nuclear power plants, Russian 
nuclear producer and atomic energy company Rosatom or other non military means that could be asso-
ciated with nuclear activities. 
*** May also be MC-clubs, fight clubs, cyber criminals. 
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Northern Europe: The Baltic Sea and Arctic in a Strategic Context
NATO’s northern flank is more of a hot spot now than it was during the Cold 
War. The reasons are many, and the inclusion of Finland and Sweden in NATO 
marked a major security policy turning point for the region. 

Russian imperialism views many of its neighbouring countries as part of 
the Russian world, or at least within its sphere of interest, especially the Baltic 
States. In order to succeed in its endeavour to re-establish the empire, Russia 
needs NATO and the EU to fail in defending the countries in the region. To 
achieve this, and to avoid a direct confrontation with NATO, hybrid tools are 
of great value for Russia, for example by delaying decision-making processes 
and achieving reflexive control over Western decision-makers through fuel-
ling fears of escalation.9 The Kremlin views the West as an enemy seeking to 
keep Russia weak and aiming to topple Putin’s regime. This perception has fos-
tered a hyperfocus on securing the domestic information environment, casting 
the West as an enemy to galvanize patriotism and maintain internal cohesion 
as Russian losses in Ukraine mount. On the flip side, it has created an active, 
all-encompassing Kremlin-led system set on imposing its will upon Russia’s 
self-proclaimed sphere of influence in particular, but also conducting intimida-
tion and influence operations abroad in general. In Russian zero-sum thinking, 
Russian loss of influence is someone else’s (often Western) gain. 

The Arctic has been called a “zone of national and strategic interest” by Rus-
sian officials.10 Climate change is opening up previously year-round frozen sea 
lanes and brings with it new opportunities for exploitation of natural resources. 
Russia claims control over the Northern Sea Route (NSR) to use it exclusively 
for its energy exports to Asia, as Western markets are now largely closed due to 
sanctions (apart from gas and LNG, which are only to be phased out by 2027).11 
12 China has ambitions in the region too and shows an increasing interest in the 
NSR.13 

To assert its interests in the Arctic, Russia has also heavily militarized parts 
of the region, including the harbors that serve its strategic submarines—crucial 
to its nuclear second-strike capability—in the Northern Fleet Military District 
on the Kola Peninsula.What happens in the Arctic has consequences in the 
Baltic Sea and vice versa. Therefore, the whole region, including the European 
parts of the Arctic, must be viewed from a strategically holistic perspective. 
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Four Legally Vulnerable Islands
The Nordic-Baltic region has a unique geography with strategically impor-
tant islands, two with special legal status: Faroe Islands and Greenland (Den-
mark), Svalbard (Norway), and Åland (Finland). This creates vulnerabilities 
that could be exploited by malign actors. In its annual report in 2023, the Dan-
ish security police (PET) drew attention to the threat against the self-gov-
erned islands of Greenland and Faroe Islands from Russia (and China) and 
the “interest in information that could be used for influence activities such 
as potential internal disagreements within the Danish Realm.”14 The Trump 
administration, with concerning statements about Greenland, could arguably 
be added to this list of actors using information operations against Denmark.
Svalbard is Norwegian but regulated under the Svalbard Treaty with all sig-
natory states having the right to pursue economic activities in the archipelago. 
Of the 46 parties of the treaty, Russia is the only foreign signatory currently 
present in Svalbard, operating a coal mine in Barentsburg since 1932. China 
has a research station on the island, established in 2004. The Åland islands are 
an autonomous part of Finland and, under the Åland convention from 1856 
and 1921, demilitarised in peacetime but also neutral in wartime, with a re-
sponsibility for Finland to defend the neutrality of the islands.15 

Åland
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Nordic and Baltic Sea Region: 
Everyday Intimidation and 
Interference 
Patrik Oksanen and Minna Ålander

Incident on the sea / close ma-
noeuvring (non-military) 

Incident in the air / close manoeu-
vring (military) 

Violation of airspace

GPS jamming (GPS-jamming/EW)

Lawfare

In the Nordic and Baltic Sea region, Russian hybrid activities often take place 
in international airspace and waters, but can also occur on sovereign territory 
or in maritime exclusive economic zones.

Increased GPS jamming of maritime and aerial traffic in the Baltic Sea has 
attracted substantial international media attention.1 In March 2024, for exam-
ple, Finnair announced a new destination: Tartu, Estonia. The new route was 
initially short-lived. Two Finnair flights had to turn back to Helsinki airport, 
unable to land at Tartu airport due to extensive GPS jamming in the Gulf of 
Finland.2 As a consequence, Finnair suspended flights3  until the Estonian Air 
Navigation Services were able to solve the problem by installing an alternative 
to GPS navigation, the distance measuring equipment solution (DME).4

However, GPS jamming is far from a new phenomenon, nor is it restricted 
to the Baltic Sea. In 2018, the Fintraffic Air Navigation Services gave out a 
warning due to large-scale GPS jamming in Finnish Lapland, reaching all the 
way to Norway’s Arctic coast.5 In 2019, Norway said it had electronic proof 
that Russia was behind extensive GPS jamming during NATO exercises.6 The 
Russian full-scale invasion of Ukraine on February 24, 2022 marked an uptick 
in GPS jamming in the whole Nordic-Baltic region. In Northern Norway, 
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close to the Russian border, GPS was jammed for several days at a time in 
2022, and the frequency increased to “almost daily” by 2024.7   

An increasingly common interference activity is spoofing. Instead of jam-
ming the signal, this method deceives a receiver about a ship’s or an airplane’s 
real location.8 In late April 2025 Swedish authorities reported an increase in 
GPS spoofing in the central Baltic Sea, and just before Midsummer festivi-
ties Swedish authorities warned holiday sailors to take caution against GPS-
disturbances.9 The Swedish Maritime Association noted that spoofing occur-
rences have been more frequent in southern parts of the Baltic Sea.10 

With spoofing, ships that were in reality nowhere near Russia suddenly ap-
peared to be in Russian waters. In 2021, Swedish naval ships seemed to be ag-
gressively sailing near Russian waters outside of Kaliningrad on MarineTraffic 
and other real time applications. But in reality, they were anchored in a port or 
even in a dockyard. The Swedish Navy stated that they saw a clear pattern in 
the incidents.11

Intimidation Is In the Air
Another frequently applied Russian tool of interference towards its Nordic 
and Baltic neighbours are combinations of unsafe maneuvers, buzzing bor-
ders, airspace violations, and flying without transponders. Here too have the 
numbers of violations spiked since Russia’s full-scale invasion. In 2023 alone, 
NATO Air Policing intercepted Russian aircraft more than 300 times.12 
NATO has not disclosed the numbers for 2024.

But even prior to the full-scale invasion of Ukraine, the incidents were fre-
quent. The Lithuanian Ministry of Defence regularly publishes data on inter-
ceptions of aircraft near the Baltic States’ borders. One example from a single 
week in May 2021 counted NATO Air Policing jets scrambling “three times 
to identify and escort military aircraft of the Russian Federation in the in-
ternational airspace over the Baltic Sea.”13 The same pattern has persisted. In 
April 2025, the British Royal Air Force intercepted an IL-20M (NATO code 
name Coot-A) reconnaissance aircraft from a base in Poland on the 15th and 
an unknown aircraft leaving Kaliningrad on the 17th.14 That same week, two 
Swedish Gripen fighters were scrambled from their base in Poland to escort 
another IL20M approaching Polish airspace.15
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Russia is also known to use deliberate air space violations as a means to ex-
press dissatisfaction, as was the case in 2016 when two Russian SU-27 fighter 
jets, while transporting Iskander missiles to Kaliningrad, violated Finnish air 
space one day before Finland signed a bilateral statement of intent on de-
fence cooperation with the United States.16 Norway has also frequently been 
subjected to such intimidation measures, especially via “Notices to Airmen” 
(NOTAMs), a warning system for potentially dangerous missile launches 
and other military activities. As Kristian Åtland, Thomas Nilsen and Torbjørn 
Pedersen find in their research of Russia’s use of NOTAMS from 2015-2021, 
“Russia’s NOTAM warnings appear to have been tailored for the purpose of 
intimidating Norway and its allies and communicating Russia’s displeasure 
with the occasional presence of United States and other NATO forces on or 
outside Norway’s territory.”17 Perhaps the most audacious example of Russia’s 
aggressive use of military manoeuvres to intimidate its neighbours was the so-
called “Russian Easter” incident in 2013, when Russian fighter jets exercised 
an attack on Sweden. A NATO report later stated that the incident was a 
simulated nuclear attack.18

A Fleet Appears From the Shadows 
While unprecedented in nature, Western sanctions on Russian energy since 
the full-scale invasion of Ukraine have not resulted in the desired effect of 
emptying Russia’s war chest. Russia has found an effective way to circumvent 
them with a “shadow fleet” of some 1500 tankers exporting oil to India, China, 
and other countries. The shadow fleet accounts for half of Russian oil exports.19

Ownership structures are deliberately obscured and, in addition to financ-
ing Russia’s war in Ukraine, the fleet also poses environmental risks, as vessels 
are often old, rusty, and uninsured.The Swedish public broadcaster SVT fol-
lowed a Cypriot tanker, which was anchored off Gotland for two months in 
2024 serving as a fueling station for the shadow fleet, and found that  52 out of 
56 refuelling operations were for ships heading to or from Russia.20 

Recently, the shadow fleet has gained wide media attention for damaging 
critical maritime infrastructure in the Baltic Sea. Between October 2023 and 
June 2025, there were four cases of ships severing undersea cables by dragging 
their anchor. Two were Russian shadow fleet, but two were also Chinese: the 
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Hong Kong-flagged NewNew Polar Bear damaged the Baltic Connector gas 
pipeline and data cables between Finland and Estonia in October 2023;21 the 
Chinese Yi Peng 3 severed data cables between Finland and Germany and be-
tween Sweden and Lithuania in November 2024;22 the Cook Island-flagged 
Eagle S damaged the Estlink 2 power cable between Finland and Estonia in 
December 2024;23 and in late January 2025, yet another data cable was dam-
aged between Latvia and Sweden.24

The responses by Baltic Sea states have gradually improved. In the first in-
cident, the NewNew Polar Bear refused to comply with the Finnish National 
Bureau of Investigation’s demands. Instead, it sailed off to the Northern Sea 
Route, accompanied by Rosatom’s atomic ice breaking cargo ship Sevmor-
put.25 In the Yi Peng 3 case, the Danish military managed to halt the vessel and 
Swedish police were allowed to board it, but only in an observational capacity; 
Chinese officials conducted the investigation as the flag nation.26 Unsurpris-
ingly, the investigation did not determine whether the ship damaged the ca-
bles on purpose before the ship sailed off to its next destination. The Swedish 
Accident Investigation Authority later stated that their access to information 
was restricted by the Chinese officials.27

In the later cases, involving the Eagle S (in the Gulf of Finland) and the 
Maltese flagged ship Vezhen (suspected of damaging a cable between Swe-
den and Latvia), the Finnish and Swedish authorities were ready for tough-
er measures. The ships suspected of sabotage were identified swiftly and they 
complied with authorities’ requests directing them to Finnish and Swedish 
territorial waters, respectively. In the Eagle S case, armed special forces of the 
Finnish Police and Border Guard boarded the ship from a helicopter, and a 
Finnish Defence Forces missile boat and a Border Guard patrol vessel oper-
ated in the area.28 The Estonian Navy reacted immediately by sending a patrol 
to protect the other Estlink cable, and the UK-led Joint Expeditionary Force 
(a defence cooperation format between the five Nordic countries, the three 
Baltic countries and the Netherlands) activated its reaction system a week 
after the incident.29 Three weeks later, after a Baltic Sea NATO meeting in 
Helsinki, NATO increased its presence around critical infrastructure with the 
vigilance activity “Baltic Sentry.”30 In the Vezhen case, the Swedish authorities 
followed the Finnish example by ordering the suspected vessel to enter Swed-
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ish territorial waters, boarding and confiscating the ship for investigation the 
same day damage was detected.31

The investigation in the Eagle S case is proceeding. In the end of May 2025, 
Finnish police turned the investigation over to the prosecutor with three per-
sons, the captain and the first and the second mate, suspected of aggravated 
sabotage and aggravated disturbances of post- and telecommunication. A trial 
is likely held in early autumn.  

Suspicion is one matter, but it is entirely another to gather enough evidence 
to convict suspects. In the Vezhen case,the Swedish authorities concluded only 
after a few weeks of investigation that the incident was likely an accident—the 
Latvian authorities, however, did not immediately agree.32 It seems highly un-
likely that a ship could drag its anchor for 100 km, as the Eagle S did, without 
the crew noticing. However, plausible deniability—or at least the lack of clear 
proof of intent—is an integral part of a hybrid operation involving potentially 
high-stakes damage to critical infrastructure. It will likely be even harder to 
establish a link to Russia when neither the crew, stated owner (with the actual 
owner hidden under layers of corporate names) nor flag is Russian. In May 
2025, however, Russia itself lifted the veil of (im)plausible deniability when a 
Sukhoi-35 jet buzzed Estonian airspace while the Estonian navy was trying 
to escort a suspected shadow fleet vessel into Estonian territorial waters for 
boarding, in the Gulf of Finland. The Estonian Defence Forces reported that 
the Sukhoi-35 had not filed a flight plan, its transponders were turned off, and 
the pilot did not maintain two-way communication with Estonia’s air traffic 
control.33 The ship sailed off to Russian waters. 

How to deal with the shadow fleet more proactively is not an easy ques-
tion, given freedom of navigation and that many shadow fleet vessels do not 
necessarily call at ports in the Baltic Sea states. The Swedish government an-
nounced in May 2025 that the coast guard and the Swedish Maritime Ad-
ministration will be able to begin collecting insurance information from ships 
passing through the Swedish territorial waters and exclusive economic zone 
(EEZ), even if they do not call at a Swedish port.34 This measure, while wel-
come, nevertheless does not solve the shadow fleet problem. The EU is now 
tackling the issue with extensive sanctions on 342 vessels (as of June 2025).35 
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The sanctions are an important but reactive step amounting to a “whack a 
mole” strategy. Therefore, the beginnings of a proactive approach, though fail-
ing to name specifics, was outlined in a joint-statement from 14 littoral Euro-
pean states (11 in the EU and 3 outside (UK, Norway and Iceland)) on June 
19, 2025: “Stateless vessels, including those falsely claiming to fly a flag, do not 
have a responsible flag state and are not entitled to rights under the United 
Nations Convention on the Law of the Sea (UNCLOS), including freedom 
of navigation. If vessels fail to fly a valid flag in the Baltic Sea and the North 
Sea, we will take appropriate action within international law.”36
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Denmark: Russian Disinformation 
Using Greenland, Ukraine—and 
Maybe Even Sudan
By Jeanette Serritzlev
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This chapter examines three recent examples of Russian or pro-Russian in-
formation operations targeting Denmark. The first case concerns Distributed 
Denial of Service (DDoS) attacks in 2023 claimed to be conducted by a group 
called Anonymous Sudan.1 Despite the name, questions remain who was be-
hind this group. Was it a Russian information operation, as suggested by cyber 
experts? Was it simply hackers-for-hire, who found it profitable to be affiliated 
with a well-known pro-Russian hacker group? And if they were hacker-mer-
cenaries, who hired them?

The other two disinformation cases went viral as fake posts distributed on X 
(formerly Twitter). One about Greenland has been attributed as Russian dis-
information by the Danish Defence Intelligence Service;2 the other, claiming 
a Danish F-16 pilot was killed in Ukraine, has been labelled a ‘fake Russian 
story’ by the Danish Ministry of Defence.3 The cases were clearly state-aligned 
disinformation, but were they state-conducted or state-approved? If so, can it 
be proved? 

The ambiguity serves as a shield for the attacker, and it restrains the re-
sponse options for the attacked party, making these kinds of activities conven-
ient tools for the aggressor. 
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Sudanese hackers with dubious affiliations
In February 2023, a hacker group claiming to be Anonymous Sudan wrote 
on Telegram, “The unfortunate country we want to attack tomorrow is: Den-
mark.” The Telegram group was new, first created in January that same year. 
The next day, Copenhagen Airport’s webpages were taken down by a DDoS 
attack. It was just one of several attacks Anonymous Sudan claimed responsi-
bility for in Denmark as well as Sweden.

One week later, several Danish airports’ webpages were inoperative due to 
a new wave of DDoS attacks. A few days later, Danish hospitals and univer-
sities were targets of similar attacks. Additional attacks on the Danish State 
Railways and a Danish media outlet followed.4

A DDoS attack is a malicious attempt to overwhelm a targeted server, ser-
vice, or network with a flood of internet traffic from multiple sources, render-
ing it inaccessible to legitimate users. According to the Danish Centre for Cy-
ber Security, DDoS attacks are the preferred weapon for cyber activist hackers, 
as they have the dual advantage of not requiring advanced technical skills 
while at the same time attracting media attention.5 DDoS attacks are often 
considered to have one of two purposes: deception or influence. As a means 
of deception, DDoS attacks can attract attention in one area, while the actual 
attack takes place elsewhere. As a means of influence, the same kind of attacks 
can be carried out in order to achieve a cognitive effect due to the public atten-
tion they receive. To the general public, the media coverage of these relatively 
simple attacks creates a perception that the country is frequently under cyber 
attack, increasing a sense of insecurity among the population.

This is not the first time Denmark has been targeted by DDoS attacks. The 
2023 annual Danish Centre for Cyber Security threat assessment writes that 
pro-Russian hackers have been particularly active since Russia’s full-scale in-
vasion. This latest case, however, is more complex than most, with the alleged 
hacker group claiming to be affiliated with the hacktivist network Anony-
mous from Sudan, attacking targets simultaneously in Denmark and Sweden, 
all allegedly due to a right-wing individual with Danish-Swedish citizenship 
burning the Quran in public places in both countries. The Anonymous Sudan 
group was created just days before the Quran burning outside the Turkish 
Embassy in Stockholm.
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The Quran burning incidents received international attention, including 
substantial criticism from Muslim countries, which demanded the Danish and 
Swedish governments to take initiatives to punish such actions. In that con-
text, a religiously motivated hacker group is plausible. However, IT and cyber 
security experts quickly adopted the view that the operations were connected 
to Russia,6 with cyber security companies such as Swedish Truesec reporting 
that Anonymous Sudan’s attack against Sweden was a Russian information 
operation.7 Regarding Sweden specifically, the operation was assessed as an 
attempt to sow discord between Sweden and Turkey during Sweden’s NATO 
accession process.8 For both Denmark and Sweden, the operations kept the 
Quran burnings in the media spotlight, sparking public debate and interna-
tional pressure. But the activities were larger than Denmark and Sweden. 

Mandiant Intelligence reported9 that Anonymous Sudan accounted for 63 
percent of total identified DDoS attacks claimed by pro-Kremlin ‘patriotic’ 
hacker collective KillNet in the first half of 2023: “The group only emerged 
in January 2023, making the proportion of KillNet operations they comprise 
additionally notable.”10 Mandiant Intelligence also added that Anonymous 
Sudan’s attack on Microsoft services in 2023 “marked a significant increase in 
observed capabilities of the KillNet collective, which had previously struggled 
to impact claimed targets of previous operations” leading to the following con-
clusion:

“Paired with KillNet’s reported compromise and leak of North Atlantic 
Treaty Organization (NATO) documents, this sudden increase in capa-
bility could indicate significant investment from more sophisticated ac-
tors, particularly when measured against KillNet’s capabilities since the 
collective’s inception in late 2021.”

Torben Clemmensen, an expert from the French IT security company TE-
HTRIS, explained to the Danish business newspaper BORSEN that not only 
did the group communicate in Russian, their IP addresses were also Russian. 
The company analysed 47 specific attacks against the Nordic countries. Of 
these, 90 percent were deemed likely to be a reaction to support for Ukraine; 
only two of the 47 attacks could be related to the issue of the Quran burnings.11
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The affiliation of the group labelled Anonymous Sudan has since been ques-
tioned. In the fall of 2024, the U.S. Attorney’s Office in the Central District of 
California indicted two Sudanese brothers for “operating and controlling” the 
group. One of the released documents explicitly addressed the Russian link, 
stating: 

“There has been some media and threat research company reporting sug-
gesting that Anonymous Sudan may be state-sponsored Russian actors 
masquerading as Sudanese actors with Islamist motivations, and Anon-
ymous Sudan has publicly claimed an affiliation with pro-Russian hack-
tivist collective ‘KillNet.’ However, my investigation to date has indicated 
that Anonymous Sudan is in fact led by Sudan-based individuals, in-
cluding AHMED and a co-conspirator, although the group may share 
ideologies with, and sometimes appears to act in concert with, KillNet 
and similar hacktivist groups.”12

Wired reported that Anonymous Sudan’s alleged partnership with KillNet 
“led some in the cybersecurity community to suspect that Anonymous Sudan 
was, in fact, a Russia-linked operation using its Sudanese identity as a front, 
given Russia’s history of using hacktivism as false flag,” but that the charges 
against the brothers suggested that the group was “authentically Sudanese in 
origin.”13 In response to the indictment’s conclusion, cybersecurity reporter 
Catalin Cimpanu sarcastically wrote a newsletter deconstructing some of the 
arguments against Russian connections: “I’m sorry, but what were they ex-
pecting to find? GRU employment contracts? That’s not how this works. It’s 
also not how attribution works.”14

Naming the group “Anonymous Sudan” will associate a specific network 
and a specific country to the attacks in the general public’s perception. Even 
though a hacker network like Anonymous is not easily defined, the “real” 
Anonymous network took a pro-Ukraine stance right after the Russian full-
scale invasion. The 2024 indictment against the two Sudanese citizens does 
not change the facts documented by cyber experts—including that the group 
initially communicated in Russian and English, and—only after being sus-
pected of affiliations to Russia—switched to Arabic and finally later to a Su-
danese Arabic dialect. Furthermore, Russian hackers have used false Anony-
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mous accounts before, as reported by Christo Grozev, Roman Dobrokhotov, 
and Michael Weiss in The Insider in May 2025.15 This does not prove that 
Anonymous Sudan is a Russian front organisation, but paired with the other 
facts, it supports the assessment of, if not a Russian affiliation, then at least 
pro-Russian alignment.

Disinformation from Greenland to Ukraine
Each year in December, the Danish Defence Intelligence Service releases its 
public threat assessment Intelligence Outlook. In December 2024, the publi-
cation included this assessment:

“Denmark, the Faroe Islands and Greenland are not a specific priority 
target for Russian influence campaigns. However, Russia will likely also 
include Denmark, the Faroe Islands and Greenland in its influence cam-
paigns targeting the EU, NATO or the wider Western world.”16

It would later prove to be a fairly accurate prediction: In January 2025 it be-
came reality. The first example was related to the tension between the King-
dom of Denmark and the United States’ expressed desire to “claim” Green-
land. The second case was related to Denmark’s steadfast support to Ukraine.

“In a situation of extreme escalation and tension, we have to take extreme 
measures and ask for help from Russia to solve this problem.” These words 
were allegedly from Danish member of parliament Karsten Honge’s post on X 
in January 2025. The post was shared as a picture—not with a link to the post, 
since it did not exist. On Karsten Honges real X account, he posted on January 
14, 2025, that “there is [not] a snowball’s chance in hell” that he would ask 
Russia for any kind of support.

Most people in Denmark would know that this could not be a real state-
ment from the politician in question. But if the intended audiences are not in 
Denmark, it does not matter. According to the Danish fact-checking media 
TjekDet, the post was shared for the first time on Telegram on January 10, 
2025.17 TjekDet identified that the post also had been spread among pro-Rus-
sian profiles on Facebook, Instagram and X. The post was in relatively decent 
Danish. However, there is a linguistic warning light in the Danish version of 
the words “The United States of America,” in Danish “Amerikas Forenede 
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Stater.” This is not entirely wrong, but the more natural Danish wording in 
social media posts would simply be “USA.” 

According to Karsten Honge, he received many inquiries from foreign me-
dia who wanted a comment for this controversial call for help. The incident 
shows that a false post, which primarily seems to circulate in pro-Russian eco-
systems, suddenly can have a wider effect. In this case, to give the impression 
that there are Danish elected officials who are open towards Russia. The Dan-
ish Defence Intelligence Service has since attributed the case to be a Russian 
influence operation.18

The next case, concerning a Danish F-16 pilot allegedly killed in Ukraine, 
appeared only a couple days after the Karsten Honge fake-post, and has been 
called a “fake Russian story” by the Danish Ministry of defense.19 On January 
17, 2025, a post on X from the Danish profile “Oscar Sorensen” told that he 
was sorry to learn that his colleague and friend, an F-16 fighter pilot, had been 
killed in Kryvyi Rih—President Zelensky’s hometown. 

The post was written in fairly good Danish and was subsequently spread 
and shared by pro-Russian accounts in various languages, particularly on Sat-
urday, January 18. That same day, the story was taken up by Russian media and 
disinformation networks, including TASS and RT. The articles referred to the 
post from the “friend,” while many of the shares on X were added with a de-
scription explaining that the pilot had been hit by a Russian Iskander missile 
after revealing his position to a prostitute. On Sunday, January 19, the Danish 
Ministry of Defense pro-actively debunked the story. The Ministry of De-
fense’s quick reaction indicates that it was taken seriously. With good reason, 
due to the serious claim.

Not only is there a temporal coincidence between the fake stories of Karsten 
Honge and the F-16 pilot, as they both emerged within a week, there is also a 
similarity in the modus operandi. Both false posts were in Danish, but primarily 
shared in pro-Russian networks in other languages. Both posts were relatively 
well written, meaning that the red flags in terms of Danish wording and gram-
mar were few. But even if the language issues had been more obvious, it may 
not have had any significant impact as the target audiences were not Danish 
native speakers, according to the assessment from the Danish Defence Intelli-
gence Service from December 2024.20
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Plausible deniability is often viewed as a core element in hybrid attacks. It 
can be difficult to prove that an action is undertaken at the direction of a state 
actor, or if it just aligns with the strategic interests, shared values, or financial 
interests of a state actor. Some activities can be attributed and communicated 
to the public; others might be identified but not publicly disclosed. As stated 
in the 2024 Danish Intelligence Outlook, Russia often tries to conceal its role 
in hybrid activities, because it makes it more difficult for the countries target-
ed to respond effectively. This concealment includes the use of proxies, front 
organisations, private actors, criminal networks and pro-Russian audiences—
regardless nationality.

These kinds of hybrid activities thrive in, exploit, and adapt to the condi-
tions of the modern information environment. Clausewitz wrote about the 
“fog of war” in the 19th century, and “the fog of hybrid war” is an inherent 
characteristic of these activities carried out in the grey zone, by multiple actors, 
in shadowy disguise. 

References
1	 Nyheder TV2, “Mystisk Hackergruppe Påstår at Stå Bag Angreb På Danmark—TV 2 Har Spurgt 

Dem, Hvem de Er,” Nyheder TV2, February 27, 2023, https://nyheder.tv2.dk/samfund/2023-02-27-
mystisk-hackergruppe-paastaar-at-staa-bag-angreb-paa-danmark-tv-2-har-spurgt-dem-hvem-de-
er.

2	 “Russisk påvirkningsoperation udnyttede dansk medlem af Folketinget,” Danish Defence Intelligence 
Service, April 25, 2025, https://www.fe-ddis.dk/da/nyheder/2025/russisk-pavirkningsoperation- 
udnyttede-dansk-medlem-af--folketinget/.

3	 Danish Ministry of Defence, January 19, 2025, https://x.com/Forsvarsmin/sta-
tus/1880949183856922803.

4	 Nyheder TV2, “Berygtet Hackergruppe Varsler Nye Angreb Mod Danmark,” Nyheder TV2, April 
2, 2023, https://nyheder.tv2.dk/samfund/2023-04-02-berygtet-hackergruppe-varsler-nye-angreb-
mod-danmark.

5	 “Cybertruslen Mod Danmark 2023,” Center for Cybersikkerhed, May, 2023,  
https://www.cfcs.dk/da/cybertruslen/trusselsvurderinger/cybertruslen-mod-danmark/.

6	 Christina Toustrup Eriksen, “Først Gik Det Ud over Sverige. Nu Danmark. Det Ved vi Om Striben 
Af Hackerangreb—Flere Ting Peger Mod Rusland,” Berlingske, February 23, 2023, https://www.
berlingske.dk/samfund/foerst-gik-det-ud-over-sverige-nu-danmark-det-ved-vi-om-striben-af.

7	 Mathias Wåhlén, “Anonymous Sudan—Threat Intelligence Report,” Truesec, February, 2023,  
https://files.truesec.com/hubfs/Reports/Anonymous%20Sudan%20-%20Publish%201.2%20-%20
a%20Truesec%20Report.pdf.

8	 The burning of the Quran outside the Turkish Embassy in Stockholm in January 2023 happened after 
an idea of two Swedish alternative media personalities. They represented outlets with pro-Russian 



34

narratives and Russian connections, such as election observer trips. One of those taking the initiative 
has stated he is a vocal opponent of Nato-membership. But that is another story. 

9	 Mandiant Intelligence, “KillNet Showcases New Capabilities While Repeating Older Tactics,”  
Mandiant Intelligence, July 20, 2023, https://cloud.google.com/blog/topics/threat-intelligence/ 
KillNet-new-capabilities-older-tactics/.

10	 Antoaneta Roussi, “Meet KillNet, Russia’s hacking patriots plaguing Europé,” Politico, September 9, 
2022, https://www.politico.eu/article/meet-KillNet-russias-hacking-patriots-plaguing-europe/.

11	 Mathias Sommer and Godtfred Perera, “Eksperter Er Ikke I Tvivl: Russiske Hackere Står Bag Falsk 
Flag-Angreb Mod Danmark,” Børsen, April 26, 2023 https://borsen.dk/nyheder/virksomheder/falsk-
flag-hackerangreb-kan-spores-til-rusland.

12	 “Two Sudanese Nationals Indicted for Alleged Role in Anonymous Sudan Cyberattacks on Hospitals, 
Government Facilities, and Other Critical Infrastructure in Los Angeles and Around the World,” U.S. 
Attorney’s Office, Central District of California, October 16, 2024 https://www.justice.gov/usao-cdca/pr/
two-sudanese-nationals-indicted-alleged-role-anonymous-sudan-cyberattacks-hospitals.

13	 Andy Greenberg, “Hacker Charged With Seeking to Kill Using Cyber attacks on Hospitals,” Wired, 
October 16, 2024, https://www.wired.com/story/anonymous-sudan-ddos-indictment-takedown/.

14	 Catalin Cimpanu, “Anonymous Sudan’s Russia Links Are (Still) Obvious,” Risky Biz News, October 
18, 2024, https://news.risky.biz/risky-biz-news-the-feds-secretly-disrupted-anonymous-sudan-
back-in-march/.

15	 Christo Grozev, Roman Dobrokhotov and Michael Weiss, “Hidden Bear: The GRU hackers of 
Russia’s most notorious kill squad,” The Insider, May 31, 2025, https://theins.press/en/inv/281731.

16	 “Intelligence Outlook 2024: An intelligence-based assessment of the external conditions for Danish 
national security and interests,” Danish Defence Intelligence Service, December, 2024,  
https://www.fe-ddis.dk/en/produkter/Risk_assessment/riskassessment/Intelligenceoutlook2024/.

17	 TjekDet, “SF-politiker bliver misbrugt i falske, pro-russiske opslag om Grønland,” TjekDet, January 
14, 2025, https://www.tjekdet.dk/faktatjek/sf-politiker-bliver-misbrugt-i-falske-pro-russiske-opslag-
om-groenland.

18	 “Russisk påvirkningsoperation udnyttede dansk medlem af Folketinget,” Danish Defence Intelligence 
Service, April 25, 2025, https://www.fe-ddis.dk/da/nyheder/2025/russisk-pavirkningsoperation- 
udnyttede-dansk-medlem-af--folketinget/.

19	 Danish Ministry of Defence, January 19, 2025,  
https://x.com/Forsvarsmin/status/1880949183856922803.

20	 “Intelligence Outlook 2024: An intelligence-based assessment of the external conditions for Danish 
national security and interests,” Danish Defence Intelligence Service, December, 2024,  
https://www.fe-ddis.dk/en/produkter/Risk_assessment/riskassessment/Intelligenceoutlook2024/.



35

Estonia: Smashing Cars and 
Sowing Fear
By Marek Kohv

Vandalism / sabotage

Democratic Institution

Harassment / assault

History / memory

Criminals / mercenaries / private 
contractors

For several years, Russia’s military intelligence agency (GRU) has attempted 
to intimidate Estonian politicians, public figures, and the general public for 
expressing support for Ukraine. In early 2024, the cars of the Minister of the 
Interior and a journalist were vandalised and several World War II memorials 
were defaced. In connection with these hybrid attacks, around ten individuals 
were arrested. A GRU operative, Allan Hantsom, was sentenced to six and 
half years in prison for crimes against the Estonian state. Although several 
individuals linked to these incidents reside in Russia, they have been placed 
on international wanted lists and barred from entering the Schengen Area for 
several years.1

In February 2024, dual Estonian-Russian citizen Andrei Makarov set fire 
to a car with Ukrainian license plates in Tartu and attempted to create the 
impression that the act was committed by the KOOS political movement.2 He 
spray-painted the word “KOOS” in large letters on the car’s hood, filmed the 
burning vehicle, and uploaded the footage to Telegram. In cooperation with 
international partners, Estonia’s Internal Security Service determined that 
Makarov had also conducted surveillance of a former serviceman of the Rus-
sian Federation who fled Russia and resided in Lithuania, surveilled NATO 
military equipment in Riga, and police and emergency service activities in 
Poland.3 On 25 March 2025, the Tartu County Court convicted Makarov of 
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treason, sentencing him to 15 years in prison. The court found sufficient and 
convincing evidence in the case that confirms the validity of the treason charge 
against Makarov, but the ruling is not yet final.4 

On February 11, 2025, two Moldovan citizens, both named Ivan Chihaial 
(born in 1992 and 1987), were arrested in Italy at the request of Estonia’s pros-
ecutor’s office and extradited on suspicion of committing arson on behalf of 
the GRU in Estonia.5 In January 2025, the younger Chihaial had set fire to 
a COOP grocery store in Osula, Võru County. The next day, a person acting 
on behalf of the GRU gave him the task of setting fire to the Slava Ukraina 
restaurant in Tallinn. To prepare the attack, the younger Chihaial brought his 
cousin of the same name, who was unaware of the connection to the Russian 
intelligence service. On the night of January 31, they set fire to the restaurant 
and then left Estonia. 

In court, on July 2, 2025, both men entered plea agreements: The younger 
Chihaia received a six-and-a-half-year prison sentence for intelligence activ-
ities against Estonia in direct coordination with GRU operatives. The older 
Chihaia received a six-month prison sentence for the destruction of proper-
ty by arson, with an additional two-year suspended sentence contingent on a 
three-and-a-half-year probation period. The court acknowledged the lack of 
evidence proving the older Chihaia’s awareness of the GRU’s involvement or 
specific motives.6 

Such attacks are no longer exceptional. Across Europe, acts of sabotage and 
vandalism linked to Russian intelligence services have become increasingly 
frequent. Russia aims to demonstrate to Western states that a country’s sup-
port for Ukraine could turn it into a target for Russian attacks. 

Estonia is, therefore, not the only example, as the other country chapters 
in this book demonstrate. In Warsaw in May 2024, a shopping centre was set 
ablaze.7 The Polish Ministry of Foreign Affairs confirmed on May 12, 2025 
that an investigation had found Russian intelligence services to be behind the 
large-scale fire at the shopping mall in the Polish capital.8

In late February 2025, a Ukrainian national was sentenced by a Polish court 
to eight years in prison for preparing acts of sabotage and arson on behalf 
of Russia. According to the Polish Security Agency, the individual had been 
recruited via Telegram to set fire to a paint factory in Wroclaw—a highly 
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flammable facility located near an oil refinery storing 56 million litres of fuel. 
Arrested in January 2024, the man was found carrying lighter fluid, tutorial 
videos on handling explosives, and a manual encouraging Ukrainians to sup-
port Russia’s invasion.9

In early May 2024, a fire broke out at an IKEA store in Vilnius, Lithua-
nia. Though quickly extinguished, the incident was connected to the earlier 
Polish fires, an implication echoed by Polish Prime Minister Donald Tusk. 
Lithuanian authorities, however, were initially more cautious in attributing 
the attack directly to Russia. On March 17, 2025, Lithuania’s Prosecutor 
General formally linked the arson to Russia’s GRU.10 Two Ukrainian citizens 
were suspects—one was detained in Lithuania, the other in Poland. As in the 
Estonian incident involving the Minister of the Interior’s vehicle, investiga-
tions revealed that the perpetrators were directed through intermediaries by 
organisers based in Russia, with connections to Russian military and security 
services.

In Merkinė, Lithuania, the monument to anti-Soviet resistance leader Ad-
olfas Ramanauskas-Vanagas was covered with red paint and a black swasti-
ka on January 29, 2024. Through cooperation between the security and law 
enforcement institutions of Lithuania, Latvia, and Estonia, the individuals 
suspected of committing this and other criminal acts under the orders of the 
Russian secret services in the three Baltic countries were detained in Estonia 
and Latvia. Two of them have dual Estonian and Russian citizenship and one 
of them is a Russian citizen. The suspects all knew each other and lived in 
Tallinn; Estonian authorities arrested the suspects and are in custody in Lith-
uania as of July 2025.11 

During the investigation, it was determined that these individuals, acting 
in an organized group, carried out tasks for the special services of the Russian 
Federation, specifically the GRU, in order to destabilize the state.12 

In retrospect, these incidents across Europe suggest that the operational 
schemes are often marked by the organisers’ recklessness—such as recruiting 
individuals to commit minor acts of hooliganism from personal networks in 
Russia, as well as among Russian-speaking communities. The perpetrators are 
not always aware that the orders originate from intelligence services. Russia 
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routinely washes its hands of the attacks, denying any connection to the per-
petrators, as well as involvement and responsibility for their actions.

However, Russia also learns and adapts its tactics. Therefore, we cannot rely 
solely on lessons from the past but must remain vigilant in identifying emerg-
ing trends. In 2023, Russia established a new covert unit to carry out clandes-
tine operations across the West and other regions. The unit comprises veterans 
from Russia’s most daring recent covert missions, with core objectives to con-
duct killings and sabotage abroad, infiltrate Western companies and academic 
institutions, and recruit and train foreign agents.13 
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In 2018, Finnish security authorities conducted a spectacular raid on the Rus-
sian-owned company Airiston Helmi. Officially, the operation was related 
purely to financial crimes committed by the company, and the case later went 
on trial only on those grounds.1 However, there was a clear link to national 
security; the company had been systematically purchasing island and coastal 
property in the Turku archipelago between southwestern Finland and the au-
tonomous Åland islands, establishing a monitoring—and potentially block-
ing—capacity along the major searoutes leading to Turku and Naantali ports, 
which are crucial for Finland’s military and civilian security of supply. 

Installations, such as a landing platform for a helicopter on the island of 
Säkkiluoto2 and the purchase of decommissioned ships from the Finnish 
Navy that Airiston Helmi failed to repaint and rename,3 aroused the Finnish 
authorities suspicions already in early 2010s. Was there a possibility that the 
purpose was to host “little green men,”4 i.e. Russian troops without identifying 
insignia, as seen in the annexation of Crimea in 2014?5
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One year before the raid in the Turku archipelago, the Finnish government 
had created a task force to prepare legislative changes regulating the purchase 
of Finnish property by third-country nationals (non-EU and EEA).6 The task 
force had been preceded by two 2014 memos for legislators: One of the com-
prehensive security and hybrid aspects of landowning by foreign nationals by 
the Security Committee responsible for Finland’s comprehensive security ap-
proach,7 and a second lengthy report on the same topic by the Ministry of 
Defence.8 The legislation in question had been already discussed extensively in 
the Finnish Parliament in 2014 due to national security concerns.9

The reason for the increasing concerns over potential threats to national 
security were the numerous and well-documented cases of Russian nation-
als buying property in strategic locations in different parts of Finland, often 
close to military bases or installations. In 2014, Iltalehti reported that Russian 
property purchases often followed the same pattern: Acquiring a piece of land 
with lofty development plans, often for tourism purposes, which never mate-
rialised.10 A typical example was the case of a person from Moscow purchasing 
land right next to a military-class telecommunications mast and building an 
empty hall that remained devoid of any business activity. Often, the individ-
uals, groups, or companies behind the purchases had family or business ties 
to the Kremlin or previous KGB functionaries and even Putin’s personal net-
work.

Russian buyers started purchasing property in strategic locations already in 
the early 2000s, right after Finland slackened the respective legislation. Twen-
ty years later, stricter legislation was brought back: Since 2020, foreign nation-
als must seek a permit for property purchases and Finnish authorities can deny 
it on grounds of national security.11 Although Finland is by far not the only 
country in the Nordic-Baltic region subjected to this particular Russian strat-
egy, other countries have yet to take similar steps. In a recent case, exposed by 
Norwegian TV2, both the Swedish and Norwegian Defence Forces had rent-
ed cabins owned by Russians with ties to the Kremlin during military exercises 
in Northern Norway.12 The properties, known by locals as “Russian cabins,” 
overlook the Bardufoss military airbase.13 Norwegian Prime Minister Jonas 
Gahr Støre admitted that such potential abuse of Norway’s open real estate 
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market can undermine national security and poses a challenge that Norwe-
gian authorities still lack a proper response to.14

While Sweden and Norway have yet to take any legislative steps to deal 
with potentially hostile property purchase patterns, the Finnish parliament 
passed a law in April 2025 banning Russian nationals (with the exception of 
dual Finnish-Russian citizens and Russians with permanent resident permits) 
from buying property in Finland altogether.15 The government is preparing 
further proposals to also legally deal with already purchased properties if they 
are considered to constitute a threat to national security.16
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Until Russia’s full-scale invasion, German governments had never paid real 
attention to Russia’s hybrid (or grey zone) warfare, such as the threat of sab-
otage against critical infrastructure. If anything, the focus had been on the 
ever-increasing risks and vulnerabilities posed by cyberattacks, particularly 
state-backed attacks against Western Europe’s electricity grid. Focusing on 
such security threats were in part a result of Russia’s 2015/16 cyber-attacks 
against Ukraine’s electricity sector, which left almost 300,000 people without 
electricity for 6 hours.1 

Since the explosion of the Nord Stream gas pipeline in September 2022, 
vulnerabilities in European critical infrastructure have become an impor-
tant topic for NATO, the EU, and Germany. Having focused primarily on 
cybersecurity, NATO and the EU had long overlooked the threat of physi-
cal sabotage, particularly on subsea pipelines and seafloor internet and elec-
tricity cables. Until now, the protection of such subsea infrastructure had not 
been sufficiently addressed—neither by industry nor governments of EU and 
NATO member states. Cost efficiency, rather than resilience, was the guiding 
principle in politics and business, not only in Germany.2

Throughout its history, Germany has often been a special partner to Rus-
sia and the former Soviet Union; the country’s perception of Russia’s hybrid 
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warfare, both before and after 2022, cannot be separated from this bilateral 
relationship with Russia.3

Despite Russia’s annexation of Crimea and war in Eastern Ukraine since 
2014, as well as Moscow’s covert hybrid warfare below the threshold of war 
as defined by international law, Germany’s Russia policies remained based on 
the myths of symmetric “economic interdependence,” “Wandel durch Handel” 
(change through trade), and a basic incentive strategy of carrots without sticks. 
Germany’s national gas dependency on Russia even increased after 2014, in 
contrast to other EU member states that had followed the agreed EU policy 
recommendations to diversify imports away from Russia and to invest in new 
LNG import terminals.4 

In this context, it is hardly surprising that German discussion of Russia’s 
hybrid methods was limited to a small number of security experts in academia 
and parliament and the German secret services. Propaganda, disinformation, 
sabotage, and other elements of Russia’s “shadow war” and non-linear warfare 
have always been important elements of Russia’s traditional understanding 
and definitions of its past and anticipated future wars. Moreover, Russian mil-
itary doctrine has never made a clear distinction between a “traditional war” 
and “hybrid war.” Even the clear Western distinction between peace(time) and 
war(time) has been blurred.5 

Warning signals of heightened Russian activity had long been visible but 
often downplayed in Germany.  This includes the 2016 Russian disinforma-
tion campaign concerning Lisa, the 13-year old Russian-German girl who 
had disappeared for a few days, with the accusation that foreign migrants had 
kidnapped and raped her, as well as the 2019 killing of a Chechen separatist 
leader in the Berlin Tiergarten-park.6 

Since becoming one the most important military suppliers of Ukraine, Ger-
many has become a key target in Russia’s covert shadow war, alongside other 
large European countries like the UK, Poland, and France. Already prior to 
Russia’s full-scale invasion, German intelligence services reported an increase 
in Russian espionage activities aimed at identifying vulnerabilities in critical 
infrastructure, such as harbors and the rail network. Since the end of 2023, 
Russia has escalated its hybrid warfare from systemic influence campaigns and 
espionage activities up to sabotage actions.7 Examples include:
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•	 Exploding packages at the German DHL logistics hub in Leipzig (with a 
similar one taking place in Birmingham, UK) that could have destroyed an 
aircraft in flight.8

•	 Activities to influence Germany’s 2024 parliamentary elections: The Ger-
man police detained four suspects (a German, a Serb, a Romanian, and a 
Bosnian citizen) who blocked car exhaust pipes with construction foam and 
put stickers on vehicles, trying to pin blame Green Party activists.9 

•	 Arson attacks on a Diehl weapons factory in Berlin and the planned assassi-
nation of Rheinmetall’s CEO.10

•	 A German NATO Base was put on a state of high alert for almost 24 hours 
after intelligence of a potential sabotage attack.11

•	 To influence and undermine public attitudes towards Ukrainian refugees in 
Germany and Europe, and as part of a wider Russian secret service disinfor-
mation campaign, two Ukrainian citizens were recruited to conduct arson 
and bomb attacks on logistics operators in Germany and a military base 
where Ukrainian officers and soldiers are trained.12

•	 Train derailments were also reportedly traced to Russian secret services, 
damage to data cables, electricity grids, and the theft of rails.13

In all these cases, the Russian secret services did not carry out the attacks by 
themselves but instead outsourced the risky operations to avoid clear attri-
bution through recruiting petty criminals, individuals from the large Russian 
diaspora in Germany, and migrants and young extremists via the darknet and 
social media. These “disposable agents” simply want to make easy money and 
are often unaware of who is organizing, planning, and recruiting the sabotage 
attacks. 

Between 2024 and mid-2025, at least 11 undersea internet and electrici-
ty cables were reportedly to have been damaged and/or disrupted in Europe 
due to shadow-fleet ships sabotage and cyberattacks.14 According to informal 
NATO sources, approximately 25 percent of transatlantic European data ca-
bles have become unfunctional since February 2022, and by no means primar-
ily due to technical accidents and fishing nets.15 

In addition, Germany, like other Baltic Sea states, has become increasingly 
concerned about GPS jamming and spoofing (legitimate signals replaced by 
faked ones) in the Baltic air space against military and civilian aircraft, with 
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more than 100 reports per month. Such intentional interference activities 
have caused significant disruption of flights and shipping in the region as well 
as temporarily the closure of airports. Similarly, Russian jamming and disrup-
tion to satellite navigation systems have also taken place in the Black Sea and 
the eastern Mediterranean air space.16 

Germany has also become concerned about potential Russian sabotage 
against Norway’s energy infrastructure, its largest gas supplier. As a result, 
Germany has expanded the capacity of its LNG import terminals.17 Across 
the Atlantic, President Trump’s policies to dramatically decrease the surveil-
lance of Russia and its spy agencies’ activities worldwide, and Germany’s de-
pendence upon U.S. intelligence sharing, will make it even more difficult for 
Germany to cope with escalating Russian hybrid warfare. 

Against this background, the German navy has increased its patrols and 
maritime presence in the Baltic and North Seas, launched its “German-Polish 
Action Plan” in July 2024, increased Baltic maritime security cooperation with 
the Baltic and Nordic countries, and has supported NATO’s annual multina-
tional exercise ‘BALTOPS’ as well as its new Baltic Sentry operation.18 

The increasing use of autonomous unmanned aerial and underwater ve-
hicles (UAVs/UUVs) and AI offers new, more capable, and cost-effective 
surveillance and defence options that will increasingly replace the tradition-
al patrols of maritime forces and herald a maritime technology revolution.19 
German defence and security companies as well as startups are already very 
active in this field.

In addition, presence and real-time monitoring as part of maritime domain 
awareness for a 24-hour security-relevant situational picture can be signifi-
cantly improved through a combination of satellite, radar, camera, sensor and 
sonar data, AI as well as by new possibilities of fiber-optic sensor technology. 
Movements and activities in the vicinity of grids and cables generate vibrations 
that are detected, localized, and classified in real time. The data is immediate-
ly made available to operators and institutions, enabling swift countermeas-
ures and strengthening NATO’s maritime awareness and security through 
real-time information sharing with partners and industry. Future patrols will 
thus be able to be commanded more efficiently and precisely.20 
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The protection of maritime and subsea infrastructure raises new legal un-
certainties. With 80 percent of critical infrastructure operated by private com-
panies, there is a need for a shared understanding of security between politics 
and business—one that is clearly defined, sustainably implemented, and sup-
ported by regulatory requirements to enhance resilience as an integral part of a 
comprehensive national security and defence strategy; institutionalized pub-
lic-private partnerships, cooperation, and consultations will be key, as will di-
versification, redundancy and resilience in protecting critical infrastructure.21 

The postponed implementation of EU legislation on critical infrastructure 
in Germany, which clearly defines obligations between ministries, agencies 
and the private sector, is only one of the current challenges. Ultimately, the 
German government, ministries, agencies, private sector, and society all need 
to develop a new security culture for coping with Russia’s, as well as China’s, 
comprehensive hybrid warfare as part of the emerging wider systemic global 
conflict.
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Iceland: Hybrid Chill in the North 
Atlantic—Growing Exposure to 
Russian Pressure
By Bjarni Bragi Kjartansson

Cyberattacks (civilian target)

Democratic institution

Once a Cold War outpost for U.S. defence, Iceland is once again gaining stra-
tegic relevance—not solely through conventional military considerations such 
as submarine traffic and airspace surveillance, but also as a small state increas-
ingly exposed to hybrid threats. Russia’s intensified use of cyberattacks, dis-
information, and propaganda has contributed to a more pragmatic Icelandic 
posture toward NATO, reflecting broader shifts in public and political atti-
tudes toward security.

One notable example occurred during the Council of Europe Summit in 
Reykjavík in May 2023, when Russian cyber actors launched targeted DDoS 
attacks against key Icelandic institutions.1 The attack disrupted the Parlia-
ment (Alþingi), rendering its website and internal network inaccessible. This 
marked a significant escalation in cyber attacks against Iceland and led to the 
activation of Civil Defence uncertainty protocols.2

That week, CERT-IS recorded 52 cyber incidents—a 236 percent increase 
over the weekly average. The most serious were DDoS attacks aimed at dis-
abling the websites of institutions, intended to disrupt public-facing opera-
tions. The Russian hacker groups NoName057 and KillNet claimed respon-
sibility for parts of the offensive, reinforcing the coordinated nature of these 
hybrid operations, timed to coincide with a major diplomatic event.3

The Council of Europe cyberattack was part of a steadily rising trend over 
recent years. CERT-IS recorded 266 incidents in 2020, over 700 by 2022, and 
approximately 1,700 in 2024—more than doubling in two years.4
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In August 2022, the now-defunct Icelandic news outlet Fréttablaðið faced 
a cyberattack following the Russian Embassy’s demand for the editorial board 
to issue an apology for publishing a photograph of the Ukrainian armed forces 
trampling on a Russian flag.5 

These attacks were attributed to NoName057, a hacker group aligned with 
Russian interests, which added a dimension of state-sponsored cyber aggres-
sion to the incident. This development prompted a swift reassessment of Ice-
land’s cyber deterrence posture and diplomatic response strategies. It likely 
influenced Iceland’s decision to close its embassy in Moscow in August 2023, 
which in turn led to a reciprocal reduction in Russian diplomatic operations 
in Reykjavík. 

Furthermore, Icelandic authorities confirmed that their diplomatic staff 
in Moscow had faced increasingly hostile and untenable working conditions. 
Reports detailed instances of intimidation, including surveillance and unau-
thorised intrusions into diplomats’ residences—acts the Icelandic government 
interpreted as deliberate coercion by Russian authorities.6

In June 2024, Árvakur, the publisher of Morgunblaðið (an established 
newspaper with over a hundred years of history) and operator of the news site 
mbl.is, suffered a significant ransomware attack by the Russian-linked group 
Akira. This attack disrupted the company’s editorial systems and radio broad-
casts, effectively encrypting and holding hostage a substantial amount of data.7 

The breach at Árvakur followed a similar incident involving the education 
sector. Earlier that year, in February 2024, Reykjavík University was also tar-
geted by a ransomware attack attributed to the Akira group.8 The attackers at-
tempted to encrypt or steal data, but the university reported that no significant 
student information was compromised.9 

Recent investigations reveal that Russian authorities are actively feeding 
disinformation into large language models (LLMs), aiming to manipulate the 
outputs of AI systems used worldwide—including in Iceland. Known infor-
mally as Pravda or Portal Kombat, this Russian system injects pro-Kremlin 
narratives into generative AI models, including Icelandic-language respons-
es.10 Up to one-third of AI-generated content related to Russia reflects biased 
or misleading narratives aligned with Kremlin messaging.11
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This kind of rhetoric finds resonance in certain circles. In parts of the Ice-
landic political discourse, undercurrents of scepticism toward Western alli-
ances persist, with voices suggesting that Russia’s invasion of Ukraine may be 
interpreted as a reaction to perceived Western provocation. However, these 
voices have not gained a foothold in broader public opinion, as survey data 
from the Icelandic Media Commission shows.12 In December 2022, 73 per-
cent of respondents strongly disagreed with the claim that NATO provoked 
the war; by December 2024, that figure had dropped to 68 percent, marking a 
small and not too significant shift.13 

Still, the persistence of these narratives—however marginal—underscores a 
broader vulnerability. Amid rising geopolitical instability—driven by Russian 
assertiveness and uncertainty surrounding U.S. leadership within NATO—
Iceland’s security environment has become increasingly complex. The current 
government has responded by aligning more closely with the broader Euro-
pean approach to the war in Ukraine.14 Furthermore, deeper integration with 
European partners is being considered as a potential complement to Iceland’s 
traditional security arrangements.15

Moreover, Iceland’s decision to revisit its EU accession process through a 
proposed public referendum reflects growing public uncertainty. Support for 
EU membership appears increasingly tied to waning confidence in the long-
term reliability of both the United States and NATO. While this shift marks a 
broader reevaluation of Iceland’s security orientation, it also opens the door to 
intensified domestic debate over Iceland’s foreign policy direction—a debate 
that is inherently vulnerable to external influence.

Although Iceland may not currently be among Moscow’s top strategic pri-
orities, its shifting geopolitical posture, particularly within the strategically 
vital GIUK gap,16 can draw increased Russian attention. Moves toward closer 
alignment with the European Union may also be perceived as a threat to Rus-
sian interests in the North Atlantic and Arctic, prompting efforts to influence 
Icelandic public opinion and political decision-making. 

Public sentiment plays a foundational role in shaping political will, which 
in turn is essential for enabling decisive strategic action. Any erosion of resolve 
within NATO states, including Iceland, ultimately serves Russian objectives. 
This reflects the core logic of hybrid warfare: Elusive manoeuvres—ranging 
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from cyberattacks to psychological influence—are not simply precursors to 
conflict, but instruments for shaping perception, eroding trust, and weakening 
societal cohesion from within.

In this context, strengthening democratic discourse and societal cohesion 
would constitute a logical policy response by Icelandic authorities. Investing 
in civic education, enhancing media literacy, and increasing public awareness 
of disinformation tactics represent sensible steps to bolster national resilience 
and preserve trust in democratic institutions amid mounting external pressure.
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Latvia: Not So Funny Business—
Kremlin Pranksters Target 
Latvian Officials
By Ieva Bērziņa

Harassment (non physical) 

Democratic institution

Deception (including deepfake) 

Russian pranksters Vovan (Vladimir Kuznetsov) and Lexus (Alexei Stolyarov) 
have fooled high-ranking officials and celebrities in many Western countries, 
and Latvia is no exception. Until recently, while there was no definitive proof, 
it was assumed that their pranks were carried out in the interests of the Krem-
lin. However, in July 2024, the Russian news agency RIA Novosti reported 
that the pranksters had received state awards from the Kremlin.1 This confirms 
that Vovan and Lexus’ pranks can be assessed as one form of state sponsored 
hybrid warfare carried out by Russia. 

The first widely publicized case of Vovan and Lexus targeting Latvian poli-
ticians occurred in March 2021.  Rihards Kols, then Chairman of the Foreign 
Affairs Committee of the Latvian Parliament (Saeima), received a fake let-
ter purportedly signed by Leonid Volkov, an associate to Russian opposition 
leader Alexei Navalny, requesting a meeting with the committee.2 A meeting 
between the Foreign Affairs Committee and an imposter Volkov took place, 
with Latvian Television broadcasting a conversation with the look-alike and 
correspondent Ina Strazdiņa, who had received their email address from the 
Saeima press service as a seemingly reliable source.3

Vovan and Lexus continued targeting political leaders from various coun-
tries over several years. In 2025, they pranked Kosovo Prime Minister Albin 
Kurti by pretending to be Latvian President Edgars Rinkevics.4 Thus, Latvian 
officials have not only been the target of a hybrid warfare attack but also used 
as a cover for the actions of pranksters close to the Kremlin. After the incident, 
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the Kosovo Prime Minister’s office explained that it occurred shortly after the 
elections, when Albin Kurti “was receiving numerous congratulatory messag-
es and calls regarding the election results,” making it difficult to verify the 
authenticity of all the calls.5 

One politically significant prank was their call to the fifth president of 
Georgia, Salome Zourabichvili, and former ombudsman Ucha Nanuashvili, 
pretending to be Ukrainian politician and former president Petro Poroshenko 
and Russian pro-democracy leader and chess grandmaster Garry Kasparov.6 
The prank occurred when Georgian political elites and society fiercely strug-
gled over whether the country would come under increasing Russian influ-
ence or continue its orientation towards the West. One of the issues Vovan 
and Lexus obtained information on was Western funding of Georgian NGOs, 
aiming to show that civic activism is an instrument of Western influence. In 
this case, there was also a connection to Russian state-controlled media, as 
Russia’s Channel One used the content of the prank “as evidence that the op-
position and protests in the country are financed externally by organizations 
like USAID.”7

Further examples show how widely Russia uses this method of hybrid war-
fare. In February 2022, Alexei Stolyarov published a video of a prank with 
leaders of the European People’s Party, including Latvian member of the Eu-
ropean Parliament Sandra Kalniete.8 Shortly after a missile landed on Polish 
territory in November 2022, the Latvian Constitution Protection Bureau pre-
vented an attempt by Russian pranksters to contact the Prime Minister and 
the State President when impersonating Polish President Andrzej Duda.9 The 
pranksters later managed to hold a conversation with Latvian Prime Minis-
ter Krišjānis Kariņš in September 2023 while pretending to be Moussa Faki, 
Chairperson of the African Union Commission.10 

The same pranksters also targeted then Danish Minister of Foreign Af-
fairs Lars Løkke Rasmussen in an October 2023 online Teams call with a 
deepfake.11 As video conferencing formats became widely used by high-level 
officials after the COVID-19 pandemic, deepfake technologies allowed the 
pranksters to visually impersonate political figures with ease. In this case, the 
pranksters chose African Union Commission Chairman Moussa Faki to ask 
Rasmussen about his perspectives of ending the war in Ukraine. “It is not easy 



61

for me to predict, but at some point I guess the Ukrainian president will adjust 
the situation and declare that the time has now come to start negotiations,” 
answered the foreign minister. The remark made it into a TASS telegram under 
the headline “Zelensky to agree to peace talks, top Danish diplomat says in call 
with Russian pranksters.”12 

The call with Minister Rasmussen happened only a few years after Vovan 
and Lexus made a similar phone call to the Danish parliamentary foreign pol-
icy committee in 2020 pretending to be Belarusian opposition leader Sviatla-
na Tsikhanouskaya.13 The pranksters had also success in Sweden and Norway. 
Then  Swedish Foreign Minister Anne Linde and two parliamentarians of the 
foreign affairs committee were fooled in 2021 to talk with the pranksters who 
pretended to be Navalny’s associate Leonid Volkov;14 in 2023 the Norwegian 
Prime Minister Jonas Gahr Støre was pranked.15

Pranking Western officials allows Russia to pursue its interests covertly, 
since the pranksters allegedly act as independent comedians. In 2024, Vovan 
and Lexus gave a lecture on the Day of Career and Education in Media, in 
which they emphasized that “pranks are an instrument of truth” because, in 
this way, they obtain information that officials would not say if they knew that 
the conversation was public.16 This statement is unethical, since the informa-
tion is obtained by deception. It also manipulates the concept of truth in the 
interests of the Kremlin since Russian officials are not their target; therefore, 
fooling foreign officials suggests they are liars and creates a false impression 
that Russian officials are more truthful and honest.

The ostensible purpose of a prank is to fool someone without causing harm, 
but the results of these actions promote the Kremlin’s interests. Under the 
guise of humor, the pranksters are a part of a broader attack on Western coun-
tries and where Russia is vying for influence. First, they discredit the targeted 
politicians, trying to portray them as people who can be easily fooled. Second, 
by pretending to be someone with whom the officials sympathise or want to 
maintain a relationship, the pranksters also obtain opinions and information 
not meant for the wider public. In this way, pranksters create content for Rus-
sian media, which is used to discredit Western countries and their political 
leaders. Third, pranksters waste officials’ time by arranging fake meetings, 
which decreases their work efficiency and creates an additional psychological 
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burden and workload, as the incidents have to be explained afterward. Finally, 
pranksters can also attempt to influence the behaviour of their targets in the 
interests of malign foreign actors. The prank calls therefore present a curious 
but far from harmless hybrid attack.
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Lithuania: Telegram Chats, Arson 
and Lies
By Adam Roževič

Vandalism / sabotage 

Criminals / mercenaries /  
private contractors

Over the course of 2024, Lithuania, a staunch supporter of Ukraine, experi-
enced aggressive disinformation attacks and a series of more than ten different 
sabotage incidents, ranging from graffiti and defaced monuments to arson at-
tempts.1

The beating of a leading Russian opposition figure, parcels dispatched from 
Vilnius catching fire, defaced murals of Lithuanian freedom fighters, and ar-
son attempts in Šiauliai and Vilnius were carried out by unlikely perpetra-
tors—amateurs recruited online or disgruntled citizens fueled by Russian lies.

The most notorious case—the arson attempt at a Vilnius IKEA store—
coincided with May 9th, a symbolic date for Russia, and was conducted by 
a 17-year-old Ukrainian refugee from Kherson.2 As Lithuanian authorities 
report, he was lured by the Russian military intelligence service GRU via Tel-
egram, an encrypted messaging app, with the offer of a BMW and $11,000 as 
a reward.3 Lithuanian prosecutors say the suspect did not hold pro-Russian 
views and did not carry out the sabotage out of loyalty to Russia. Most likely, 
he fell victim to the promise of earning quick and easy money and a car (which 
he reportedly received, albeit an old model).4 

This type of recruitment and implementation of sabotage has become a wor-
rying trend, with similar cases happening across Europe, indicating a shift in 
Russian hybrid warfare. The strategy has been labeled by British Royal United 
Services Institute (RUSI) analysts as the “gig-economy sabotage,” which re-
lies on less sophisticated, decentralized networks of unsuspecting proxies.5 In 
2022, as European countries expelled Russian diplomats from their embassies 
in response to the full-scale invasion of Ukraine, Moscow found it difficult to 
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conduct activities that were usually carried out by intelligence services.6 Russia 
therefore turned to amateurs across Europe.

Russian intelligence services found a simple, yet discreet way to attract and 
outsource proxies through  creating nameless Telegram channels where they 
set up gigs on request—a simple-looking job for pay. By using a freelance-like 
online market, Russian services can quickly recruit and respond to political 
changes. A number of chats and forums managed by Russian agencies have 
popped up on Telegram, recruiting unsuspecting people from various back-
grounds and promising payment to carry out simple but destructive gigs that 
are meant to wreak havoc and sow chaos.7 Usually, the recruits do not even 
know the end-goals of operations; they are amateurs without any special skills, 
do not know who their true employer is, and do not have any special feelings 
towards Moscow.

A similar pattern was observed in other cases. Russia managed to recruit 
Polish football hooligans to attack Russian opposition leader Leonid Volkov 
near his home in Vilnius. A man sent incendiary packages from Lithuania 
via DHL to the United Kingdom and Germany; luckily, the unsophisticated 
devices exploded in cargo holding areas on the ground rather than mid-flight. 
Two Spanish tourists attempted to set fire to a factory located in Šiauliai.8 
From arson to dissemination of “Wagner Group” stickers, such cases have be-
come regular occurrences in the Baltic region.9

However, the gig-like sabotage campaign is only one side of the coin in 
Russia’s changed hybrid approach. In parallel, as Russia continues to wage dis-
information campaigns, it has adapted by targeting sensitive social topics such 
as historical memory and national identity. Fueled by lies and hatred, psycho-
logical operations can transform into kinetic action.

After the 2022 full-scale invasion of Ukraine, the Russian state propaganda 
apparatus initially found itself on the back foot. It became difficult to con-
duct effective disinformation campaigns in Lithuanian society, as the “right” 
and “wrong,” “victim” and “aggressor” had become more clear than ever. But 
Russian state propaganda evolved and started to employ more targeted and 
sophisticated narratives that, at first glance, were not easily recognizable as 
originating from Russia.
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For example, the Russian state, without any real historical evidence, has 
been aggressively promoting the narrative that Lithuanian freedom fighters 
were Nazi collaborators and portraying them as terrorists. The purpose is to 
blur the facts of the Soviet occupation.

This disinformation campaign goes hand in hand with physical attacks. On 
three separate occasions, various statues and memorials of Lithuanian free-
dom fighters were desecrated. Just before May 9, 2023, one monument to the 
Lithuanian resistance leader Adolfas Ramanauskas-Vanagas was covered in 
white paint.10

Lithuanian intelligence services also disclosed a ploy of “Litvinism” as a 
product of Moscow—a pseudo-historical narrative that claims Belarus, not 
Lithuania, is the true inheritor of the history and traditions of the Grand 
Duchy of Lithuania—a highly sensitive topic for many Lithuanians.11

Claims like “Vilnius is truly a Belarusian, not Lithuanian, city” have an-
gered many Lithuanians. Such narratives have also led to increased discord 
between some Lithuanians and Belarusians. This change of attitude has been 
rather drastic, as a majority of Lithuanians have previously supported Belarus-
sians in their struggle against the Lukashenko regime. Now, heated debates 
on history, occasional graffiti, sometimes even on the walls of Belarusian busi-
nesses (which very well could be actions of Belarussian services to provoke 
further discord), have appeared around Vilnius.12

The combination of disinformation and propaganda, together with difficult 
to attribute physical actions, creates an impression that the narratives evoke 
so much emotion that individuals act upon the information, translating the 
emotions into kinetic action with real-world consequences.
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Norway: An Arctic Warning from 
Svalbard
By Karen-Anna Eggen

Criminals / mercenaries /  
private contractors
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Disinformation  
(Hostile information)

Religion

Incident on the sea /  
close manoeuvring

Sabotage

Critical infrastructure

Cyberattack

Lawfare

Since 2022, Norway has experienced a more confrontational Russia in the 
Arctic. This chapter presents various Russian sub-threshold tools of influence 
related to the Arctic Svalbard Archipelago and Northern Norway. The first is 
a combination of cyberattack, intimidation, and lawfare. The remainder exam-
ines examples of (para-)military signalling, disinformation, religion and histo-
ry, and intimidation in the form of incidents at sea.  

Between May and June 2022, Russia instigated an information operation 
against Norway and Svalbard in connection with EU sanctions restricting 
Russian transport into Schengen.1 Consequently, Russia could no longer 
transport goods from Murmansk to its Svalbard settlement of Barentsburg 
via Tromsø. Although the Norwegian government quickly proposed two 
solutions—either that Russia find another means of transportation from 
the Russian border to Tromsø, or simply ship the goods themselves from 
Murmansk—Russia portrayed the decision as a discriminatory act towards 
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Russians on Svalbard and warned of a looming humanitarian crisis.The 
pro-Russian hacker group KillNet subsequently instigated a large distributed 
denial-of-service (DDoS) attack on several government and media websites, 
using a manipulated picture of then-foreign minister Anniken Huitfeldt and 
citing the discriminatory act towards Russians as the reason.2 On top of this, 
Russian Duma politicians threatened to dissolve a much-praised and hard-
won delimitation agreement from 2008,3 and several other Russian officials 
questioned Norway’s right to sovereignty as they alleged Oslo was breaching 
the Svalbard Treaty.4 

Between January and July 2023, Northern Norway experienced three 
(para-)military incidents. The first was two Russian “seamen” in military-look-
ing uniforms walking the streets of the Norwegian mainland border town of 
Kirkenes.5 On May 9, Russian military-style parades were organized for the 
first time in Barentsburg and Pyramiden on Svalbard.6 In Barentsburg, the 
parade included Russian flags, military-looking uniforms, a motorcade, and 
even a helicopter. In Pyramiden, the so-called Donetsk People’s Republic flag 
was also used. In July 2023, the Russian Consul General to Svalbard led a 
small military-inspired flotilla with several Russian flags in the waters outside 
Barentsburg in connection with Russia’s Navy Day.7

On June 16, 2023, a pro-Kremlin Telegram channel Mash8 published a dis-
information story about a secret U.S. led military-biological laboratory9 on the 
Norwegian Bear Island (located between Svalbard and mainland Norway).10 
The story was picked up by regional and national Russian media and further 
disseminated in a speech by the Russian Head of Medicine and Biological 
Problem of Human Adaptation in the Arctic at a pro-Kremlin conference in 
Murmansk in late October 2023.

In August 2023, the Russian orthodox church had a seven-meter-high 
cross illegally erected in Pyramiden to sanctify the deserted village and pay 
tribute to the Russians who discovered Svalbard. The cross honoured Georgy 
the Victorious, the protector saint for soldiers. According to Barents Observer, 
bishop Iyakov of Naran-Mars and Mezen is well-known for “pushing Russia’s 
geopolitical ambitions in the Arctic by blessing polar outposts together with 
leaders of military and security structures.”11 The bishop was also heard calling 
the village “Russian.” 
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In October 2023, in an apparent act of signalling and harassing, the Rus-
sian research vessel, or spy ship, Yantar, pursued the Norwegian research vessel 
Kronprins Haakon for 18 hours outside Svalbard.12 Yantar documented Nor-
wegian activity, taking pictures and filming. The Russian vessel is under the di-
rect command and control of the Russian Ministry of Defence and is consid-
ered the flagship of Russia’s secret military program GUGI (Main Directorate 
of Deep-Sea Research).13 

Russian complaints about Norwegian regulations on Svalbard14 and testing 
Norway’s responses to various attacks, from cyber to migration, are not new.15 
Although 2024 and the first half of 2025 saw a reduction in, or at least more 
restrained behavior compared to some of the activities highlighted in 2022 
and 2023, more assertive Russian behaviour on Svalbard is the new normal. 
The broader trends of Russia’s increased religious presence (despite a declining 
Russian population on the archipelago) and use of history—in particular So-
viet nostalgia—is noticeable and not without a purpose.16 Russia increasingly 
seeks to promote Russian historic presence on Svalbard and the narrative that 
the island is historic Russian land. This type of memory policy, paired with 
increased Russian accusations of Norwegian discrimination of Russians on 
Svalbard, have worrisome parallels to Russian information operations against 
its other neighbors. Most notably, they resemble the pretexts used by Russia 
prior to its invasions of Ukraine in 2014 and 2022. 

These actions should be seen in relation to Svalbard’s rising security and 
strategic significance and a more aggressive semi-totalitarian Russian state. 
Russia’s 2022 Foreign Policy Review highlighted its ambition to prevent “the 
negative impact of illegal restrictive measures imposed by unfriendly states 
on Russia’s presence on the Spitsbergen archipelago.”17 This was the only ge-
ographical section specifically highlighted in the Nordic region. Previous-
ly, Russia had included brief summaries of its relations with various Nordic 
countries, but these were removed and replaced with more generic statements 
categorising several European countries as hostile. Specifying Svalbard sug-
gests that it is a key area of contention in Russian thinking18—especially when 
Russian activity is paired with official rhetoric, as voiced in February 2024 by 
Deputy Prime Minister Yury Trutnev, who claimed that Russian rights on 
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Svalbard are under pressure, comparing the fight to preserve these with the 
battle for “Russian sovereignty” in Ukraine.19 

The return of President Donald Trump to the White House in January 
2025 increased uncertainty over U.S. commitments to European security. Of 
particular concern in the Arctic region are the repeated statements concerning 
the U.S. need to control Greenland, an autonomous territory of Denmark, a 
key U.S. ally.20 Trump’s threats and justifications challenge international law 
and echo Kremlin talking points. A forced U.S. take-over of Greenland would 
have grave implications for NATO and set a precedent for other states with 
similar territorial ambitions in the Arctic region and globally. 

Furthermore, concern over a U.S. withdrawal from Europe has spurred 
debates about Russia testing NATO’s resolve and commitment to Article 5. 
While the debate typically involves a scenario in the Baltic Sea region, Sval-
bard’s remote location, geostrategic significance, and lack of military presence 
makes it an easier target for a potential attack. Depending on the trajectory 
of NATO cohesion and U.S. security interest in the High North, Svalbard 
should not be written off. Instead, the Arctic archipelago must be seen as a 
potential frontline for NATO.
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Poland: The Modern Hybrid Siege
By Aleksander Olech
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Poland has long been a principal target of Russian hybrid assaults, predating 
even Russia’s aggression towards Georgia in 2008 and Ukraine in 2014. But 
the frequency of sabotage attempts, assaults, and hostile actions has markedly 
escalated since the full-scale invasion, especially as Poland emerged as a pri-
mary conduit for aid to Ukraine. Russia employs a wide array of tools and tac-
tics that together form a true amalgamation of threats—an effort to conquer 
the castle without storming its walls. 

Since February 2022, Poland has been subjected to attacks by the Russian 
security services, paid operatives, private military firms, and unwitting indi-
viduals engaged in nefarious activities. Russian hybrid operations, reinforced 
by information warfare designed to disrupt the dissemination of information, 
are multifaceted in nature, affecting national security across political, social, 
and cyber domains.

Russian operations use a variety of tools: from the instrumentalization of 
migration (as in the case of the Polish-Belarusian border crisis, where mi-
grants were used as a tool for political pressure and to test the state’s response), 
intensive disinformation operations (such as “Doppelganger” and “Matryosh-
ka” involving media impersonation and denigration of fact-checking institu-
tions) to acts of physical sabotage (including arson attacks on industrial and 
logistical facilities involving individuals recruited by Russian intelligence). In 
addition, cyber activities have been an important component, ranging from 
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massive DDoS attacks on government and infrastructure sites (as in the case 
of Polish railway company PKP Intercity and the Polish Press Agency) to so-
phisticated data-stealing operations, including military and personnel data. 
All these activities are elements of a coordinated hybrid strategy aimed at 
paralyzing the functioning of the state, sowing social chaos, weakening mo-
rale, and testing the limits of Poland’s resilience as a member of NATO and 
the European Union.

An event that significantly affected the perception of hybrid threats was the 
Moscow- and Minsk-backed migration crisis on the Polish-Belarusian bor-
der. The first attempts to push migrants illegally across the border took place 
as early as June 2021, when Moscow and Minsk orchestrated flights from 
the Middle East, particularly Iraq and Syria, to Belarus. Migrants were lured 
with promises of easy entry into the EU and deliberately directed towards the 
Polish border. Later, this strategy expanded to include migrants from African 
countries who entered Russia and were then funneled toward the EU’s east-
ern border, with similar hybrid pressure tactics employed against Lithuania 
and Finland. Of particular note was an incident in June 2024, Polish soldier 
Mateusz Sitka was fatally attacked by a migrant when guarding the border. 
The incident triggered strong public reactions and shook the public’s sense of 
security. It was interpreted as part of provocative actions instigated by Belarus 
and Russia. Mass attempted border crossings by organized groups of migrants 
can be seen as a form of low intensity conflict. At the same time, the region 
is witnessing an intensification of disinformation activities, which exacerbate 
information chaos and lead to confusion and increased tensions in society.1

The Lithuanian prosecutor’s office confirmed that Russian special services 
were behind an arson attack on a large market hall in Warsaw in May 2024, 
as well as the previous year’s arson attack on an IKEA store in Vilnius.2 These 
incidents are part of a broader pattern of covert operations conducted by Rus-
sian intelligence in the region. On March 20, 2025, Poland’s Internal Security 
Agency (ABW) detained a Ukrainian citizen born in Russia, who was actively 
involved in espionage activities on behalf of the Russian Federation. The in-
dividual conducted reconnaissance of military facilities across Poland. Dur-
ing interrogation, the suspect provided statements explaining the ideological 
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motivations behind his actions, citing strong personal and ideological ties to 
Russia.3

An increasingly prominent element of the Russian Federation’s hybrid op-
erations in Poland is the use of foreign nationals in diversionary and espionage 
activities orchestrated by Russian special services.4 In 2023, officers of the Pol-
ish Internal Security Agency detected and unraveled an espionage network 
carrying out reconnaissance and diversionary tasks on behalf of the Russian 
Federation. So far sixteen people have been convicted in this case, including 
twelve Ukrainian citizens, three Belarusians, and one Russian.5

Cyberattacks and assaults on Poland’s critical infrastructure have intensi-
fied since February 24, 2022. Deputy Prime Minister and Minister of Digital 
Affairs Krzysztof Gawkowski has stated that there can be dozens of incidents 
per day (mostly cyber-related) and emphasized that Poland is among the most 
frequently cyber-attacked countries in Europe, though some experts also 
point to Estonia as a leading target. 40,000 cyber incidents were reported in 
2022; by 2023, the number had doubled to 80,000. One significant breach was 
a cyber operation targeting a NATO agency, which led to the leak of Polish 
officers’ personal data.6 The hacking group SiegedSec claimed responsibility. 
Another major incident illustrating how cyberattacks and disinformation op-
erate in tandem occurred on May 31, 2024, when the Polish Press Agency 
(PAP) published two fake dispatches about a supposed mobilization in Po-
land, triggering public anxiety.7 In response to escalating hybrid threats, Po-
land is expanding its capabilities within its Cyber Defence Forces Component 
Command (DKWOC), which serves as the fifth branch of the Polish Armed 
Forces. In June 2024, Minister Gawkowski announced the allocation of 3 mil-
lion PLN (approximately 700,000 EUR) for the “Cybershield” project, aimed 
at strengthening civilian-military cyber coordination, protecting critical infra-
structure, and enhancing national cyber resilience.8 

Poland’s first confirmed case of sabotage ordered directly by Russian intel-
ligence occurred in April 2024, when a home improvement store on Radzy-
mińska Street in Warsaw was subject to arson. According to the prosecutor’s 
office, the perpetrator, a Belarusian national identified as Stepan K., was acting 
on behalf of the Russian intelligence services and was subsequently charged 
with sabotage, terrorism, weapons trafficking, and espionage. His actions are 
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part of a growing pattern of coordinated sabotage operations across Polish ter-
ritory, revealing the increasingly aggressive posture of Russian intelligence in 
using foreign nationals for hybrid operations on NATO’s eastern flank.9

In the realm of disinformation, Russia spreads false messages to undermine 
support for Ukraine and divide Polish society. The narratives disseminated 
focus on stoking anti-Ukrainian sentiment by promoting theories about the 
“Ukrainization of Poland,” which alleges that refugees receive favorable treat-
ment while exaggerating the cost of aid to Ukraine.10

Disinformation related to the situation on the Polish-Belarusian border 
was also revived in 2025. Alongside the “traditional” narratives, Belarusian au-
thorities alleged they thwarted the smuggling of 580kg of highly explosive 
PETN from Poland to Russia, where it would be used to carry out sabotage 
and diversion. The purpose of such a cognitive operation was to influence the 
societies of Belarus, Russia, and the West at large.11

In late April 2025, fires broke out in the Biebrza National Park, near the 
border with Belarus. Poland’s Prime Minister Donald Tusk stated that the 
arson incidents were part of Russian and Belarussian hybrid activities carried 
out by very young people for low wages; while significant damage is caused, 
tracing the perpetrators is difficult.12

The methods deployed against Poland could be described as a siege on so-
ciety. Highly varied activities combine military and non-military instruments 
to concurrently pursue political, military, informational, social, and financial 
objectives. By means of instrumentalising migration, disseminating false in-
formation, and acts of sabotage and diversion, Russia and its allies hope to 
destabilise Western societies. The Polish example gives other European coun-
tries insight into how far Russia has to go to reach its goals. 

In response to the growing threat from Russia and Belarus, in May 2025, 
Prime Minister Donald Tusk extended Poland’s BRAVO and BRAVO-CRP 
second highest alert level (in a four tiered system) through August 31, 2025.13

Given the growing pressure, one of the top concerns of the Polish govern-
ment should be continually enhancing the nation’s resilience towards future 
hybrid attacks. This includes optimizing border security, raising public aware-
ness, and deepening international cooperation. Poland remains the eastern 
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wall of NATO and the European Union, serving simultaneously as a key 
logistics hub for Ukrainian aid. The wall is still being built, as new layers of 
bricks are added to strengthen its structure, but resilience is not a finished 
product—it is a continuous effort to ensure the enemy stays at bay. 
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Sweden: The Atomic Church With 
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By Patrik Oksanen
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Just a five-minute walk from Västerås Airport, an important airfield for Swe-
den’s total defence, lies a newly built Russian Orthodox Church (Heliga 
Gudsmodern till Kazan/Holy Godmother of Kazan). The process of build-
ing the Church is a story of money laundering, political infiltration, funding 
from the state owned nuclear energy company Rosatom (which also produces 
Russian nuclear weapons), decisions from the highest level in Moscow, con-
nections to organised crime, all at a strategic location from which to house 
resources and operatives that could be used during a crisis and ultimately war.

The Russian Orthodox Church (ROC), also known as the Moscow Patri-
archate, was revived by Stalin in 1943 and put under the control of the NKVD 
(precursor to KGB, today SVR and FSB).1 The historic bonds remain. 

The wooden church in Västerås, worth 35 millions SEK (approx. 3.1 million 
EUR)2 and protected by a high black iron fence, was funded by Rosatom.3 This 
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source of funding became public in 2023, when Metropolitan Anthony of Vo-
lokolamsk, chairman of the Moscow Patriarchate’s Department for External 
Church Relations, officially thanked Rosatom for its financial support during 
the church’s inauguration. The financing was channeled through Rosatom’s 
Fund for Supporting Christian Culture and Population,4 which is led by the 
head of Rosatom and includes the Metropolitan himself as a board member.
Among the invited guests at the inauguration were the ambassador of Belarus, 
and number two at the Russian Embassy, who had earlier been identified as a 
Russian intelligence officer by Swedish public broadcaster SVT.5

The plan to build a church in Västerås dates back to 2012, but it was not 
until 2017 that permission was granted, despite warnings from Swedish Secu-
rity Police (SÄPO).6 The procedure was marked with noticeable events. Two 
substitutes of the local permit board, one with personal connections to the 
church and the second with roots in the former Soviet Union, acted with prac-
tical support to the priest to establish the church during the process without 
reporting their conflicts of interest in any written form to the municipality. 
The decision to grant the building permit was taken by the chair alone, which 
is legal but highly unusual—especially in a case like this with a warning from 
SÄPO.7

During the process, the priest in Västerås8 was CEO for a Russian compa-
ny9 and later convicted of accounting violations.10 The priest had also received 
a medal of honour from the Russian Foreign Intelligence Service (SVR) for 
establishing the church.11 In addition, the Estonian developer of the church 
had been sentenced to seven years imprisonment for drug smuggling and re-
portedly had connections to Russian organised crime with links to the FSB.12

SÄPO reported in 2019 that, among other tools, Russia uses religion and 
the establishment of physical sites that could be used here and now, and in the 
future in a more severe security situation.13 Since religious institutions are pro-
tected in various ways under Swedish law, for example from wiretapping, the 
church’s vicinity to the Västerås airport will continue to be a security challenge 
for the Swedish authorities. In 2024, after SÄPO confirmed the ROC’s ties to 
Russian intelligence, the Swedish Agency for Support to Faith Communities 
ceased all government funding to the ROC.14



83

South of Gävle, the ROC in Sweden rented a church by the Marma mili-
tary shooting range,15 which is strategically located close to several important 
bridges and several energy plants.16 The priest responsible for the Gävle parish 
is the same as in Västerås. After an intervention by the Diocese of the Swedish 
Lutheran Church, the contract was terminated in late 2023.

In Stockholm, the Moscow Patriarchate tried to take control of an inde-
pendent Russian orthodox parish. The hostile takeover attempt ultimately 
failed, but it culminated when a group from patriarchate disrupted a baptism 
and demanded loyalty to Moscow. The police were summoned to the church 
in central Stockholm to restore order.17 The ROC admitted the attempt to 
change the jurisdiction of this independent Russian orthodox parish with the 
justification: “They had stopped loving Russia and lost their Russian identity,” 
but denied the actual hostile takeover attempt.18  Instead, the ROC managed 
to infiltrate the independent non-profit association Sankt Sigfrids kyrkas vän-
ner (Friends of the church of Saint Sigfrid)19 and take control over the build-
ing that lies close to Stockholm Waterworks and right along the Essingeleden 
(E4/E20 motorway). Despite a court ruling giving control over the associa-
tion back to the original board, the ROC kept control of the building for three 
years due to continuous legal challenges against the non-profit association and 
refused to hand over the keys.20  In 2024, the ROC finally gave up and handed 
the building over to the legally recognized party.21

In Boliden, in northern Sweden, the still Moscow-loyal part of the Ukrain-
ian Orthodox Church was gifted a building as part of a money laundering 
scheme through Bulgaria involving 50 properties that changed ownership 
over 120 times. The donor to the church was later sentenced to four years of 
prison for money laundering. When the police raided the premises, they found 
a wanted person hiding in the church.22

Issues with Russian churches are not limited to Sweden. In Norway the 
ROC bought a property to use as a church with a perfect view over Norway’s 
most important naval base, Haakonsvern, outside of Bergen.23 The ROC also 
attempted to build a chapel near an important radar facility24 operated by 
Norwegian intelligence and highly relevant to NATO.25 

In Estonia, a donation of 1.24 million EUR to build a new church in Tallinn 
in 2010 raised alarms. The Estonian Internal Security Service (KAPO) found 
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the donor to be Putin’s close confidant Vladimir Yakunin, president of the 
state owned Russian Railways.26 In 2024, Estonia did not renew the residence 
permit for Metropolitan Eugene, a Russian citizen who led the Estonian Or-
thodox Church of Moscow Patriarchate.27 KAPO stated in its 2024 annual re-
port that the metropolitan was involved in influence activities and concluded:

“From Russia’s perspective, it is crucial to maintain the entities associated 
with the Russian Orthodox Church abroad, along with their influence 
and assets, because the church is one of the few remaining levers for Rus-
sian influence operations that are not yet directly affected by internation-
al sanctions.”28  

The Estonian Parliament followed up by calling the Moscow Patriarchate “an 
inherent danger to Estonia’s security and survival, including a direct threat to 
the public and constitutional order in Estonia,” and underlined the Church’s 
role as an ideological pillar for the Russian state.29 In the spring of 2025, the 
Estonian Parliament passed with overwhelming majority a law that would 
force religious entities to cut ties with Moscow. However, President Alar Karis 
did not sign the law, despite sharing the threat assessment. Instead he stressed 
that the issue is not the lack of legal tools, but rather their implementation, and 
that existing tools should be applied more forcefully.30

In Russia, the only thing that is holy is the Empire. It is not surprising then 
that the Church serves the Kremlin’s higher purpose and not God’s.
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Discussion & Conclusions
Patrik Oksanen, Minna Ålander

Despite Russia’s best efforts, the accelerated sabotage campaign in Europe 
reflects its inability (so far) to undermine Western support for Ukraine. As 
the Estonian Foreign Intelligence Service put in its 2025 public report, “This 
campaign, led by Russian special services, is intended to spread fear and con-
fusion, driving Western nations away from supporting Ukraine.”1 The Finnish 
Security and Intelligence Service came to the same conclusion, but added that, 
“the attacks are aimed at simple and readily accessible targets that are of sym-
bolic or secondary importance in terms of actual support for Ukraine, such as 
shopping centres or other less well-protected sites.”2 The increasingly brazen 
sabotage campaign that relies on recruiting non-professional proxies reflects 
Russia’s otherwise diminished ability to operate and conduct influence cam-
paigns, as European countries have expelled Russian “diplomats” working as 
intelligence agents. 

The Finnish Security and Intelligence Service identifies the Russian Mili-
tary Intelligence Service (GRU) as the main actor behind the sabotage cam-
paigns. Rather than significantly disrupting military support logistics for 
Ukraine, Russia aims to influence opinions and the general sense of public 
safety, while imposing a burden on public authorities. But as GRU is the driv-
ing force of the operations, they also follow military aims.3 The Estonian Mil-
itary Intelligence service notes, however, that the strategy is not without risks: 
“Russia’s covert sabotage operations have consistently backfired, reinforcing 
the prevailing perception of Russia as a hostile force rather than achieving any 
strategic advantage.”4

While Russia’s war aims in Ukraine and the resulting confrontation with 
the rest of Europe currently define its actions, Russia’s hybrid warfare is not 
a consequence of Western support for Ukraine. It is therefore important to 
have a full understanding of Russia’s history of using hybrid warfare tools well 
before its full-scale invasion of Ukraine in February 2022, and to recognise 
patterns in Russia’s behaviour.



88

This book highlights that Russia utilises the full toolbox at its dispos-
al, which it has been developing over the past several decades. The Kremlin 
does not feel bound by legal or moral scruples and malign actions support 
Russia’s long-term strategic aims. Russia demonstrates ruthlessness in its de-
cision-making when it comes to disrespecting international law and human 
lives, and a general willingness to take more risks than Western decision mak-
ers. An updated threat assessment by the Danish Military Intelligence Service 
estimated in February 2025 that Russia’s willingness to take risks is likely to 
further increase, if the force correlation continues to develop in Russia’s fa-
vour.5

Beyond the current war aims in Ukraine, Russia’s activities serve the Krem-
lin’s long-term objectives: 

•	 Make Russia Great Again: This objective means a return to Russia’s his-
torical realm that includes, at the very least, Belarus and Ukraine. This is a 
frontal attack on the international order as well as neighbouring countries’ 
sovereignty. According to the Russian worldview, only great powers are ful-
ly sovereign. In the Kremlin’s thinking, this implies a natural given right to 
territorial demands (as in the current war in Ukraine), spheres of influence 
over neighbouring countries, and to dictate the European security order, 
exemplified by the list of demands for Eastern and Northern Europe that 
Russia issued to NATO in December 2021.6

•	 Regime survival: For Putin and his inner circle of elites, the idea of a threat-
ening West has long prevailed in the Kremlin corridors. Consequently, 
norms and values that we in the West take for granted, such as human rights, 
democracy, political accountability and rule of law, are perceived as existen-
tial threats to the power structure Putin has built. In order to secure power, 
the Kremlin ruling elite fortifies itself with authoritarian, and increasingly 
totalitarian, rule and exports the image of Russia as a conservative and tra-
ditional alternative to the “decadent” West. In this worldview, a successful, 
democratic, and European Ukraine is a direct threat to the regime. 

These goals lead Russia to pursue the following strategies: 

•	 Breaking down the respect of a rules-based order and the European security 
order based on the Helsinki Final Act of 1975.7 A breakdown would mean 
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a return to a “Congress of Vienna”  order and the end of the UN and OSCE 
as we know them.8 

•	 Ending and reversing NATO enlargement through undermining and ulti-
mately breaking the credibility of NATO’s Article 5 and thus the alliance’s 
collective deterrence and very existence. 

•	 Severing the transatlantic link through U.S. withdrawal from Europe, ren-
dering Europe effectively defenceless, at least in the short-term. 

•	 Breaking up the European Union as a political and economic bloc through 
undermining democracy in member states and promoting authoritarian 
parties friendly to the Kremlin, like in Hungary and increasingly in Slova-
kia. 

The Nordic-Baltic Region: A Testing Ground for Russia’s 
Hybrid Tools
Membership in the EU and/or NATO adds layers of protection to the dem-
ocratic political systems of the Northeastern flank countries—a development 
Moscow views as a threat to its national interests, prompting Russia to seek 
ways to undermine EU cohesion and challenge NATO’s deterrence.9 Due to 
the loss of Russian economic, diplomatic, and political influence in Europe, 
it is likely that we will see increased physical hybrid activities, potentially in 
concert with military activities (exercises, posturing, and signalling). Europe-
an leaders struggling to effectively quickly respond to such actions creates a 
permissive environment for Russia.

According to the Finnish Security and Intelligence Service, Russian 
sphere-of-influence thinking means that it “views small countries […] a zone 
of operations that serves the interests of major powers. Russia envisages a 
world in which small states should become satellites of larger states that may 
disregard their interests when a few large countries settle matters between 
themselves.” 

Swedish Military Intelligence bluntly states that Russia sees itself in a stra-
tegic conflict with the West and thinks it has the right to define what states are 
in its influence sphere: 
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“Russia is using all its instruments of power in the conflict: military, po-
litical, diplomatic, information operations, cyberattacks, sabotage, and 
more—all with the aim of influencing developments … Russia’s strategic 
objectives have been clearly articulated by its leadership for a long time. 
These objectives are: a new European security order, the right to a distinct 
Russian sphere of influence in which Russia defines which countries are 
included and the stability of its own regime.”10

The Finnish Security and Intelligence Service also emphasises that the Bal-
tic Sea is of major significance to Russia. The shadow fleet is currently the 
most economically and logistically viable option for Russia to evade sanctions 
on crude oil, which is crucial for Russia’s economy and continued capacity to 
wage war.11

It is crucial for the Nordic and Baltic countries to be resilient enough to 
absorb the hybrid attacks and to endure the Russian threat in the long run. 
The region has, in fact, demonstrated a high level of resilience, as none of the 
sabotage incidents have so far led to major disruptions. But one should not 
underestimate the long-term effects of the attacks, both when it comes to psy-
chological and economic effects. Russia is playing the long game; the attacks 
conducted so far can be seen as partly a dress-rehearsal for the next level of the 
hybrid war. 

This means that, as we build greater resilience, it is increasingly important 
to take action and build deterrence against Russia as well. NATO’s European 
deterrence and defence concept should be broadened to include countering 
and responding to sub-Article 5 hybrid attacks. Lessons learned from coun-
tries such as Ukraine and Moldova should be integrated into such work and 
adapted to region-specific vulnerabilities. 

Hybrid threats exploit weaknesses within societies and between Western 
countries. Furthermore, in Russian thinking, it is also an activity that can be 
applied persistently across the spectrum of conflict and peace. It is therefore 
essential to build structures that are able to track and preemptively deter Rus-
sia in the hybrid sphere. The Nordic-Baltic region, a longtime target of Russia’s 
hybrid attacks, has taken important steps to improve the understanding of the 
scope and speed inherent in hybrid challenges and to maintain an overview 
that enables accurate analyses of the situation. However, there is still room to 
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improve communication and cooperation between domestic departments and 
intelligence agencies, as well as among the Nordic and Baltic countries—par-
ticularly given their shared geography and the likelihood that much of Russia’s 
activity is coordinated to undermine the region as a whole. 

This will require the introduction of a new security culture that fully under-
stands the complex and comprehensive threat in the wider Northern region. 
This also means accepting that hybrid threats are not theoretical or negligible, 
but part of a war that has been ongoing for a long time below the threshold of 
armed conflict. The cases in this book illustrate the variety of methods through 
which this warfare is conducted.  

It is also important to understand that Russia often acts opportunistically 
and experiments with different approaches, reaping benefits and replicating 
strategies whenever they work.12 One of the best such examples was the case 
in May 2024 when the Russian Ministry of Defence uploaded a document on 
its website, suggesting that its maritime borders with Finland and Lithuania 
should be reassessed. The document initially disappeared after a few hours, 
without much comment from the Kremlin. But after noticing the panicked 
reaction to the document in Europe, Russia capitalized on the incident in the 
information sphere by moving border markers in the Narva river between 
Russia and Estonia.13 On the other hand, the case presented a rare opportunity 
for a symmetric response, as the Finnish Ministry of Foreign Affairs initiated 
the regular reassessment process of the maritime borders due every 30 years, 
with the last time in 1995.14

The examples from the Nordic-Baltic region underline the value of collect-
ing and sharing information in order to achieve a greater situational aware-
ness of Russian activities encompassing the whole region. It is crucial that the 
Nordic and Baltic countries increase their capability to uphold deterrence by 
denial. This requires achieving a sufficient level of resilience to dilute the effect 
of the attacks (to the point of rendering them counter-productive) and having 
the capability to meet an attack with countermeasures that degrade the ag-
gressor’s capability to inflict harm. Doing so requires a mix of increased mili-
tary surveillance presence (such as NATO’s Baltic Sentry vigilance operation) 
and closing legal gaps (such as the Finnish property laws or extended author-
ity to conduct insurance checks on suspected shadow fleet vessels in Sweden). 
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Another tool is deterrence by punishment. The aggressor should know that 
e.g. a successful cyber attack has tangible consequences. The response can be 
asymmetric but still relevant, such as the EU’s hybrid sanctions on the re-
sponsible individuals and entities.15 In all of the above cases, it is important to 
have appropriate responses ready: be it holding the aggressor and its cronies 
accountable politically, legally, diplomatically, and economically; as individu-
als or legal entities, or, if more advantageous, choosing the option of non-attri-
bution and covertly striking back, for example with a tit-for-tat cyber attack. 

Still, these measures are defensive in nature, even if a punitive counter-
operation is in itself offensive. The questions the West needs to answer if it 
wants to win the hybrid war against Russia are: 1) what does victory look like 
and 2) how do we achieve it? Today, the political will rise to the level of simply 
not losing the day, and our policy proposals are fit for this level of contentment, 
but we suggest the need for exploring another strategy—a strategy to win. 

A Permanent Hybrid Response Mechanism
Although the hybrid threats must first and foremost be dealt with on the na-
tional level, the nature of the threat means that the best strategy includes a 
concerted effort with like-minded allies. The EU and NATO levels are crucial 
in many ways, but larger organisations are often slowed down by unanimous 
decision-making and long bureaucratic processes. Sometimes a swift response 
is needed. Strategically, after Finland and Sweden’s NATO accession, the 
Arctic and Baltic sub-regions have become one operational area. The Nor-
dic-Baltic 8 (NB8) format and other frameworks including like-minded allies 
such as Poland in the NB8+PL format or NB8 with the UK and the Nether-
lands in the Joint Expeditionary Force ( JEF) can offer suitable frameworks for 
facilitating such consultations and coordination.

In order to meet hybrid threats with an improved situational awareness in 
a coordinated manner, we propose a permanent NB8 mechanism for alerting 
members of incidents and creating awareness of patterns through data col-
lection and information sharing. This mechanism may also be used to build a 
capacity to inflict costs on the aggressor that are higher than any one country 
could achieve on its own. And of course, be open for other NATO members 
to join. 
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A permanent coordination mechanism—with dedicated resources for anal-
ysis and response planning—would improve reaction times and enable pre-
ventive measures, compared to the current reactive and ad hoc coordination. 
Because of the varied nature of hybrid threats and the strategic importance, we 
advise that the mechanism be tied directly to the offices of the sitting prime 
ministers or presidents instead of being delegated to a ministry (e.g. Ministry 
of Foreign Affairs, Ministry of Defence or Ministry of Justice). A functioning 
NB8 mechanism would also strengthen the EU and NATO’s efforts on hy-
brid threats by facilitating faster and more inclusive participation from other 
allies while actions at the EU and NATO levels are still being processed.

Furthermore, since many communication platforms and strategic sectors 
vulnerable to hybrid interference are owned and operated by private compa-
nies rather than the government, it is essential from a total defence perspective 
to integrate the private sector (e.g. national confederations of business and 
enterprises) into the coordination mechanism. Currently, private companies 
lack incentives to report incidents that do not cause disruptions for consum-
ers, which leads to incomplete situational awareness by governments. Private 
sector inclusion can thus serve as both a channel for feeding data on observed 
or experienced activities, and a means of sharing and learning best practices 
for protection against attacks. Since hybrid threats present a whole-of-society 
threat, a whole-of-society approach is needed in response. This is a well-estab-
lished part of the Nordic total defence concept.

The hybrid threats are real, severe and defence against them can not wait. 
Urgency must be the watchword. 
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Afterword
For too long there has been a misunderstanding that war is only fought on the 
battlefield, with tanks, planes, and guns, while all other hostilities exist within 
a “grey zone” of peace. As this book has shown, this is a dangerous misunder-
standing. 

Russia’s hybrid war is indeed a real war waged against the West. In this war, 
the whole of society is a target. The more we understand Russia’s methods and 
goals, the better equipped we are to defend our democracies. 

Hybrid warfare is an integral part of how Russia wages war. Hybrid attacks 
test not only our preparedness and resolve ahead of a conventional war, but 
seek to undermine infrastructure vital for societal functioning and military 
capabilities, divide our societies, and reshape the political landscape in Russia’s 
favor. Failure to respond effectively only invites further aggression.

Europe must defend itself. Credible deterrence requires not only the ability 
to prevent an attack, but to respond and inflict damage to defeat the adversary. 
Without clarity on the nature of the threat and the identity of the aggressor, 
we can do very little. This book has provided such clarity. 

The Stockholm Free World Forum is proud to have collaborated with the 
Konrad Adenauer Stiftung. Leveraging our shared resources and knowledge, 
we have aimed to foster a shared threat perception across Europe. This book, 
building upon a previous report “Tracking the Russian Hyrbid Warfare - Cas-
es from Nordic Baltic Countries” (2024) represents the next step in our joint 
efforts to enhance European preparedness and resilience against ongoing hy-
brid attacks. 

It is high time to act and defend ourselves in a war that is already underway. 

Gunnar Hökmark
Chairman of Stockholm Free World Forum
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