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There can be no doubt that the Australian government’s decision
to ban ‘high risk vendors’ from its 5G network build caused ripples
not just through the Five Eyes community but in key markets where
these ‘high risk vendors’ already has key customers. One of those

such customers was Germany.

No specific ‘high risk vendor’ was named by
the Australian government', however, the
media swiftly named Huawei after the then
director-general of the Australian Signals
Directorate (ASD) noted in a public speech
in October 2018:

“It would be naive to think we can man-
age these strategic and technology risks by
holding back change. Like everything, it is
a question of finding the right balance be-
tween leveraging all the advantages that
these new shifts bring - and protecting
Australians, our values and our way of life.

These twin themes of technological and
strategic economic shifts can be seen in the
government’s recent decision to prohibit
telecommunications carriers from using
high-risk vendors in 5G networks.”

In a visit to Germany in June 2019, it be-
came apparent that this was a country that
was grappling with a multitude of tensions
when it came to opening the door to a po-
tential 5G vendor that other key countries
had considered to be a risk. The Five Eyes’
decisions (or deliberations, at least) have
also slowly become public.

Australia’s position with respect to Huawei
was hardly new. And risk based decisions
when it came to network operators were
not new.

In 2012, the Australian government fa-
mously banned Huawei from taking part
in the National Broadband Network (NBN)
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build. However, 2012 was a long time ago
and the public narrative (from government,
at least) around restriction of such vendors
was quite different: there was none. No
public statement, no intelligence official
publicly talking about it. Nothing. The news
dribbled out and was confirmed by the
then National Security Advisor, Dr Margot
McCarthy before a Senate Estimates Com-
mittee hearing in 2013. Importantly, she
noted that ‘it was a risk based decision to
exclude Huawei from the National Broad-
band Network.”

Trust and trading partners are also a huge
influence in when or if decisions like ex-
cluding a vendor from building a piece of
critical infrastructure should be made pub-
lic. In 2012, Australia’s largest trading part-
ner was China. The lack of public narrative
could be explained away in the context of a
trade relationship. Or it could be explained
in the context of a different time. A time
when the public narrative tended to be less
direct.

The 2012 NBN decision also didn't really
spook our Allies and certainly not Ger-
many. The only ‘spooking’ (if there were
such a thing) came from the US House In-
telligence Committee which had issued a
damning report on Chinese vendors and
trustworthiness. The wave of distrust may
have been quiet here in Australia but it was
building up in the United States of Amer-
ica. The arguments of trust were often
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interwoven with theft of intellectual prop-
erty and several indictments for the arrest
of Chinese nationals accused of spiriting
out highly sensitive US secrets and / or of
commercial espionage.

However, the NBN decision was 7 years ago
and even then there were questions in the
US about Chinese law compelling its citi-
zens to cooperate with requests from the
Chinese government.

“..under Chinese law, ZTE and Huaweiwould
be obligated to cooperate with any request
by the Chinese government to use their
systems or access them for malicious pur-
poses under the guise of state security.”*

Chinese law and how it operates is import-
ant when it comes to extraterritoriality. Ac-
cording to the Australian Strategic Policy
Institute summary of Chinese law:

‘For Chinese citizens and companies alike,
participation in ‘intelligence work’ is a legal
responsibility and obligation, regardless of
geographic boundaries.

This requirement is consistent across several
laws on the protection of China’s state secu-
rity. For instance, Article 7 of the National In-
telligence Law (IEZF &) declares:

Any organisation and citizen shall, in ac-
cordance with the law, support, provide
assistance, and cooperate in national in-
telligence work, and guard the secrecy of
any national intelligence work that they are
aware of. The state shall protect individuals
and organisations that support, cooperate
with, and collaborate in national intelli-
gence work.”

This can be summarised by ‘For Chinese cit-
izens and companies alike, participation in
‘intelligence work’ is a legal responsibility and
obligation, regardless of geographic bound-
aries.® In short, that can mean the ability
for the Chinese government to influence/
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interfere with/ have access to key assets of
national interest and in this case, it would
mean Australia's 5G network.

At the same October 2018 National Secu-
rity Dinner, ASD's Director-General spoke
publicly about the risk assessment that
ASD carried out as part of their risk assess-
ment for government. In short, accord-
ing to ASD, once a vendor was embedded
in the actual network, then for a high risk
vendor, it then just becomes a matter of
capability and intent’. The ability to inter-
fere with or cause harm (at the direction of
their government) exists irrespective of the
wishes of that company’s leadership. Since
then, there has been much talk of the ‘core’
and ‘edge’in a 5G network.

In contrast, ASD's UK equivalent, the Gen-
eral Communications Head Quarters
(GCHQ) seemed to form a different view?
and consequently, the UK government's ap-
proach as to 5G vendors was different. And
perhaps not surprisingly, the UK also had
agreed (many years ago) to having a Hua-
wei ‘cell’ that assesses Huawei code before
it is used®. The 5G network build decision is
a matter for the UK government and they
are perfectly entitled to take a different de-
cision to other Five Eyes partners. It seems,
according to news reports, that the 5G de-
cision was subject to heated debate in Cab-
inet and there was no uniform view as to
where the United Kingdom sat with respect
to excluding high risk vendors. However, in
terms of a public narrative it was the start
of the ‘core versus edge’ narrative. It could
be said that Australia was not in this camp.

Was the ‘core versus edge’ camp looking for
convenient nuance in order to justify their
decision or to soften the blow for Huawei?

So where did all of this leave Germany in
June 20197 It appears somewhat in the
middle. Germany did not seem to want to
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adopt the direct Australian approach with
one organisation we visited saying that
“Germany would never directly exclude a
company in a procurement process”. Some
German organisations labelled the Austra-
lian decision as “geopolitical”. Often talk
moved to China being regarded as less of
athreat because it was not close geograph-
ically which is ironic given the conduit of
cyber has no borders.

Overwhelming, we heard that Germany
wanted to be in a position to ‘trust and ver-
ify’ and that it would prefer to be able to
ascertain (or perhaps exclude or control?)
its vendors on that basis. However, when
pressed to explain how an approach of
trust and verify when even the best run
Chinese company can be subject to its do-
mestic law and no German company would
be the wiser, they struggled to articulate
how this might actually achieve greater se-
curity. Some shifted uncomfortably when
we asked why a ban on high risk vendors
could not occur. There was also talk of a
broader European strategy and that one
country could not dictate the procurement
process. Although apparently these deci-
sions are made a ‘national level’ and not at
the EU level.

The sense was when we left Berlin on a
very warm Summer afternoon that they
were no closer to a 5G network build pro-
curement decision that enabled the Ger-
man government to effectively manage the
risks of allowing a high risk vendor as part
of the 5G build. There was a sense of un-
ease coupled with the tension of knowing
they had to act decisively.

Now in early 2020, the leaves have long
since fallen and the cold wind of pressure
to act would no doubt have been felt in
the Bundestag. While the situation with
respect to the build of the 5G network re-
mains very fluid at the moment - and there
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are dissenting factions within the party
on this matter - it appears the CDU would
lean towards deciding to allow Huawei to
take part in Germany’s 5G bidding'. Such
a move has been labelled a ‘Faustian bar-
gain' in that it is suggested the Chancellor
can put Germany'’s economic interests first
but potentially jeopardise international se-
curity in the long term™.

It is important to look at the actual ‘deci-
sion’the CDU leadership proposes to make.
So far, what we seem to know is that Hua-
wei would be included in the 5G network
build procurement process.

According to a document apparently en-
dorsed by the CDU leadership', it appears
they might advocate for adopting a variant
of the ‘core versus edge' approach. The
document notes that ‘the core network must
fulfill the highest security requirements...
the government should also have increased
security requirements for the peripheral 5G
network without jeopardising the immedi-
ate transition to 5G' and that '...no company
should have a presence in the network in-
frastructure no higher than 50% by 2025. In
the case of foreign suppliers, a maximum of
30% of the periphery (edge) of the network.
It is implied that all core network suppliers
should be European.

It has also been suggested that the deci-
sion to not exclude Huawei from the 5G
German build is based on commercial and
trade interests that have prevailed over se-
curity interests. According to Foreign Policy,
Germany is heavily reliant on the Chinese
market and according to unnamed ‘Ger-
man Officials’ that ‘Merkel was warned by
Chinese leaders that an exclusion of the
Shenzhen - based group from the German
5G network would have serious conse-
quences for bilateral economic ties".
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What is clear is that Germany wants to pur-
sue a different path, and that is its choice.
To let many vendors compete in the pro-
curement process for any critical infra-
structure build is inclusive and this is in
keeping with the organisations we spoke
with in June 2019. The sense that direct ex-
clusion was not seen as the right thing to
do. Or possibly, the impact upon German
/ China trade relations was too great? An-
other factor could be that Huawei has part-
nered with Deutsche Telekom and other
carriers in Germany for many years so the
cost of replacing such equipment would
be considerable.

Germany'’s possible decision to let Huawei
take part in the 5G procurement process
feeds into a broader EU issue about secu-
rity as a whole (as in, the EU) rather than
individual member States deciding what is
in their national interests. There does seem
to be a tension between the German way,
and the EU way and it is unclear whether
there can really be a unified approach to
building of a 5G network particularly be-
cause each EU member state may have
different incumbent providers who in turn
have relationships with many overseas
vendors like Huawei.

It will be interesting to see as Germany
moves through the 5G procurement pro-
cess how it will (or will not) be influenced
by the different approaches other nations
have taken. Similarly, whether it will be in-
fluenced by a broader EU approach to na-
tional security.

Will Germany decide that it is neither the
‘core’ or the ‘edge’ that matters - and the
security risks will be managed by limiting
foreign network operators as suggested in
the CDU document? Irrespective of which
path Germany takes, it is bound to attract
attention and be closely watched.
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