
PAGE 37THE PERISCOPE SERIES  /  VOLUME  3  /  2020

5G and beyond: A test for 
“technological sovereignty” 
in Europe?
Isabel Skierka, Researcher at the European School of Management and Technology 
Berlin; PhD candidate at TalTech University, Estonia; non-resident fellow at GPPi, 
Berlin 

December 2019 [This article was submitted in late December 2019. Therefore, 

developments after that point in time are not considered in this article.] 

About the Author

Isabel Skierka is a researcher with the Dig-
ital Society Institute at ESMT Berlin, where 
she focuses on cybersecurity policy in Ger-
many and Europe (including IoT security 
and safety), electronic identity manage-
ment, and the intersection of geopolitics 
and technology. She is also pursuing a PhD 
at the Ragnar Nurkse Department of Inno-
vation and Governance at Tallinn Univer-
sity of Technology in Estonia in which she 
explores cybersecurity crisis management. 
She is a non-resident fellow with the think 
tank Global Public Policy Institute (GPPi) in 
Berlin, and serves as a member of multiple 

multi-stakeholder organizations in the field 
of digital policy. Prior to joining ESMT, Isabel 
worked with GPPi, NATO, at the European 
Commission’s DG Connect (as a Bluebook 
trainee), and as a visiting researcher at the 
Institute of Computer Science of the Free 
University of Berlin. Isabel holds a master’s 
degree in international conflict studies 
from the War Studies Department of King’s 
College London and a bachelor’s degree in 
European studies from Maastricht Univer-
sity, including an exchange at Sciences Po 
in Paris.

ANALYSIS



PAGE 38 THE PERISCOPE SERIES  /  VOLUME  3   /  2020

In the heated debate over Chinese vendors’ participation in the roll-
out of 5G mobile networks, Europe has so far refrained from a black-
and-white stance on the issue. For months, the United States has 
pressured European allies to exclude Chinese vendors such as Hua-
wei from 5G networks on national security grounds. 

In the end, European Union (EU) member 
states have been navigating a ‘middle way’ 
between an outright ban, following coun-
tries like the United States or Australia, and 
a completely vendor-agnostic approach. 
In October 2019, the EU Network Informa-
tion Security (NIS) cooperation group (com-
posed of representatives from EU member 
states, the European Commission and the 
EU’s cybersecurity agency ENISA) pub-
lished a joint risk assessment which pro-
vides a thorough overview of the technical, 
but also the non-technical, political chal-
lenges related to securing 5G networks.1 
The report emphasizes the need for robust 
IT security risk management and other 
technical measures, but also warns mem-
ber states of deploying equipment from 
suppliers that are likely to be “subject to in-
terference from a non-EU country” due to 
respective legislation and a lack of “demo-
cratic checks and balances”. It also names 
“non-EU states or state-backed actors” as a 
primary threat to 5G network security. The 
wording’s code for the Chinese tech giant 
Huawei and China itself is hard to miss. A 
set of Council Conclusions published in 
early December 2019 echoed these con-
cerns.2 On this basis, the EU is poised to 
publish a ‘toolbox’ of technical, legal, and 
political risk mitigation measures by 31 De-
cember 2019.3 

The challenges that the EU faces with 
5G go beyond cyber and national 

security threats. For Europe, the rollout of 
the 5G infrastructure has become a geopo-
litical test on several levels. Will Europe be 
a shaper or taker of 5G technology and the 
new era of industrialization it promises to 
propel? How will it be able to control the se-
curity and reliability of such key digital in-
frastructures in the long-term? Eventually, 
how should EU member states manage 
their dependencies on foreign technolo-
gies and strengthen their “technological 
sovereignty” – a political priority of the in-
coming EU Commission led by Ursula von 
der Leyen?4 The latter might be the most 
important strategic issue the EU will need 
to tackle in the long-term and will be deci-
sive for the Union’s ability to shape its own 
future in the digital age.

It is against this wider geopolitical back-
drop that EU member states will need to 
decide the handling of 5G security risks 
and potential dependencies on Chinese 
suppliers, like Huawei, in their telecommu-
nications networks. The precondition for a 
unified approach is unity among EU mem-
ber states. 

The German debate – a precedent 
for Europe?

In Germany, the question of Huawei’s in-
volvement in the rollout of 5G networks 
has perhaps triggered the most intense 
public debate of all countries in Europe. The 
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country’s decision about 5G security will 
send an important signal to other EU mem-
bers – Germany has the largest national 
economy and largest telecommunications 
market in Europe. While the inclusion of 
Huawei in the rollout of 5G networks car-
ries significant political and economic risks, 
German industry also has a lot to lose. Ex-
cluding Huawei from the network would 
likely result in some form of retaliatory 
action from Beijing that could harm the 
German economy and specific industries, 
such as the car industry. Chinese officials 
and more recently, the Chinese ambassa-
dor to Germany, have already hinted at 
this possibility.5

In this context, the German government 
had originally planned to adopt a purely 
technical approach to 5G security. Days 
after the EU’s join risk assessment’s pub-
lication on 9 October 2019, the German 
government released a catalog of draft tele-
communications security requirements. 
Drafted by two lower level government 
agencies – the Federal Network Agency 
(BNetzA) and the Federal Office for Infor-
mation Security (BSI) – the catalog argued 
that security would be guaranteed above 
all by the technical certification of software 
and hardware from 5G technology provid-
ers and inspection of the source code.6 In 
addition, operators of public telecommuni-
cations networks would have to request a 

“declaration of trustworthiness”7 from the 
equipment vendor. The equipment ven-
dors’ corporate structure and the context 
of the legal and political environment in 
which it operates – key aspects raised in 
the EU joint risk assessment – would not 
have to be evaluated. Under these condi-
tions, network operators would have been 
able to source the majority of 5G network 
components from Chinese equipment 
manufacturers such as Huawei and ZTE. 

However, the German government’s ap-
proach did not consider the non-technical 
political and economic risks of a long-
term dependency on Chinese suppliers. 
Local intelligence legislation allows the 
Chinese government to coerce companies 
like Huawei or ZTE into cooperating with 
national intelligence agencies and poten-
tially facilitate espionage or sabotage of 
5G infrastructures abroad. Apart from the 
frequently emphasized risks for national 
security, relying on a foreign tech giant en-
tails considerable economic and industrial 
disadvantages. European competitors like 
Nokia and Ericsson will have difficulties 
surviving in the face of an increasingly pow-
erful Chinese tech giant that is likely sub-
sidized8 by its national government. The 
absence of any strategy for 5G security and 
industrial policy from the German govern-
ment’s approach from fall 2019 was striking. 
By delegating the decision on 5G  security 

While the inclusion of Huawei in the rollout of 5G networks 
carries significant political and economic risks, German 
industry also has a lot to lose. Excluding Huawei from the 
network would likely result in some form of retaliatory 
action from Beijing that could harm the German economy 
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to the technocratic level, the German gov-
ernment evaded political responsibility for 
an issue of high geopolitical significance.

According to media reports9, the German 
chancellor herself intervened in order to 
prevent restrictions against Chinese sup-
pliers. Likely motives include the fear of 
Chinese retribution against German com-
panies such as Volkswagen, Siemens, or 
BASF, which heavily rely on the Chinese 
market. This approach remarkably dif-
fers from that of other European coun-
tries. France or Italy, for example, have 
awarded government ministers or secu-
rity services with the powers to examine 
and decide over network operators’ plans 
to roll out 5G on the grounds of national 
security concerns.10 

Yet, the tides have been turning in Ger-
many and triggered a vivid parliamentary 
debate which could, after all, lead to a de 
facto restrictions of Huawei equipment in 
Germany. Not long after the draft guide-
lines’ publication, a group of parliamentar-
ians rebelled against the government and 
demanded the chancellor to submit the 
decision on 5G to the German parliament 
instead of declaring it a fait accompli.11 
Among them were a number of prominent 
members of Merkel’s own party, the Chris-
tian Democratic Union (CDU), thereby also 
turning the debate into a leadership test 
for the chancellor. Throughout the months 
of November and December, various coa-
litions, both among governing parties and 

opposition parties, formed in parliament, 
all debating and working on new 5G secu-
rity criteria.12 

At the time of writing (mid-December), the 
government coalition has been deliberat-
ing to adopt tougher criteria for vendors 
to participate in the 5G network rollout, 
including the political and legal conditions 
that any given vendor is exposed to in its 
country of origin.13 Such language and 
propositions made into a public position 
paper by the Social Democratic Party (SPD) 
coalition partner and an informal paper 
from members of the CDU/CSU parties 
would allow a de facto ban of Chinese ven-
dors, at least from critical parts of future 
5G networks.14 Merkel’s CDU is expected to 
explore a common position in January.15

Meanwhile, Telefónica Deutschland, which 
is Germany’s second largest telecoms op-
erator confirmed that Huawei would help 
build its network. Vodafone, the third larg-
est operator, warned that an exclusion of 
Huawei would delay its 5G rollout up to five 
years, and Germany’s largest and partially 
state-owned operator Deutsche Telekom 
will freeze spending on new 5G equipment 
due to political uncertainty.16 

Whatever the final outcome will be, the 
German case is an example for how deci-
sions on the deployment of strategic tech-
nologies and issues of national security as 
well as ‘technological sovereignty’ can be 
openly and democratically debated by the 

According to media reports, the German chancellor herself 
intervened in order to prevent restrictions against Chinese 
suppliers. Likely motives include the fear of Chinese 
retribution against German companies such as Volkswagen, 
Siemens, or BASF, which heavily rely on the Chinese market.
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legislative and executive. Despite the long 
time it took decision makers to grasp the 
importance of the issue and engage in a 
serious debate, it could set a precedent for 
future similarly strategic discussions.

Decisions in other EU member states as 
well as the EU 5G cybersecurity toolbox to 
be published by the end of December will 
give further impetus to the development of 
a common, or divided, EU position on the 
geopolitics of 5G.

Beyond 5G: “Technological 
sovereignty” in Europe

Although on the surface, the debate about 
5G security centers around cyber security 
and national security concerns, its major 
strategic dimension is that of what the 
European Commission refers to as “tech-
nological sovereignty”.17 Technological sov-
ereignty is a widely used political term that 
remains yet to be defined, let alone opera-
tionalized. In European political discourse, 
it refers to the ability of an actor (a state, 
a company or an individual) to act and de-
cide independently in the digital realm. A 
precondition for technological sovereignty 
is a certain degree of control over key com-
petences and technologies as well as the 
ability to decide among alternative tech-
nologies and capabilities provided by trust-
worthy partners, and the ability to further 
develop these, if necessary.18  In this con-
text, sovereignty does not equal autarky. 
Rather, it consists precisely in the ability 
of entering into dependencies while being 
able to master them through the capacity 
to assess and (to a certain degree) control 
technologies and capabilities.

Hence, how can Europe “strengthen its 
technological sovereignty” – a proclaimed 
goal by the new European Commission? 
Since European countries are increasingly 

dependent on foreign technology suppli-
ers, particularly in the areas of cloud and 
data infrastructure and software, mobile 
and desktop operating systems, as well 
as semiconductors and microprocessors, 
this will be no easy task. Ironically in the 
context of the 5G debate, one of the few 
technology fields in which European com-
panies are still leading, is that of mobile 
communications equipment. Two of the 
three Radio Access Network market lead-
ers, Ericsson and Nokia, are European and 
competitors of Huawei. In the context of 
the 5G debate, a first step should there-
fore be to strengthen European manu-
facturers and to level the playing field for 
them on the European market. This will re-
quire not only security guidelines, but, in 
the long-term, competition and industrial 
policy measures. 

Enhancing its members’ capacity to act 
more independently in the digital realm 
will require the EU to strengthen its own in-
dustrial base in key technology sectors, as 
well as managing necessary dependencies 
in an interdependent and global economy 
and supply chain through trade and diplo-
matic tools. 

As a first step, decision-makers in Europe 
should therefore determine which key 
technologies and competencies they them-
selves should produce and command, and 
in which areas they can enter into depen-
dencies. This must be accompanied by a 
strategy for managing dependencies on 
foreign technology providers, which inevi-
tably arise in the global value chain. With 
which partners can and should EU mem-
ber states cooperate in the long term, and 
in what frameworks? The trustworthiness 
of the political and legal system as well as 
previous experience with partners within 
an alliance should play an important role 
as part of this assessment. 
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Moreover, governments should actively 
promote innovation and strengthen their 
own industrial base in key technology 
fields, such as robotics, artificial intelli-
gence capabilities (talent and technolo-
gies), and edge computing. States should 
invest into research and development and 
applied innovative projects (also in coop-
eration with the private sector), leverage 
their role as procurer to promote selected 
technologies and create legal certainty for 
the use of new technologies. The Union has 
already started with the Important Proj-
ects of Common European Interest (IPCEI) 
tool in the field of microelectronics, or the 
European Network of Competence Cen-
ters in Cybersecurity under the Horizon 
2020 tool.19 In order to strengthen trans-
parency and control possibilities of IT, but 
also innovation possibilities, EU legislators 
could oblige manufacturers and suppli-
ers to open up technologies and achieve 
greater interoperability. EU member states 
should also examine and strengthen com-
petition law and other instruments that 
level the playing field for companies on 
European market. 

On the external dimension, Europe will 
need to level the playing field by adapting 
rules for trade, foreign direct investment, 
and procurement. All while safeguarding 
the principles of an open and competitive 
European economy, the EU might need 
to extend state-aid control beyond EU 
companies, support European firms with 

investment funds -both in the fields of re-
search and development as well as  im-
plementation -, and strengthen its foreign 
direct investment screening tool.20 

If Europe wants to retain its ability to shape 
its own digital future more generally, these 
are essential steps to take in the near fu-
ture. The region’s long-term command 
over digital technologies will perhaps be its 
most strategic asset and a precondition for 
the assertion of political and economic in-
fluence in the future. 

Although on the surface, the debate about 5G 
security centers around cyber security and national 
security concerns, its major strategic dimension is 
that of what the European Commission refers to as 
“technological sovereignty”
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