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Critical infrastructures are organisational and physical infrastruc-
tures essential to our nations’ economy and the well-being of its
citizens. A disruption or degradation of these infrastructures di-
rectly impacts on key responsibilities of the state to provide essen-

tial services to its citizens.

Whilst definitions as to what constitutes es-
sential services vary across nations, they all
share a common understanding as to the
importance of a mature approach to their
cyber security.

The European Union (EU) identifies En-
ergy, Transport, Banking, Financial Market
Infrastructures, Health, Water, and Digital
Infrastructures as critical in its Network
and Information Systems (NIS) directive [1].
This directive came into force in May 2018,
but leaves the concrete implementation
and identification of Operators of Essential
Services (OES) to its member states, whilst
providing guidance and advice on the as-
sessment methodologies to create consis-
tency in approach across the EU. The NIS
thus balances the need for a consistent and
coordinated approach across its member
states with the individual member states
operational realities and their local gover-
nance structures with the overarching aim
to establish a coordinated approach to the
response to major cyber security incidents.
Similarly, the Australian Government rec-
ognises 8 critical infrastructures: banking
& finance, government, communications,
energy, food & grocery, health, transport,
and water iniits Critical Infrastructure Resil-
ience Strategy?. It specifically identifies op-
erators of critical infrastructure assets in
its Cyber Security of Critical Infrastructure
Act 20183, in particular regulating reporting
requirements and powers with respect to
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critical electricity, gas, ports, water assets.
In its draft Cyber Security Strategy 20204
Australia is consulting on the adoption of
additional measures similar to the Euro-
pean NIS directive.

The impacts of a degradation or disruption
of essential services on a nation’s econ-
omy can be significant, and are difficult to
quantify. Work by Schmidthaler and Reichl
[5] provides computer based models to es-
timate the economic impact of power out-
ages across the EU using a power outage
across Italy as an example. They estimate
the economic impact of this 3-16h (depend-
ing on region) outage on Sunday the 28th
February 2003 across Agriculture, Manu-
facturing, Services and Households to have
been €1182 million. Given the significant
losses, understanding the impact and the
potential for cascade failures due to long
term disruptions is important to prepare
for cyber incidents®.

Whilst disruptions of essential services due
to cyber attacks remain comparatively rare
in comparison to functional failures or nat-
ural disasters, they are a real and signifi-
cantrisk. Recent examples of sophisticated
cyber incidents are the 2015 BlackEnergy
attack™ on the Ukrainian energy sector,
disrupting power supply to over 200,000
households. Whilst the earlier 2010 Stux-
net attack® on an Iranian nuclear enrich-
ment plant already alerted to the potential
of cyber warfare'® and the vulnerabilities
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of Industrial Control System components
to cyber attacks. The BlackEnergy incident
highlighted the increasing connectivity be-
tween corporate Information Technology
(IT) systems and frequently vulnerable
Operational Technology (OT) that controls
the physical infrastructure. It also demon-
strated the increasing sophistication and
coordination of cyberattacks to impact on
critical infrastructures.

Not all attacks are specifically targeting OT
used to deliver essential services. In 2017
the WannaCry ransomware'' impacted sig-
nificantly the operations of the UK's Na-
tional Health Service, until systems could
be restored. WannaCry clearly demon-
strated the vulnerabilities and direct im-
pact on public services, especially if these
are already operating under stress. Whilst
the response and the recovery from back-
ups was swift, it exposed significant risks
associated with the maintenance and se-
cure use of large corporate IT networks.
This incident also affected thinking in the
OT space - where a recovery from a large
scale ransomware infection would in
many infrastructures be harder, and more
time-consuming. That this is a persistent
threat to many organisations is clear: the
global shipping company Maersk' suffered
significantly from the NotPetya' ransom-
ware in 2017, and is still in legal proceed-
ings with its insurers over the incident.

These examples illustrate some of the
cyber security risks that industries face
today. Over the last decades many in-
dustries benefited from increased IT/OT
integration and automation, without suffi-
ciently addressing the increasing cyber se-
curity risks, to the extent that for many of
these industries a fall-back to more manual
processes is either incurring large losses
or is simply infeasible. These risks are bal-
anced with the cost of implementing better
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security, and investment in upgrading the
OT infrastructure to offer better security.
For industries that operate critical infra-
structures the situation is more complex,
as regulators and national interests are
exerting influence on the management of
cyber security risks.

A complicating issue when protecting es-
sential services are the intertwined re-
sponsibilities for the protection of critical
infrastructures. At a macro level these typ-
ically involve a variety of stakeholders that
influence the development and operation
of these services. Whilst the state has reg-
ulatory oversight of critical infrastructures,
the delivery of the service is typically the
responsibility of a private corporation. To
increase competition and disrupt monopo-
lies, governments frequently favour a sep-
aration of the provision of a service from
the underpinning distribution networks
with complex interplays between these
systems. An example of this is Network
Rail, which owns the majority of the UKs
rail infrastructure through its “devolved
routes” business model but works with a
variety of train operators to deliver a trans-
port service to the UK’'s population and
businesses. Similar examples exist in other
essential services. Combatting any disrup-
tion due to a cyber attack hence requires
significant coordination between a number
of (potentially competing) organisations
that together make up the service.

At a micro-level, there is often a disconnect
between the IT focused Cyber Security ex-
pertise and the coordination with other
stakeholders in the business and the engi-
neers on the shop-floor, making a coordi-
nated and effective response to attacks on
OT difficult to achieve. Whilst most nation’s
security strategies for critical infrastruc
tures emphasise the need for Operators
of Essential Services to coordinate and
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collectively prepare for cyber attacks, the
adoption of cyber security controls in crit-
ical infrastructures is clearly outpaced by
the development of IT/OT connectivity and
integration of new technologies such as 5G
and modern Industrial Internet of Things
(lloT) infrastructures.

This pace of technology adoption makes
protecting large scale infrastructures a
herculean task. Many installations have
been operational for 20 years or more,
and evolved over time as they needed to
integrate with newer technologies in an
increasingly digital world. These legacy in-
stallations make it difficult to overcome
security vulnerabilities that are often in-
herent in their architecture and the details
of their implementation. Overhauling this
infrastructure en-mass can be very costly.
Itis also typically is not planned in the orig-
inal business case and thus negatively af-
fects the return on investment and hence
profits of the organisations providing the
service. Updating infrastructure brings
further risks and disruption as large scale
tests are often infeasible and whole-sale
technology change has a history of over-
running in time/cost and causing severe
disruption to services.

Given these difficulties, it is clear that we
need to better understand these complex
systems' and equip organisations that are
contributing to their operation with the
capability and capacity to manage cyber
attacks. It also raises the question how
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This pace of technology adoption makes protecting large
scale infrastructures a herculean task. Many installations
have been operational for 20 years or more, and evolved
over time as they needed to integrate with newer
technologies in an increasingly digital world.

we quantify cyber security risks as part
of business decision making in this sector
- what effect has the fast-paced evolution
of IT on the traditionally longer life-times
of OT infrastructure. The IT world is ahead
in its maturity to deal with cyber security
threats, regular patching regimes, secure
by default device configurations, strong
authentication and encryption, firewalls,
DMZ, Intrusion Detection systems and the
swift recovery from backups (in the case of
Ransomware) are all part and parcel of any
modern IT heavy organisation.

In the OT sector the ability to deploy these
mechanisms is far more limited, as legacy
systems cannot be easily replaced without
(expensive) re-certification of safety cases;
forsimilar reasons patching is often not fea-
sible. The introduction of tried and tested
IT security controls bears dangers'® as they
can negatively affect the functioning of the
system especially when additional network
latencies are critical and can jeopardize
the safe operation of the system’, e.g. in
energy distribution networks. These ad-
ditional challenges for securing OT infra-
structure are however not only technical in
nature, there still is a lack of awareness and
understanding in how to architect secure
OT infrastructures with many large organi-
sations relying on a small number of skilled
individuals. The majority of reported cyber
attacks on critical infrastructures reached
the OT infrastructure through cyber se-
curity breaches of corporate IT networks
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- whilst this should not be a reason to be
complacent about OT security it shows that
even the more mature IT protections were
the first to fail, typically through simple
human errors".

For future technologies, underpinning our
increasingly smart infrastructures and
smart cities, Artificial Intelligence (Al) tech-
niques and scalable Big-Data analytics'
will undoubtedly play a role in helping to
overcome some of these issues. However,
they are not a panacea for all our critical in-
frastructure cyber security ills. Al technolo-
gies can assistto manage the large amounts
of sensor data and help in the identification
of system anomalies as well as improving
the immediate response to cyber incidents
through automation. However, it is import-
ant to recognise that cyber security is an
arms-race and many of the tools that help
us defend our systems equally can be used
to subvert them. Data-Analytics in the form
of open source intelligence and automa-
tion are already tools of the trade in sophis-
ticated Advanced Persistent Threats (APTs)
and aid in the targeting and execution of
cyber-attacks. The idea that an Al that is
deployed to protect a system can be sub-
verted and used sparked a whole area of Al
research called adversarial machine learn-
ing?°. It is clear that technological innova-
tion in newer, better cyber security tools is
part of the solution, butit clearly alone can-
not rise up to the challenge.

Securing the critical infrastructures that
underpin our daily lives and well-being
requires a coordinated approach and a
long-term vision and strategy to provide
direction and support to providers of es-
sential services such as the National Cyber
Security strategies of many nations in the
industrialised world. Their implemen-
tation must challenge current organisa-
tional structures, employee behaviours,
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and at times business models that priori-
tise efficiency savings and productivity in-
creases over the prudent management of
critical cyber security risks. Many of the
cyber security challenges are not rooted
in technology but its effective use and the
organisational structures that surround it.
This means that education and awareness
across all walks of life and professions that
develop, operate and indeed use our crit-
ical infrastructures is an essential tool in
combatting cyber attacks in our increas-
ingly digitised world.
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