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1. Background

1.1. Digital health globally

Advancement of technology and its applica-
tion in public services has played a crucial role
in enhancing human health. In the present day,
healthcare is undergoing a profound trans-
formation, driven by innovative technologies
that continually push the boundaries of disea-
se management. State of the art devices aid in
diabetes tests, HIV detection, and fabrication of
orthotics, prosthetics, and clinical devices. Ad-
ditionally, the integration of remote care, tele-
medicine, and mobile health services is revolu-
tionizing healthcare delivery by bolstering care
in medical facilities and empowering patients to
actively participate in decision-making alongside
healthcare providers (1,2).

The utilization of wearable devices, mobile
health solutions, telehealth, health information
technology, and telemedicine has led to enhan-
ced accessibility in healthcare, reduced ineffi-
ciencies within the healthcare system, improved
service quality, lowered costs, and facilitated in-
dividualized or personalized care (2).

1.2. Digital health in the region

The Western Balkan countries have demonstra-
ted some effortin the digitization of healthcare,
although the successful implementation of digi-
tal projects has faced obstacles stemming from
limited infrastructure and data management
challenges. However, amidst these challenges,
certain countries have made some progress.
For instance, North Macedonia has introduced
a real-time e-booking system as early as 2013.
This system has effectively reduced long wai-
ting times, enhancing patient experiences. Re-
cognizing the benefits, Serbia later followed suit
by implementing a similar e-booking system
within its healthcare system. Moreover, North
Macedonia has also taken steps to improve he-

althcare efficiency through the implementation
of an e-prescriptions website to enable the mo-
nitoring and tracking of prescriptions, as well as
the diagnosed conditions. In 2017, Montenegro
also implemented a real-time e-Referral and e-
Prescription system, radically reducing waiting
times (3).

In 2021, the World Health Organization (WHO)
launched a Western Balkans Digital Health Net-
work with the aim to support digital health prio-
rities identified by the WHO for the Western Bal-
kans, accelerate the digitalization of healthcare
systems in the Western Balkans with a focus on
primary care and to foster knowledge sharing
and identify best practices in digital health. In
addition the network aimed at enhancing colla-
boration and coordination among countries in
the Western Balkans region to align actions and
initiatives related to digital health (4).

1.3. Kosovo context

Kosovo has faced significant challenges with
its underperforming healthcare system, ag-
gravated by financial constraints that hindered
significant investments in post-war healthcare
infrastructure. The country has leveraged in-
ternational aid to improve healthcare services,
but transformative changes have been lack-
ing, coupled with an inflexible and inefficient
healthcare system (5).

On the other hand, Kosovo is withessing a ris-
ing incidence of non-communicable diseases
(NCDs), accounting for more than two-thirds
of all deaths (6). Life expectancy in Kosovo was
reported by the World Bank to be 77 in 2021,
slightly higher than the surrounding countries
but significantly less than developed countries
(7). Harmful drinking has been found to be
of high prevalence in Kosovan youth (8) and
there have been persistently reported high



rates of tobacco and alcohol consumption (6).
However, minimal efforts have been made to
address and prevent the unhealthy behav-
ior and potential diseases as a consequence
among Kosovars.

Healthcare technology and innovation are
increasingly employed in the contemporary
world to bridge gaps in healthcare systems
and effectively meet the needs of populations.
Kosovo is failing to follow the trend, due to a
myriad of challenges. Kosovo has piloted the
implementation of a health information sys-
tem, aligned with the European core health
indicators, facilitating virtual communication
between users/patients and general practi-
tioners. This system aims to provide counsel-
ing services and captures data related to pa-
tient admissions, discharges, and transfers.
However, not all healthcare institutions in
Kosovo utilize this system, and there is a need
to incorporate additional functionalities such
as pathology, radiology, blood transfusion,
vaccination, and other interventions, as stated
in the Kosovo Progress Report of 2022 (9).

Considering the high number of patients with
NCDs, an integrated care approach is of par-
amount importance, where all three levels of
care have access to a patient's history with-
out having to make separate evaluations thus
overwhelming the system.

The advancement of technology in healthcare
appears to have a low priority in public dis-
cussions and government agendas in Kosovo.
Notably, digitalization in the healthcare sector
has not been addressed extensively in any of
the strategies or national documents for the
upcoming years.

However, it is important to note that several
development agencies in Kosovo are actively
working towards digitizing specific segments
within the overall healthcare system. These
initiatives aim to leverage technology to en-
hance healthcare delivery and improve overall
efficiency.
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During the pandemic, Kosovo has launched the
first digital platform aiming at digitalizing seg-
ments of each system including healthcare. This
platform was used to book Covid-19 vaccines
but also to store vaccination digital passports.
From its' launch the platform has had around
360M visits, has provided around 2.40M health
services and counts around 785K registered in-
dividuals (10). It also served as a key example of
how necessity drives adoption, and provided a
view of the applicability of digital services on a
larger scale.

Nevertheless, digitalizing healthcare in Kosovo
has a history of unsuccessful implementations.
Future strategizing in this area must be thor-
oughly informed by lessons learned and key
practices derived from regional expertise. This
paper is an overview of the main digital health-
care landscape in Kosovo and its associated
challenges.
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2. Methodology

This paper was prepared during April 2023 -
June 2023. We conducted a thorough literature
search with the keywords: digital, healthcare,
digitalization, health systems, and innovation
within the Kosovo region.

We analyzed both gray and academic litera-
ture available for this analysis. Data was syn-
thesized using a grounded approach, where
key challenges were clustered according to
frequency and relevancy of themes.

We also focused on strategic documentation
of the republic of Kosovo within health and
digitalization initially from the past 5 years, as
a criterion of relevance.

Due to the scarce documentation of recent
years related to the field, we also used prelim-
inary interview data with healthcare workers
and experts ahead of publication, in reports
where the key authors are engaged. These
sources are cited as such and original sources
will be available upon publication. We also re-
quested data from experts and stakeholders
through electronic communication.
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3. Strategic environment

3.1. Digital Healthcare

The Kosovo government has operated without
an official sectoral strategy for health since
2021. The three recent strategies do not focus
on digitalized healthcare in any other aspects
except for establishing the Health Information
System (HIS). The HIS is a key strategic policy
for healthcare in Kosovo and region, who aim
to be in line with EU standards. The HIS is a
network based system which will be function-
al across all public healthcare services, includ-
ing pharmaceuticals. All healthcare data will
be digitally stored and processed.

In the past decade, all strategic documents
have aimed at establishing HIS. The most re-
cent strategy of 2017-2021, and the preceding
strategic document, the Health Sectoral Strat-
egy 2010- 2014, both considered HIS as a main
strategic goal.

3.2. The Health Information
System: Prospect for digital
healthcare services

Despite years of effort and numerous at-
tempts, the healthcare system in Kosovo
has yet to achieve full implementation of a
comprehensive health information system
(9,11). This was attributed to the absence of
a realistic architecture across three levels:
application architecture for receiving infor-
mation, data architecture for deriving value
from accumulated data, and technology ar-
chitecture for supporting the efficient and
secure operation of the aforementioned ar-
chitectures. Furthermore, the lack of adap-
tation and training for deprived age-groups
has also been identified as a contributing
factor (12). Though initially piloted in certain
healthcare centers, a 2017 report concludes
that the health information system was never

established in more than 30% of the overall
Kosovo territory (13).

MoH will launch the upcoming strategy 2023-
2030 during July. In this document, MoH once
more has determined the HIS as one of its
main strategic objectives. Activities under
the strategy indicate that the ministry aims
to complete the development of the system,
in compliance with international standards,
and complete the training of staff. This de-
notes the third time in the past decade that
Kosovo attempts to establish a digital health
information system, under a similar strategic
approach.

3.3. Digitalization

The current strategic agenda for digitalization
considers the process of digitalization as cross
cutting through main national development
areas (14). Digital healthcare is envisioned wit-
hin its third strategic objective, whereby it aims
to establish HIS through gigabit connectivity. Du-
ring the previous mandate of this strategy, Koso-
vo did not manage to apply digital principles and
tools in healthcare, and it was in fact considered
one of the weakest deployments (15).

Analysis of the previous digital agenda, which
included digital health, identified the mecha-
nisms which had limited performance that can
impact health system digitalization. Technical
factors include 1. Low performance of broad-
band networks, and 2. General low capacity of
mobile networks and a below average quality
of services (16). The first one is related to the
functioning of broadband networks in which
HIS would depend, and the second has impli-
cations for digital apps. In this regard, the new
strategy sets out to mediate these mechanisms
by expanding network services and strengthe-
ning 5g mobile systems.
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However, other key obstacles in digitalizing pu-
blic health services remain. The analysis deno-
tes that the digitalization process in general is
not scaled, including across private and public
sectors. This has implications for the adherence
of citizens, especially for less literate groups, to
digitalization of health services. This has alrea-
dy been identified as a shortcoming of the pre-
vious strategic mandate (17). The objective for
increasing competence within the population in
the current strategy for digitalization does not
address senior population access to digital

services. The activities proposed under this
document are mainly targeting activities wit-
hin the secondary and higher education levels,
which are already digitally literate compared to

Healthcare System

Data and privacy

senior populations. Moreover, some healthcare
institutions have reported that senior staff are
not competent in digital technology (18), and
though data is scarce, the same may hold true
for the general population. The level of compe-
tence should be thoroughly analyzed and ad-
dressed.

The new agenda for digitalization is directed to-
wards forming legislation which ensures cyber-
netic security, including a strategy for cyberne-
tic security and information security in general.
This documentation is imperative for the func-
tioning of healthcare digitalization, considering
data risks. Currently patient data is considered
personal data and protected under the Law on
Protection of Personal Data (Table 1).

Innovation and health

G Law on Public

Health

e Law on Health
Insurance

e Law on the Rights and
Responsibilities of
Kosovo Residents in
Health Care

o Law on Health

Inspectorate

o Law on Mental
Health

e Law on Reproductive
Health

a Law on Protection of
Personal Data
Law on Electronic
Communication

e Regulation on
electronic databases

0 Law On Scientific
Innovation and
Transfer of

Knowledge and
Technology

o Law on Scientific-
Research Activities

Table 1. Current legislative landscape for digital healthcare



4. Challenges

All countries, particularly those with low and
low-to-middle incomes, face shared challeng-
es when it comes to adopting technology in
healthcare systems and services. In Kosovo,
the obstacles toimplementing innovation and
technology in healthcare are akin to those en-
countered by other countries in other low-to-
middle income countries.

4.1. Infrastructure

The National Audit Office's report (13) on the
piloted HIS has identified various infrastruc-
tural issues, including lack of equipment in
health centers across different service levels,
and poor network services.

Currently, Kosovo aims to extend high broad-
band internet speed to all healthcare institu-
tions with the World Bank supported KODE
project (Kosovo Digital Economy) (19). Though
the project aims to foster digital inclusion, its
main activity regarding healthcare institutions
is directed only towards better broadband
connection.

4.2. Human resources

Kosovo falls behind the EU standard and behind
regional ratios of healthcare staff compared to
population in general. It has 1.5 physicians per
1000 inhabitants (EU: 9.1/1000), and 4.1 nurses
per 1000 inhabitants (EU: 4.9/1000) (20).

Findings from the Digitalization Agenda report
(17) show that central public institutions lack
staff qualified in digital and information tech-
nology in general.

At the local governance level, there are no re-
cent identified initiatives towards digitalization
of healthcare. Representatives from munici-
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palities also reported on the lack of specialized
workers in information and technology as a key
lack for proper implementation of digitalization
of primary health care centers (21). For exam-
ple, the municipality of Prishtina employs 5 IT
workers who are in charge of systems requests
for local e-governance. For reference, around
650 monthly patients attend main primary
health care services in Prishtina alone (22).

There are currently two approaches for train-
ing healthcare workers with regard to digital
infrastructure. The first one is through an ex-
ternal economic operator which was employed
during the initial phases of the HIS, and likely
another EO will conduct the training during the
new HIS project. There are concerns about the
manner of capacity building through trainings,
and in previous efforts, these trainings were
not deemed efficient. For example, according
to the National Audit Office report (13), during
the previous HIS project:

I I TThe trainings were basic trainings held on
a two-day and three-day basis depending
on the role of the health personnel. In the
evaluation lists completed by the personnel
who benefited from these trainings, we found
that most of them answered “satisfied with
the training”. On the other hand, we have
found that the trained health personnel in the
Pediatric Clinic do not have basic knowledge
of using the system. This shows that the two-
day training is not enough to understand and
learn the basic functions of the SISH program.’

The second form of capacity building is through
the continuous professional education that is
mainly provided through health professional
chambers. There is no pre-approved curricula
for healthcare workers, therefore there is no
indication of pre-planned professional train-
ing for digital health competences. A needs
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assessment must be conducted before these
programs are launched and implemented. In
the upcoming health strategy, training of staff
through continuous professional education is
also foreseen, though it is not specifically part
of the HIS objective.

4.3. Data practices: Security and
privacy

A context analysis of the digital health and
innovation ecosystem in Kosovo identified
some key issues in the large-scale application
of advanced technologies in the public health-
care system (21).

One key challenge for Kosovo is the imple-
mentation of data privacy regulations. Experts
indicate that Kosovo's data security challeng-
es in healthcare have not been properly as-
sessed, as the Health Information System is
not functional across all centers and levels of
healthcare.

I I I think we should first have a clear policy
framework which regulates patient data,
you know at the end of the day, in a classic
health scenario, we have nothing written
in a patient or doctor file. What we need, is
first regulation that defines how we store
that data, and then provides security for
that data, so that patients are willing to
participate in this large program, because
there for example are elderly patients, and
it won't be easy, for someone with no lit-
eracy to trust a digital system, as opposed
to a physical doctor or nurse in the room
who speaks and diagnoses.”

The National Auditors’ report for HIS which
was conducted for the period 2010-2017
flagged key issues with data privacy and secu-
rity. The report explains that the State Agen-

1 Context analysis: Intervews with digital health experts. See
reference 21.

cy for Protection of Personal Data, which has
the mandate to monitor legislation of health
data among others, has not conducted proper
analysis of processing of data as part of the
HIS (13). This is especially problematic as the
report noted that various users of all levels
can access the data, including users who are
not defined as medical users, which has legal
implications for data protection.

4.4. Data practices: Storage and
usability

For example, data from a study on monitor-
ing of mental health centers (23) shows that
health centers run a ‘dual’ system for data
storage. They store both physical and digital
copies of patient data. Physical files are com-
plete and considered as default, and they do
not always have a corresponding digital copy.
Some centers report dysfunctional or unre-
liable HIS, with no responsive support staff.
This also discourages staff from using the pro-
gram. For this reason, the National Auditor’s
Office reported that only 39% of patients were
registered in the HIS while it was piloted (13).

Previous research with healthcare experts in
the area of advanced technologies described
the lack of translation of technologies into
clinical practice as one of the key issues for
implementation of advanced technologies in
Kosovo (21). For healthcare providers, one
of the key issues for translating their current
physical documentation into the digital infra-
structure is the lack of accommodation pro-
vided by the latter. Centers use forms and
instruments for which there is no structural
space in the system. In addition, the lack of
standardized practices between providers
also means that some providers are known to
use outdated forms out of habitual use and
non- compliance with digital systems. This
finding is corroborated by the National Audi-
tor Office in their official report.



4.5. Healthcare financing

In general, the healthcare system in Kosovo
has faced challenges due to unstable invest-
ments and the non-implementation of the
health insurance fund. Insufficient funding
has been a significant issue, as indicated by a
recent study (24). The limited healthcare bud-
get makes it more difficult to invest in tech-
nology-related developments which typically
require larger investments (9).

The MoH in Kosovo has increased its annual
budget for 27% in 2023 (24) compared to the
previous year. However, public spending in
healthcare is considered one of the lowest in
Europe (27).

The new budget for the year 2023 does not
provide detailed investment regarding digi-
talization of healthcare across the public sys-
tem. Therefore, the financing landscape for
innovation and digitalization in healthcare is
not clear.

MoH has recently entered a new agreement
with the Luxembourg Development Office
in Kosovo, as part of their program for sup-
porting health. The project planned for the
next three years will support two hospitals in
Prizren and Gjilan, including with innovative
services. MoH does not co-finance the project
(26).

Previous examples, such as the national
health insurance fund, show that poorly de-
fined financial streams pose key challenges
for strategic projects. Insufficient funding has
been a significant issue for MoH projects, as
indicated by a recent study (25).

Experts have previously highlighted the is-
sue of prioritizing expenses as a shortcoming
for digital health, especially in comparison to
other economic and development areas (21).
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I I A large amount of this country’s budget
goes into health and education, and we
found through our research that health
and education, these two areas, are the
least digitalized. Transport, trade, econ-
omy, energy, these are much more dig-
italized even though the public doesn't
see this, but still, compared to health and
education, they are much more digitalized,
so, I think that it would not go to waste, if
we allocated funding from the annual state
budget, in these key areas, which do not
have any advances in technology despite
the need.”

4.6. Management and
administrative capacities

In Kosovo, the management of healthcare
institutions and clinics has traditionally been
dominated by individuals with clinical back-
grounds, lacking the necessary knowledge,
skills, and expertise in management and lead-
ership (29). This situation has hindered the
potential for organizational development and
growth, effective staff management, efficient
allocation of institutional resources, enhanced
client/patient-oriented focus, and the imple-
mentation of strategic planning. The absence
of a solid foundation in managerial competen-
cies hampers their ability to effectively lead
and manage healthcare institutions and ser-
vices.

4.7. Healthcare workers: Training
and education

According to the Progress Report (9), Kosovo
faces a shortage of trained healthcare pro-
fessionals, which may limit the ability of the
healthcare system to adopt and implement
new technologies and innovations. Additional-

2 Context analysis: Intervews with digital health experts. See
reference 21.
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ly, there may be a lack of specialized expertise
in certain areas, such as health informatics or
medical technology (9). In a scientific study
published in 2021 with healthcare workers in
Kosovo, low levels of self-confidence on using
digital technologies has been observed due to
the lack of education and professional training
(28). In another study, the majority of nurses
were more likely to imagine themselves using
a computer, laptop or smartphone and less
likely to imagine themselves using an assistive
robot or telemedicine. Nevertheless, the same
study indicates an interest among nurses for
future training regarding the use of health
technology (30).

An additional concern for the Kosovo govern-
ment is migration of healthcare workers. In
the context of digital healthcare, a study by
the Federation of Kosovo Health Syndicates
has found that better educated healthcare
workers show higher intent of migrating.
Shortage of specialized healthcare staff can
further deepen the overall digital competence
landscape of healthcare workers in the coun-
try (29).

4.8. Health inequality and digital
divide

Although access to the internet is distributed
all across Kosovo, and it has been reported to
be the country with the highest internet pen-
etration in the region, a report conducted by
UNDP in 2021, reveals a distinct digital divide
in the productive utilization of devices and net-
works. For instance, utilization of social media
and communication has been associated with
a lower level of education, while activities such
as e-collaboration, e-banking, web content cre-
ation, and coding have been associated with
higher levels of education.

Furthermore, a notable digital divide is evident
between households with lower incomes and
those with higher income levels. A lower level
of access to the internet has been also report-
ed for older people over the age of 75. While

this does not establish a direct connection to
the digital health divide, it implies that a simi-
lar situation may persist in that aspect as well
(31).

For Kosovo, experts have also raised the risk
of a gap between the private and public sector
(21). Though there is little data on the use of
digital health systems within private health-
care institutions, some enterprises in Kosovo
have already created digital services, including
telemedicine and teleconferencing devices.
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5. Recommendations

Kosovo's young population provides a favor-
able demographic for digital adoption. Young-
er generations are typically more tech-savvy
and open to embracing digital technologies,
which can drive the overall digitization pro-
cess.

The growth of the ICT industry in Kosovo in-
dicates a thriving tech ecosystem, including
software development, IT services, and inno-
vation. This contributes to the availability of
digital expertise, infrastructure, and techno-
logical advancements necessary for digitiza-
tion.

Achieving 100% internet penetration in Kosovo
is a substantial milestone. Universal access to
the internet provides the foundation for digital
transformation, enabling widespread connec-
tivity and facilitating the adoption of various
digital services and technologies.

While Kosovo can leverage its young popula-
tion, fast-growing ICT industry, and high inter-
net penetration to drive digitization efforts,
ensuring a full-scale adoption of digital health-
care interventions requires a comprehensive
approach. Some of the key considerations in-
clude:

5.1. Feasibility assessments

Previous attempts of digitalizing public health
services have provided information on key
bottlenecks. It is important to assess the prac-
ticality and viability of renewed interventions
prior to its implementation. In the case of a
health information system and any other com-
plex interventions it is compulsory to assess
the risks, barriers and opportunities of techni-
cal, financial, organizational, and operational
infrastructure associated with the implemen-
tation of the intervention. Having in mind that

the project had a low success rate during its
piloting stage in various domains, it is impera-
tive the MoH also strictly follow the outcomes
of their planned feasibility report (32).

While the feasibility plan ensures alignment
between goals and existing infrastructure, im-
plementation science focuses on the methods,
processes, and factors that drive successful
implementation and adoption of interven-
tions. Implementation science leverages re-
search findings and evidence to guide efforts
in implementing health information systems
and other digital health technologies. Further-
more, it enables continuous improvement of
digital interventions.

5.2. Human resource training

HIS and other public digital health services are
only functional if they are inclusive at the na-
tional level. This indicates that all healthcare
staff must obtain digital literacy in order to
deliver services. Thorough needs assessment
related healthcare worker competences, and
then design of training packages is imperative
to the functioning of services.

In addition, support staff in ICT areas for
healthcare must also be increased, consider-
ing the ratio of provided services and existing
capacities.

Establishing partnerships with academic insti-
tutions to provide training on the application
of digital technologies to young professionals
may support training shortages in the field. By
collaborating with universities and education-
al organizations, healthcare decision-making
institutions can achieve the development of a
proficient up and coming workforce, and pro-
mote innovation in the digital field, with mini-
mum costs.

13
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5.3. Financing landscape

The financing sources for digital healthcare
services are contingent on public spending
and donor grants. For the Health Information
System, the intervention will take place from
equipment of centers with necessary infra-
structure, secure and stable networks, and a

sustainable process of maintenance. In this
line, the multifaceted nature of digital services
requires budgetary alignment between au-
thorities who are responsible for each area,
including health systems, innovation and tech-
nology, as well legal infrastructure surround-
ing data practices.
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