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The Protection from Online Falsehoods and Manipulation Act (The POFMA) is
Singapore's legislative response to concerns over online misinformation and
disinformation

As COVID-19 spread, pandemic-related misinformation very quickly became a
serious scourge whereupon the POFMA was applied

Of the 35 instances where the POFMA has been used since its passing in October

2019, 21 instances involved addressing COVID-19-related misinformation.

On the other hand, the government has also turned to other channels to address
COVID-19-related misinformation, such as through Facebook pages of the various
ministries and dedicated WhatsApp and Telegram channels

This case study has revealed challenges of using the POFMA to address time-
sensitive pieces of misinformation in the midst of a pandemic: we find that the
legislation has been inconsistently applied to address COVID-19-related misinfor-
mation and suggest that this may have been a result of the POFMA's platform-
agnostic approach to intervening in the spread of online-falsehoods

These inconsistencies compound already existing problems - such as the lack
of transparency around ministerial decisions in the application of the POFMA

In the long run these inconsistencies and uncertainties may compromise the
public’s trust in the government, potentially increasing the pervasiveness of
misinformation and disinformation in a post-truth era

Moving forward, we suggest that further research is required to understand the
efficacy of both ongoing media literacy initiatives and the POFMA corrections, so
as to inform better policy outcomes of how legislative and non-legislative efforts
can complement each other




® he Protection from Online Falsehoods and
Manipulation Act (“The POFMA") is Singapore’s legis-
lative response to heightening concerns over online
misinformation and disinformation which came into

effect in October 2019. At the time of writing, there
have been 35 instances where at least one of the POFMA's powers were used. Of these,
21 instances involved COVID-19-related misinformation. During health crises, the effects
of misinformation and disinformation can be deadly: misinformation may exacerbate
public panic, undermine the adoption of evidence-based policy, and further the spread
of ilinesses.! To address COVID-19-related misinformation, public agencies need to both
share accurate information and rapidly address misinformation. The POFMA thus sits at
the intersection of two relatively recent phenomena: COVID-19 and the broader problem of
online misinformation. Part of the POFMA's broad ambit - “to protect public health or public
finances, or to secure public safety or public tranquillity”> - has enabled the government
to fold it into part of its crisis communication infrastructure, by offering the government
the ability to rapidly address potentially harmful misinformation.

closer look at how the POFMA has been used is warranted, given the circumstances
in which the bill was drafted and the “often-fractious debate™ that preceded its passing. In
the sections below, we review the POFMA, its powers, and how the government has been
using it to address COVID-19-related misinformation, and highlight instances in which it has
notbeen used. The paper proceeds as follows: Part One summarises the events that led to the
passing of the POFMA and outlines its key powers. Part Two reviews some instances in which
these powers have been used to address COVID-19-related misinformation disseminated
on social media. Part Three then examines the government-led communication strategies:
we sketch out the various channels that make up the government's crisis communication
infrastructure and highlight instances where the government has used other channels to
address COVID-19-related misinformation,
despite these arguably falling under the
ambit of the POFMA. Part Four offers a brief
assessment of these observations. By review-
ing these instances of use and non-use, we
ultimately argue that the inconsistent use of
the POFMA in the context of COVID-19 has
revealed the limits of a legislative response
to addressing the conundrum of misinfor-
mation. What is at stake, furthermore, is not
only the legitimacy of the POFMA but also
citizens' trust in the government.



hile misinformation has been steadily
gaining traction as a key problem in our contempo-
rary communication landscape®, the issue arguably
came to a head in Singapore with the revelations

of Russian interference in the 2016 United States’
Presidential Elections. In April 2017, the Minister for Law and Home Affairs, Mr K Shan-
mugam, shared in Parliament that the government was “seriously considering how to
combat fake news as current laws were limited in tackling the issue.” In January 2018,
a Select Committee was convened to examine, report on, and offer recommendations
to address the problem of deliberate online falsehoods.® In an accompanying Green
Paper, the Ministry of Communications and Information and the Ministry of Law justi-
fied the move by noting the need to maintain Singapore’s role in trade, finance, travel,
communications, and the need to protect the country’s multi-racial and multi-religious
social fabric.” The Select Committee invited
submissions from the public and received
over 162 written submissions; over 90 con-
tributors were invited to make oral submis-
sionsin a public hearing, which was held over
the course of 8 days.® In September 2018,
the Committee released a nearly 300-page
report, detailing their findings along with 22
recommendations.®

hese recommendations were mul-
tipronged in their approach, aimed at cul-
tivating the health of the country’s entire
media ecosystem. The recommendations
were angled to achieve five broader goals - (i)
nurture an informed public, (ii) reinforce social
cohesion and trust, (iii) promote fact-check-
ing, (iv) disrupt online falsehoods, and (v)
deal with national security and sovereignty
threats. The report suggested achieving these
goals through efforts like the enhancement
of media literacy education and the support
of quality journalism through the removal of
financial pressures within the news industry.
These recommendations distributed respon-
sibilities across society and emphasised that



2.1 How the
POFMA
Operates

every actor - publicinstitutions, journalists, social media platforms, individuals - had a
part to play to address the problem of misinformation and disinformation.

onetheless, the report also carved out a space for what would become the
POMFA: stating that existing legislation in the country was inadequate in handling online
misinformation and disinformation campaigns. Recommendation 12, in particular,
stated that the government should “have the powers to swiftly disrupt the spread and
influence of online falsehoods”. In addition, they should be able to: ensure the visibility
of corrections; limit or block exposure to a falsehood; disrupt its amplification; and
discredit sources of falsehoods. To achieve these goals, Recommendation 12 suggested
that new legislation would be required in order to halt the virality of online falsehoods
in a matter of hours; ensure that the decision-maker is effective and credible; provide
safeguards for due process; and guarantee that measures would take into account the
context and circumstances of falsehoods - including their potential impact and reach.

tis also worth noting that just two months after the Select Committee’s report
was released, a disagreement arose between Facebook and the Infocomm Development
Media Authority (“IMDA") in relation to the 1Malaysia Development Berhad (“1MDB")
scandal. Alocal website, the States Times Review (“STR"), uploaded a post on Facebook
linking the Prime Minister of Singapore with ongoing 1MDB investigations. The post
was refuted by the STR's source and debunked by the Singapore High Commission in
Malaysia. IMDA responded to both the STR and Facebook: asking the former to remove
the post, and requesting that the latter remove the post on its platform. Both parties
refused, with Facebook saying that it had no policy to remove alleged falsehoods despite
having previously given assurances during the aforementioned public hearings about its
commitment to reducing the dissemination of falsehoods.™ IMDA eventually directed
Internet Service Providers (ISPs) to restrict access to the STR website. In response to
Facebook's refusal, the Ministry of Law released a statement saying: “[t]his shows why
we need legislation to protect us from deliberate online falsehoods"'". This event not
only highlighted the ongoing tensions witnessed globally between governments and
social media companies around the regulation of online falsehoods, but also turned
out to mark the sequence of events - an escalation from individual poster to platform
to ISP - that would be encoded in the POFMA.

n essence, Parts 3-5 of the POFMA have two primary functions. The first is to
address and disrupt the dissemination
of online falsehoods and the second is to
deter the production of online falsehoods
in Singapore through its demonetisation
framework. In this regard, the POFMA
confers on ministers - and only minis-
ters'? - the power to make the relevant
orders and directions under Parts 3-5 of
the POFMA, which we now provide an
overview of.



hree prerequisites must first be satisfied for an online falsehood to be action-
able under Parts 3 and 4 of the POFMA.

irstly, there must be a “false statement of fact”.”* The relevant inquiry hereunder
is two-step. The first step involves objectively ascertaining whether the subject state-
mentin question indeed contains a statement of fact, which is defined as “a statement
which a reasonable person seeing, hearing or otherwise perceiving it would consider
to be a representation of fact”.* This is intended to ensure that opinions, comments,
and criticisms do not fall under the purview of the POFMA. The second step involves a
determination of whether the statement of fact “is false or misleading, whether wholly
or in part, and whether on its own or in the context in which it appears”.” This allows
the POFMA to “[address] the various ways in which reality might be distorted”.'® For
example, omission of material facts may constitute an actionable online falsehood
under the POFMA.

econdly, the statement of fact must be communicated in Singapore'”: the
definition of “communication”'® under the POFMA has a wide ambit with platform
neutrality as its overarching aim. For example, this requirement encompasses not only
falsehoods disseminated through public Facebook and Twitter posts, but also private
Facebook groups and WhatsApp chat groups.

hirdly, it must be in the public interest to issue a Direction under Parts 3 and 4
of the POFMA." This includes, for example, “[the protection of] public health or public
finances, or to secure public safety or public tranquillity”?® and “[the prevention of] a
diminution of public confidence in the performance of any duty or function of, or in the
exercise of any power by, the Government, an Organ of State, a statutory board, or a
part of the Government, an Organ of State or a statutory board".?' Currently, insofar as
issuing a Correction Direction is concerned,
there is “no statutory duty on the Minister to
provide evidence to show that he is justified
in issuing [one]".%

ignificantly, ministers were quick
to stress that the primary tool of the POF-
MA is its corrective function. Corrections -
as opposed to access blocking - are meant
to be the government's primary course of
action in dealing with online falsehoods.?
Nonetheless, as we will show below, the full
slate of the POFMA's powers can be catego-
rised into two groups: powers that enable the
government to address a falsehood through
ordering a correction notice and powers that



lean more closely towards censorship. Once all three prerequisites above have been
met, a minister will be able to exercise some of the POFMA’s powers.

Part 3 Directions

art 3 Directions are angled towards persons who communicated the relevant
subject statement in Singapore.? Correction Directions are issued to persons for
posts that they have communicated which carry “false statements of fact”. These
Directions require the recipient to put up a Correction Notice with one or both of the
following: firstly, “a statement, in such terms as may be specified, that the subject
statement is false, or that the specified material contains a false statement of fact”;
secondly, “a specified statement of fact, or a reference to a specified location where
the specified statement of fact may be found, or both”.?°

igure 1 illustrates a Correction Notice posted by the Sin Rak Sin Party in relation
to an article posted on its Facebook page which was subjected to a Correction Direction.



Figure 1: Screenshot of Sin Rak Sin Party’s Facebook Page with a correction notice,
“This post contains a false statement of fact”.?
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CORRECTION NOTICE:

This post contains a false statement of fact. The Government has not proposed, planned nor
targeted for Singapore to increase its population to 10 million; and the Government does not
have any population target. The Urban Redevelopment Authority’s (URA) underground plans
are not meant to serve any population target.

For the correct facts, click here: www.gov.sg/article/factually030720a.

URA releases plan to build
underground infrastructure
ready for 10 million
population

nder Part 3 of the POFMA, ministers can also issue a Stop Communication
Direction, which requires a person to stop communicating, in Singapore, the iden-
tified “false statement of fact” by a specified time. As of December 2020, the Stop
Communication Direction has not been used.

Part 4 Directions
nlike Part 3 Directions, Part 4 Directions are instead angled towards internet
intermediaries? (this also includes a sub-category of “prescribed internet intermediar-
ies"?8) and providers of mass media services.
Part4 Directions include Targeted Correction
Directions, Disabling Directions and General
Correction Directions.

Targeted Correction Direction (TCD)
isissued to an internetintermediary, which
is required to communicate an “easily per-
ceived"® correction notice to users in Singa-
pore who access the falsehood. Figure 2
illustrates a correction notice issued by Face-
book, in compliance with a Targeted Correc-
tion Direction issued upon the instructions
of the Minister for Home Affairs.



Figure 2: Correction notice issued by Facebook, “Facebook is legally required to tell
you that the Singapore government says this post has false information”.*
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Disabling Direction is issued to internet intermediaries that provide the service
upon which the “false statement of fact” is communicated.®' An internet intermediary is
required to disable access by end-users in Singapore to the identified online falsehood
upon receiving a Disabling Direction. As of writing, this Direction has not been used.

General Correction Direction® is issued to specific pre-determined groups,
i.e., “prescribed Internet Intermediaries, prescribed telecom and broadcast licensees,
and/or prescribed permit holders of the Newspaper and Printing Presses Act”, which
are then required to “communicate, publish, broadcast or transmit a correction notice
to their users in Singapore”.>* Under a General Correction Direction, members of these
pre-determined groups will have to com-
municate a correction notice to end-users.
This is regardless of whether their end-us-
ers have seen the identified falsehood and
whether these platforms are even carrying
the falsehood. One minister justified this by
arguing that a General Correction Direction
is “especially appropriate when a campaign
to put out falsehoods is on-going, or a broad
false narrative based on various lies could be



developing and gaining traction [and] can also help when a falsehood is serious and
persistent, or is moving underground, into less visible spaces on closed platforms”.34

Part 5 Declaration and Orders

here the previous directions may be exercised by any minister, the final three
powers under Part 5 - Declared Online Locations, Access Blocking Orders, and Disabling
Orders - can only be exercised by the Minister for Communications and Information
(“the Minister”). These explicitly address the attempt to create a demonetisation regime
around misinformation campaigns so as to stem their amplification: they are meant to
“suppress the financing, promotion and other support of online locations that repeat-
edly communicate false statements of fact in Singapore”.?

art 5 of the POFMA primarily avails the Minister to strike at recalcitrance by
declaring an online location as a Declared Online Location (DOL). A DOL refers to “an
online location that is the subject of a Declaration that is in effect”.*® Two requirements
must be fulfilled in order for such a declaration to be made: firstly, the online location
has had three or more different statements subject to either a Part 3 and/or Part 4
Direction(s) having being or are being communicated in Singapore; secondly, at least
three of those statements being communicated within six months before the declara-
tion is made.*” The declaration may also “require the owner or operator of the online
location (whether or not he or she is in or outside Singapore) to communicate in the
specified manner in Singapore to any end-user who accesses the online location, a
notice in the specified terms that the online location is the subject of a Declaration”.?®

he decision to declare a site a DOL additionally entails potential pecuniary det-
riment to the owner/operator of the DOL by deterring the provision of financial sup-
port to the DOL and the receipt or solicitation of any benefit. For example, the POFMA
provides that itis a criminal offence for a person to solicit or receive or agree to receive
“any financial or other material benefit as an inducement or reward for operating a
[DOL]".2** This may include, for example, receiving any financial or other material ben-
efit for “the sale of advertising space on the [DOL]".%° Likewise, it is a criminal offence
to provide financial support to a DOL to support, help or promote the communication
of online falsehoods in Singapore on a DOL.#' It is also an offence for entities, such as
a prescribed digital advertising intermediary or a prescribed internet intermediary, to
facilitate the communication of paid content which promotes a DOL.*?

Disabling Order - much like the previous Disabling Direction and the Stop
Communication Direction in terms of censorial effect - allows the Minister to order
an internet intermediary to disable access by end-users in Singapore to the DOL.*?
In other words, an end-user in Singapore
will not be able to access the online location
in question. This may occur if paid content
on a DOL continues to be communicated
in Singapore despite a DOL being in effect,
or if the owner or operator of a DOL did
not communicate to persons accessing the
DOL that the online location is subjected to
a Declaration.*



inally, the POFMA also provides the Minister with the power to direct for an
Access Blocking Order: the ability to order internet access service providers to dis-
able access by end-users in Singapore to the DOL.*> As of writing, this Order has not
been used.

wo observations regarding the POFMA may be made from this overview.
Firstly, for better or worse, the legislation clearly reflects the political economy of the
media ecosystem in the aftermath of the 2016 Brexit Referendum and the 2016 U.S.
Presidential Elections,*® that is, one dominated by concerns over interference in elec-
tions, disinformation campaigns, the politicisation of the attention economy, and the
loosely regulated advertising industry that inadvertently aided the spread of online
falsehoods.*” We suggest that the POFMA was drafted with the intention of address-
ing these issues in some measure. The POFMA is capable of drawing a fairly large
group into its net: from individuals who may unknowingly share misinformation;*® to
individuals and organised groups that may use social bots to launch disinformation
campaigns and profit from it; to platforms used for the communications of ideas and
speech (i.e., websites, social media, chat messaging applications);* to newspapers and
broadcasters; to digital advertising intermediaries which have so far profited from the
easy monetisation of “fake news”; and finally, to internet service providers themselves.

econdly, while ministers have said that the POFMA is meant to be primarily
corrective, it is important to note that it includes powers which are more censorious
in nature: Corrections Directions and Targeted Correction Directions are primarily
corrective in nature; while other directions like Stop Communications Directions and
Disabling Directions are more censorious.



Instances

of POFMA

Use during
OVID-19

3.1 The Hydra
of Declared
Online
Locations:
States Times
Review and
Alex Tan

s of writing, there have been 21 instances involving COVID-19-related misin-
formation where at least one of the POFMA's powers were used.* Table 1 below offers
a summary of the powers provided by the POFMA and indicates the number of times
that each power was used over the past six months. The appendix at the end of this
paper details all the instances of the exercise of these powers.

s shown in Table 1, almost all of the applications of the POFMA have indeed
been corrective in nature, aligning with what was earlier promised during parliamentary
debates. Furthermore, the three times in which the POFMA’s Disabling Orders have
been used are particularly notable. All three instances involved the same individual,
Alex Tan.*” Tan runs the States Times Review, an anti-establishment website, and
operates a number of Facebook pages. Over the course of the COVID-19 pandemic,
he has received multiple Correction Directions for his COVID-19 posts across both his
personal Facebook page and the pages that he runs for the States Times Review, but
has refused to comply with any of them.



Table 1: Number of times the POFMA’s powers have been used for addressing COVID-19-related
misinformation (Source: Authors’ compilation)

Correction
Direction

Stop Communi-
cation Direction

Targeted Correc-
tion Direction

Disabling Direc-
tion

General Correc-
tion Direction

Declared Online
Locations

Disabling order

Access Blocking
Order

Corrective

Blocking

Corrective

Blocking

Corrective

Corrective

Blocking

Blocking

Any minister

Any minister

Any minister

Any minister

Any minister

Only the Minister
for Communications
and Information

Only the Minister
for Communications
and Information

Only the Minister
for Communications
and Information

Individual that communi-
cated the “false statement
of fact”

Individual that communi-
cated the “false statement
of fact”

Internet intermediaries;
prescribed internet inter-
mediaries; providers of
mass media services

Internet intermediaries
and prescribed internet
intermediaries

Prescribed internet
intermediaries, prescribed
telecom and broadcast
licenses, and/or pre-
scribed permit holders

of the Newspaper and
Printing Presses Act

Owner or operator of
a DOL

Internet intermediary

Internet service provider

14



post on the government's fact-checking site Factually®? writes:

“Mr Tan has previously been issued POFMA correction directions in
relation to falsehoods conveyed on 6 separate occasions on his previous
Facebook pages, the States Times Review and Singapore States Times.
This demonstrates a clear pattern of deliberately spreading falsehoods
which affect the public interest. The majority of these falsehoods
related to the COVID-19 situation, including falsehoods suggesting that
Singapore had run out of face masks, that there was an underreporting
of COVID-19 cases here by the Government, that there were numerous
infections because schools were not closed earlier and that foreign
workers were not getting paid during quarantine.”

nlike the previous instance concerning false allegations around the 1TMDB
investigation, Facebook has thus far complied with the government's TCDs and, in turn,
Disabling Orders, by blocking access to Tan's various Facebook pages by Singapore
end-users. Nevertheless, Facebook called the Disabling Order “severe”.>® Given the
relatively high number of instances involving Tan, some have unsurprisingly argued
that the government has found itself locked in a cat-and-mouse game with Tan.>* Every
instance of the government ordering Facebook to block access to Tan's page has resulted
in the page re-appearing on Facebook under a different moniker, posting about the
same themes: over the past half year, the page has been the “States Times Review”,
“Singapore States Times", “National Times Singapore”, and “State News Singapore”.

his back and forth between all three players - Alex Tan, Facebook, the gov-
ernment - while farcical, has been instructive for understanding the nexus between
Correction Directions, Targeted Correction Directions, Declared Online Locations,
and Disabling Orders. This, in turn, reveals how the POFMA was designed to walk the
tightrope between correction and censorship: corrective for first and second-time
incidences and then escalating towards censoring “repeat offenders” by blocking Sin-
gapore end-users’ access to their social media pages.

hat is perhaps most interesting about this method of dealing with Tan's
recalcitrance by mandating that Facebook
disable access by Singapore end-users to his
posts is that this could be understood as a
form of government-directed deplatform-
ing. Deplatforming refers to the removal of
accounts on social media that has in recent
years been gaining traction as a possible
means of addressing forms of extremist
speech online.*® Instances of deplatforming
have almost always been the result of deci-
sions made by platforms themselves - with
the justification being that individuals had
contravened platform rules or community
guidelines. Facebook, for example, banned
Milo Yiannopoulos and Alex Jones from their



platform in 2019, while Twitter recently banned British rapper Wiley for his anti-Semitic
comments.>” During the recent Singapore general elections, Facebook had also, of its
own accord, removed two politically oriented pages in support of the ruling party (the
second page had appeared following the removal of the first), stating that the accounts
were removed not for their content, but because the “behaviour” of these pages had
violated the platform’s policies.>®

hese three actors - Tan, Facebook, and the government - have been involved
in similar stand-offs before and after the POFMA’s passing. Both the above instances
and the TMDB incident discussed in Section 1 are worth comparing, for they reveal the
tensions of deplatforming playing out in a microcosm. Supporters of deplatforming
have previously argued that it has been effective for driving extreme voices to the
edges of the internet where they will have less clout for widespread harm. Nonethe-
less, while the concept of deplatforming may be theoretically sound, the question of
which actor is best positioned to label these voices and content as harmful remains.
Platform-directed deplatforming has often been critiqued for placing platforms as
arbiters of speech®, yet platforms are notorious for being unaccountable for their
decisions,® as the above example of their justifications for removing the politically
oriented pages affirms. Arguments for platform accountability have often included
suggestions for the involvement of public bodies, so that the responsibility for difficult
and contentious decision-making can be shifted to a more transparent and accounta-
ble organisation. Yet Singapore's case of government-directed deplatforming has only
led to an oddly farcical whack-a-mole game between the government and Tan, where
Facebook has built the infrastructure upon which this game occurs.

t is difficult to see a way forward from this configuration: a harmony between
Facebook and Tan no doubt contributed to the rhetoric of necessity that led to the
passing of the POFMA; a harmony between the government and Facebook (e.g., if the
latter prevented Tan from creating anymore pages) would be akin to censorship; and
a harmony between Tan and the government would only kick the issue further down
the road until a similar actor appears.



Public
Communica-

tion during
COVID-19

qually - if not more - important are instances in which the POFMA has not been
utilised by ministers to address misinformation. Since January, the government has
relied on an impressive crisis communication infrastructure to share information and
address misinformation. This infrastructure is not unlike the “hub and spoke design”®'
of crisis communications: where the Hub is a centralised site providing detailed infor-
mation,®? while Spokes are shorter messages sent out through texts and social media
platforms. A non-exhaustive list of official communication channels include: near-daily
press conferences with the multi-ministerial taskforce available on YouTube; a website
run by the Ministry of Health that tracks the number of confirmed cases and deaths;
social media platforms - Facebook, Instagram, and YouTube - and chat messaging appli-
cations - WhatsApp and Telegram. Notably,
the government's WhatsApp channel, which
has been used to deliver situation updates
and summaries of policies, grew from 7,000
subscribers to 900,000 over the course of 10
weeks.%® Its success may have prompted the
government to use other popular platforms
as well: in early April, Gov.Sg - the central
organisation running these channels - also
started using Telegram and Twitter to dis-
seminate news.® Given the enlarged role
that social media has played in recent years



4.1 Non-uses
of POFMA
for Clarifying
Misinfor-
mation on
Social Media

to aid experts in quickly disseminating information,®® it is unsurprising that the gov-
ernment has stepped up its use of these platforms. As this pandemic unfolded, this
communication infrastructure has been used to share information about the devel-
oping situation. Such information included short breakdowns of emerging policies on
how social distancing was to be enforced, information on where and how to apply for
aid, and, most importantly for our purposes, corrections on pieces of viral COVID-19-
related misinformation.

hat these official corrections have confirmed (refer to Table 3 below), is that
COVID-19-related misinformation is being disseminated on both social media platforms
and chat messaging applications. This is largely unsurprising given that the use of chat
messaging applications is increasingly commonplace. Scholars have, for years, stressed
the need to shift research from the study of social media platforms - which has so far
dominated discussions of misinformation® - towards chat messaging platforms, which
offer a different set of dynamics.®” In Singapore, more people use WhatsApp than Face-
book: according to a recent survey, 86% of the population in Singapore use WhatsApp
with 46% indicating that they use it as a news source. For comparison, Facebook is
used by about 73% of the population, with 46% using the platform as a news source.%

hat messaging applications like WhatsApp and Telegram challenge the pub-
lic-private distinction often made in discussions that occur about mediated technology.
Chat groups have big group allowances - WhatsApp has a maximum group size of
256 users, while Telegram'’s limit sits at 200,000 - and offer varying forms of anonymity
to their users, operating on a spectrum from fully public groups and channels to those
that are invite-only. In many respects, the infrastructural affordances of these applica-
tions do not map easily onto those available on social media platforms like Facebook
and Twitter. Instead, these chat applica-
tions harken back to older forms of online
forums: offering relative privacy and a con-
trolled environment for opinion-sharing
and discussions.®

n this pandemic, these chat mes-
saging applications have enabled the rapid
sharing of information, some of which
may be misleading, false, and poten-
tially harmful.”® The POFMA's ambit, as
discussed above, is theoretically broad
enough to address this problem due to
its platform-neutrality approach. Indeed,
during parliamentary debates, one minis-
ter suggested that a General Correction



Direction might be used instead of a Targeted Correction Direction on individual
texts.”"72 However, no Directions have been issued thus far to address misinformation
disseminated via chat messaging applications despite the government's awareness of
such instances.”

Table 2: Government-identified misinformation on chat applications

1

2

3

1 February 2020

7 February 2020

7 February 2020

There is a WhatsApp message circulating with a list of
alleged places where suspected or confirmed cases of
COVID-19 have been. This is false. There is no need to
avoid places where persons with suspected or confirmed
cases of COVID-19 have been. The risk of infection from
transient contact, such as in public places, is low. There is
also currently no evidence of community spread.

A fake screengrab of a CNA tweet was circulated widely
on social media saying that all schools including polytech-
nics and universities are to close next Monday (10 Feb)
due to the ongoing COVID-19 outbreak. This is untrue.
The image, which is being circulated on messaging app
WhatsApp, appears to have been a doctored screengrab
of another tweet sent out by CNA.

There has been a message circulating of a death in
Singapore due to COVID-19. This is false. As of 2pm,
7 Feb, there are no deaths due to the virus in Singapore.



4

5

6

7

8

9

27 March 2020

3 April 2020

14 April 2020

14 April 2020

16 April 2020

16 April 2020

We are aware of a message circulating on social media
and text messaging platforms about a Safe-Distancing
Ambassador who allegedly issued a $300 fine to a per-
son for sitting on a seat which was marked as ‘not to be
occupied'. We wish to clarify that this false. Safe-Distanc-
ing Ambassadors are deployed to help ensure that safe
distancing measures are complied with.

Singapore General Hospital (SGH) is aware of a fake memo
bearing the SGH logo circulating on social media and text
messaging platforms that Prime Minister Lee Hsien Loong
has tested positive for COVID-19. This is untrue.

We are aware of text messages circulating, falsely
claiming that people have been stopped at police road
blocks and fined for not complying with the elevated safe
distancing measures. This is not true. The Police have not
conducted road blocks specifically to enforce the safe dis-
tancing measures, and no passengers have been fined for
not complying with these measures. Please click here for
the Singapore Police Force's (SPF) clarification.

We are aware of text messages circulating that give the
false impression that the Police are proactively conduct-
ing checks at residential units to enforce the elevated safe
distancing measures. This is not true. We urge the public
not to spread unsubstantiated information which may
cause public alarm. Please click here for the Singapore
Police Force's (SPF) clarification.

We are aware of a form circulating on text messaging
platforms claiming to be from Yishun Health, calling for
volunteers to sign up as “Compliers/Tracers” (sic). We
would like to clarify that the form is bogus; the public is
asked to refrain from responding to it or circulating it fur-
ther. Please click here for KTPH's clarification.

We are aware of text messages from Primestaff Manage-
ment Services Pte Ltd purportedly recruiting employees
for the Community Isolation Facility (CIF) at Singapore
Expo. We wish to clarify MOH has not engaged Primestaff
Management Services Pte Ltd to conduct this recruitment.



uriously, some of these pieces of government-identified falsehoods, in turn,
have similarities with cases previously subject to a POFMA order:

Table 3: Comparisons of Clarifications with previous POFMA orders

Locations of
suspected
COVID-19
cases

Alleged
deaths due
to COVID-19

February 1:

There is a WhatsApp message
circulating with a list of alleged
places where suspected or
confirmed cases of COVID-19
have been. This is false. There is
no need to avoid places where
persons with suspected or
confirmed cases of COVID-19
have been. The risk of infection
from transient contact, such as
in public places, is low. There

is also currently no evidence of
community spread.

February 28:

MOH is aware of a rumour
circulating on social media that
a foreign domestic worker had
passed away from COVID-19

in Singapore. This is not true.
She was tested for COVID-19
and found to be negative. As
of 4pm on 28 Feb 2020, there
has been no fatality related

to COVID-19 in Singapore. We
advise members of the public
to not speculate and/or spread
unfounded rumours.

January 28:

On 28 Jan 2020, there were
posts by several Facebook
users claiming that Woodlands
MRT was closed for disinfec-
tion due to a suspected case
of the 2019 novel coronavirus
infection. The posts also urged
members of the public not to
go to Woodlands MRT. This is
not true. Woodlands MRT was
not closed on 28 Jan 2020; it
was fully operational.

January 27:

At 5.50pm on 26 Jan 2020, a
HardwareZone Forum post
claimed that a 66-year-old man
died in Singapore from a newly
identified virus that caused him
to develop severe pneumonia.
As of 11pm on 26 Jan 2020,
there have been no deaths
among confirmed cases of the
Wuhan coronavirus infection.

egardless of the reasons why the POFMA has not been used, we suggest that
the instances captured in Tables 2 and 3 above highlight some discrepancies that lay
bare a number of assumptions that undergird the legislation.



4.2 Why does
it Matter?

tis clear from Table 2 that modern communication practices are not particu-
larly straightforward - individuals use different applications on their smartphones for
avariety of reasons. Correspondingly, all categories of information travel across appli-
cations - moving from Facebook comments to WhatsApp groups, from Twitter feeds
to Telegram chats. As commentators have been quick to point out, the actual number
of COVID-19-related misinformation is clearly higher than what is being identified
and addressed by the government. 7° In a recent study analysing a Singapore-based
Telegram group with more than 10,000 participants over a period of six weeks from
February to March, researchers found that government-identified misinformation (i.e.,
corrections made by the Ministry of Health and the government's own fact-checking
page) were not frequently mentioned - only 6 of the 17 pieces of government-identified
misinformation were discussed in the group chat.”

hile this perhaps speaks to the scale of the problem at hand, it should be
noted that the presence of misinformation is not a reliable indicator for the health of a
population’s media literacy. Taking it as one would be to do a great disservice to said
population. Individuals are not always passive recipients of online messages.”” The same
paper also found that participants were constantly seeking to verify the accuracy of
content, rather than merely amplifying it.”® Indeed, this form of “community fact-check-
ing” might have occurred in a recent case of COVID-19-related misinformation: in April,
a taxi driver posted in a private Facebook group, claiming that he had “intel” from the
government regarding upcoming lockdown policies for food courts and supermarkets
after seeing a text about it in a WhatsApp group chat.” After receiving advice from
members of the group not to spread rumours, he deleted the post about 15 minutes
after posting it. Still, in May, he was charged under the Miscellaneous Offences (Public
Order and Nuisance) Act and sentenced to four months in prison. Both the study and
this case suggest that members of the
public have been particularly discerning
during this period of time.

uch of the rhetoric around the
POFMA, captured in the early days when
the Ministry of Law first announced that
it was looking at implementing legisla-
tive measures to address online false-
hoods, was centred on the premise that
legislation is necessary to ensure that the
government can act quickly,® ensuring
that people who are misinformed do not



remain misinformed. What the examples above demonstrate is that the government
has actually been able to swiftly react to harmful pieces of misinformation without the
use of the POFMA. The Ministry of Health has a webpage dedicated solely towards clar-
ifying misinformation®' and has been posting their own clarifications and/or reposting
clarifications from other public bodies on their social media feeds (see Figure 3). In
addition, clarifications have also been shared through the government’'s WhatsApp
and Telegram channels (see Figure 4).

Figure 3: Screenshot from the Ministry of Health’s Facebook page®?

¢  Ministry of Health, Singapore @ e
" March 28, 2020 - £

Enterprise Singapore @
March 27, 2020 - @

YRGS

[Rumour of Safe Distancing Ambassadors imposing fine]

There is a rumour circulating on social media and via text messaging platforms claiming
that an Enterprise Singapore safe distancing ambassador had imposed a fine on an
individual, for sitting on a seat that was marked out as not to be occupied.

This is FALSE.

Safe distancing ambassadors are deployed by various government agencies to guide and
ensure that businesses implement and comply with the safe distancing measures. They do
not impose fines.

Businesses that are found to have violated the Infectious Diseases Act and regulations
promulgated thereunder may be liable for an offence and charged.

We advise members of the public to avoid spreading unverified information.

Q 14 25 Comments 53 Shares

o5 Like (D Comment ~> Share



Figure 4: Example of a text sent via Gov.Sg’s WhatsApp Channel (Source: the authors)

[Sent by Gov.sg - 17 Apr]
False rumours on the COVID-19 situation

There are false rumours circulating of an announcement tonight
by Prime Minister Lee that Singaporeans are not allowed to
travel outside of the region they live in. This is untrue

We urge all not to spread unverified information.

To find out if Prime Minister Lee will be making a statement,
please refer to government sources or PM Lee's official social
media platforms only.

FB: www.facebook.com/leehsienloong

Twitter: twitter.com/leehsienloong

Telegram: t.me/leehsienloong

Stay updated with Gov.sg WhatsApp, available in 4 official
languages
Sign up here: go.gov.sg/whatsapp

hile it may be the case that the POFMA's correction notices are useful for
ensuring that individuals do not remain misinformed, there is no guarantee (or evi-
dence to show) that this is indeed the fastest way of addressing viral misinformation.
For example, before a correction notice is appended to a post being shared, the notice
must be drafted and approved by the relevant authorities before being sent to the
individual(s) communicating the post who then proceeds to edit their post to add said
corrections. The presence of various interlocuters - i.e., the minister’s office, the POFMA
office, and the individual who communicated the initial falsehood - may actually delay
the time it takes to address the falsehood.

inally, there is much room for further research into the efficacy of the POFMA's
correction notices. At present, we do not know the reach (and the subsequent effective-
ness) of these corrections: is it truly the case that a post which is corrected (after it has
gone viral) would be seen again by the same people who saw it the first time? Not only
is this logic weakened by the way in which viral misinformation tends to travel across
platforms and chat applications, but it also places the efficacy of correction notices
into the hands of platform algorithm designers who make decisions on how and when
posts appear on social media feeds. Again, much like the whack-a-mole game discussed
earlier, the POFMA's platform-agnostic design has only served to undermine its own
mechanisms for addressing and disrupting the dissemination of online falsehoods.



Discussion

e suggest that the inconsistent application of the POFMA has revealed its cen-
tral paradox: while its powers are broad (in its ability to cast a wide net across various
platforms) and deep (from being corrective to censorious), the POFMA has nonetheless
been less useful for addressing viral pieces of COVID-19-related misinformation. Instead,
the government's crisis communication infrastructure has clearly provided the main
tools upon which the government has relied on to address and correct misinformation.

eanwhile, the lack of transparency around decisions made in the application
of the POFMA may compromise the POFMA's legitimacy. The semi-private nature of
chat applications has made it difficult to understand just how widespread and prevalent
misinformation disseminated via such modes may be. Further, it is difficult for mem-
bers of the public to understand what triggers - or in the Minister for Law's own words,
“crosses the threshold for”s* - a POFMA direction to be made.®* Similarly, appeals to
the High Court have also shown that the other two prerequisites for the identification
of an actionable falsehood are not as straightforward as they appear in the legislation.
For example, two recent decisions showed contrasting judicial opinions as to which
party ought to bear the burden of proof in appeals against the minister's decision to
issue a Correction Direction.®

hese ongoing inconsistencies and
uncertainties are not insignificant. While it is
outside the ambit of this paper, itis nonethe-
less important to acknowledge the relatively
higher proportion of POFMA directions that
has been issued to members of opposition
parties, organisations, and individuals criti-
cal of the government.® This, coupled with
a seemingly absent legal requirement for a
minister to give evidence for the basis which
he relies upon when instructing for a certain
Direction to be given, leaves the POFMA open
to criticism that it is being wielded for political
reasons. This may have the effect of under-
mining the legitimacy of the POFMA in the
eyes of Singapore’s citizenry and ultimately
compromising the state’s attempt to holisti-
cally address misinformation.



Conclusion

e have explored Singapore’s experience with COVID-19 to examine the ways
that the POFMA has been utilised. The analysis suggests that the POFMA has further
strengthened the role of the government in guiding the country’s media ecosystem.
The method and extent of this intervention requires careful and constant calibration:
in ensuring that the POFMA's platform-agnosticism to have a far as outreach as pos-
sible, the POFMA unfortunately does not seem to be achieving this aim as we attempt
to demonstrate above. Government-directed deplatforming has also led to a game of
whack-a-mole. At the same time, the government has also demonstrated that it has
other means of addressing falsehoods, as well as a willingness to use other legislation
to deter the purposeful spreading of COVID-19-related misinformation.

s such, our comparison between POFMA-directed clarifications and other forms
of government-led mechanisms of addressing pandemic-related misinformation has
raised questions about the POFMA’s necessity - as a rapid response enabler - and
effectiveness - in ensuring that people do not remain misinformed. It bears mentioning
that Singapore has not experienced particularly damaging forms of misinformation
witnessed in other countries, such as the debate over hydroxychloroquine. By and
large, trust in public institutions and their expertise, which has always been high in
Singapore, has been maintained over the course of the pandemic. It is this trust, we
argue, that risks being compromised in the long run by these questions.

he challenges to the POFMA’s efficacy will undoubtedly manifest in different
ways in a post-pandemic new normal; and while it would be naive to expect that the
government's crisis communication infrastructure would be used in a similar manner
in this new normal, we nonetheless note that COVID-19 may lock in place some of this
infrastructure for future government communications (for example, Gov.sg's WhatsApp
and Telegram channels). Given this, we strongly recommend that more research be done
to understand the efficacy of the POFMA corrections together with ongoing media liter-
acy initiatives - such as the Digital Media and Information Literacy Framework to better
understand how legislative and non-legislative efforts could complement each other.



Appendix: Instances of POFMA use to address COVID-19 Misinformation

1 27 January
2020

2 28 January
2020

3 31 January
2020

4 31 January
2020

5 14 Febru-
ary 2020

False statement made in a Hardware-
Zone forum post claiming that a man

has died from the Wuhan coronavirus
infection in Singapore

False statements made by two Face-
book users who alleged that Woodlands
MRT station was closed for disinfection
because there was a suspect case of the
Wuhan Coronavirus

False statement made on a AB-TC City
News' website article claiming that five
Singaporeans contracted the Wuhan
Coronavirus without going to China

False statement made by the States
Times Review on Facebook which falsely
claimed that Singapore had run out of
face masks

Multiple false statements made by the
States Times Review on Facebook claim-
ing that:

The Singapore Government is unable
to trace the source of infection for
any of the infected COVID-19 cases
in Singapore;

The Singapore Government is “the
only one” telling the public not to
wear a mask;

Each “China worker” will also get 100
Singapore Dollars a day for 14 days
of Leave of Absence, fully paid for by
the Singapore Government;

The Minister for Manpower had said
that she was working hard to bring
more workers from China into Singa-
pore; and

Seven countries have since banned
travel to Singapore, citing lack of
confidence in the Singapore’s Gov-
ernment’s public health measures

Minister for
Health

Minister for
Transport

Minister for
Health

Minister for
Trade and
Industry

Minister for
Health

General
Correction
Direction (s23)

Correction
Direction (s11)

Correction
Direction (s11)

Correction
Direction (s11)
and Targeted
Correction
Direction (s21)

Correction
Direction (s11)
and Targeted
Correction
Direction (s21)

Corrective

Corrective

Corrective

Corrective

Corrective



10

11

15 Febru-
ary 2020

17 Febru-
ary 2020

18 March
2020

1 April
2020

6 April

2020

17 April
2020

Declaration of the States Times Review's
Facebook page as a Declared Online
Location

Disabling access to the States Times
Review's Facebook page by Singapore
users

False statements made in several Face-
book posts claiming that the People’s
Association and/or the Residents’ Com-
mittees were involved in the organisa-
tion of a dinner event which a COVID-19
cluster was later traced to

False statements made in a Facebook
post concerning Singapore’s Resilience
Budget, in particular:

The source of funding for Singapore
Airlines’ 15 billion Singapore Dollars
capital-raising exercise; and

The use of 17 billion Singapore dol-

lars from Singapore's past reserves

False statement made by the States
Times Review on Facebook claiming that
quarantined foreign workers will not be
paid their salaries

False statement made by The Temasek
Review on Facebook claiming that a
GrabFood delivery rider was fined $300
by Police officers for wearing a cloth as
a mask or for illegal parking

Minister for
Communi-

cations and
Information

Minister for
Communi-

cations and
Information

Minister in
charge of
the People's
Association

Minister for
Finance

Minister for
Manpower

Minister
for Home
Affairs

Declaration Corrective
of Online
Locations (s32)

Disabling Blocking
Order (s34)
Correction Corrective

Direction (s11)

Correction Corrective
Direction (s11)

Correction Corrective
Direction (s11)

and Targeted

Correction

Direction (s21)

Correction Corrective
Direction (s11)



12

13

14

15

18 April
2020

19 April
2020

5 May
2020

6 May
2020

Multiple false statements made by the
Singapore States Times on Facebook
claiming that:

The number of new confirmed cases
of COVID-19 infection on 17 April
was 1,146, and the total number of
confirmed cases was 5,573;

The Minister for Health ordered the
reported numbers to be halved to
minimise public panic, by reporting
numbers in the afternoon instead of
later at night;

The Singapore Government earlier
covered up the number of uncon-
tactable suspect cases, then covered
up the flight information and profiles
of imported cases, and subsequently
tried to cover up the total number of
cases by reporting only the num-

ber of discharged cases and daily
increases; and

The States Times Review had called
out the Singapore Government

and Ministry of Health on the cover
up and the Ministry of Health had

to comply with the States Times
Review's post.

False statement made by multiple par-
ties on Facebook regarding the remu-
neration of Temasek Holdings Pte Ltd's
Executive Director & Chief Executive
Officer, Ms Ho Ching

False statement made by the Singapore
States Times on Facebook claiming that
the Minister for Education was respon-
sible for numerous infections in Singa-
pore schools after his refusal to close
them down

Declaration of the Singapore States
Times' and Alex Tan's Facebook pages as
Declared Online Locations

Minister for
Health

Minister for
Finance

Minister for
Education

Minister for
Communi-

cations and
Information

Correction
Direction (s11)
and Targeted
Correction
Direction (s21)

Correction
Direction (s11)

Correction
Direction (s11)
and Targeted
Correction
Direction (s21)

Declaration
of Online
Locations (s32)

Corrective

Corrective

Corrective

Corrective



16

17

18

19

20

21

8 May
2020

27 May
2020

28 May
2020

30 May
2020

29 June
2020

5 July
2020

Disabling access to the Singapore States
Times’ and Alex Tan's Facebook pages
by Singapore users

False statements made by the National
Times Singapore (run by Alex Tan) on
Facebook claiming, inter alia, that every
criticism has been outlawed by the Sin-
gapore Government through the POFMA
where the politicians in power get to
decide what is truth

Declaration of the National Times Sin-
gapore's Facebook page as a Declared
Online Location

Disabling access to the National Times
Singapore's Facebook page by Singa-
pore users

False statement made by State News
Singapore regarding cross-border travel
arrangements between Singapore and
Malaysia in a Facebook post

Multiple false statements of fact made
by Professor Paul Tambyah claiming
that:

The Ministry of Manpower issued a
statement to all the employers that
if they brought their foreign workers
for COVID-19 testing, they would lose
their work pass privileges;

The Ministry of Manpower actively
discouraged the testing of workers;
The Ministry of Manpower made
these decisions without consulting
public health medical professionals
or the Ministry of Health

Minister for
Communi-

cations and
Information

Minister for
Law

Minister for
Communi-

cations and
Information

Minister for
Communi-

cations and
Information

Alternate
Authority
for the
Minister
for Foreign
Affairs

Alternate
Authority
for the
Minister for
Manpower

Disabling
Order (s34)

Correction
Direction (s11)
and Targeted
Correction
Direction (s21)

Declaration of
Online Loca-
tions (s32)

Disabling
Order (s34)

Correction
Direction (s11)
and Targeted
Correction
Direction (s21)

Correction
Direction (s11)

Blocking

Corrective

Corrective

Blocking

Corrective

Corrective
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