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 � South Korea is engaged in a national debate about when, or if, the government 
should limit how information technologies might leverage public, private, and 
sensitive data. This is perhaps most apparent in discussions of digital healthcare. 

 � President Moon Jae-in has argued that South Korea is well-positioned to lead 
JOREDOO\�LQ�GHYHORSLQJ�QHZ��ȴUVW�LQ�FODVV�GLJLWDO�KHDOWK�SURGXFWV��<HW�KHUH��FDYHDWV�
include questions about deregulation and other reforms that might be required 
to bring big data-enabled services to scale – even as others point to warning signs 
WKDW�FHUWDLQ�VDIHJXDUGV�VKRXOG�ȴUVW�EH�VWUHQJWKHQHG�� 

 � South Korea began 2020 behind several peer economies in domestic adoption and 
DYDLODELOLW\�RI�VHYHUDO�GLJLWDO�KHDOWK�WHFKQRORJLHV��+RZHYHU��LQ�WKH�ȴUVW�KDOI�RI�WKH�
year, the Korean Disease Control and Prevention Agency was nonetheless able to 
rapidly scale-up one the most ambitious bio-surveillance regimes ever as part of its 
response to COVID-19.  

 � Laws such as the Personal Information Privacy Act and Medical Services Act detail 
stringent domestic obligations related to data privacy and protection – yet they 
also carve out exemptions for uses deemed ‘in the public interest.’  

 � :KDW�WKLV�H[HPSWLRQ�PHDQV�KDV�EHHQ�WHVWHG�DQG�IXUWKHU�UHȴQHG�GXULQJ�WKH�FRXQ-
try’s response to COVID-19, with some arguing that certain pandemic-era approv-
als should be retained or expanded post- crisis.  

 � To address complex data governance questions that have arisen during COVID-19, 
South Korea should consider bolstering its engagement with the United States, 
Taiwan, the European Union, and other like-minded economies that are looking to 
strengthen their own best practices.  

 � Seoul should also aggressively pursue opportunities to engage with and weigh-in 
on ongoing debates on digital health questions currently being discussed in fora 
such as APEC, the World Health Organization, and the G-20. 

Key  
Takeaways
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1Intro 
duction In 2020, South Korea’s digital healthcare 

policies were thrust into the global spotlight as 
a result of COVID-19. In early February, South 
Korea was one of the world’s hardest hit coun-
tries, accounting for half of all cases outside 

of China.1 Several so-called ‘super-spreader’ events also raised the prospect that the 
FRXQWU\ȇV�KHDOWKFDUH�V\VWHP�ZRXOG�EH�TXLFNO\�RYHUZKHOPHG��<HW�LQVWHDG�RI�WXUQLQJ�WR�
a societal lockdown, President Moon Jae-in championed the idea of a technology-led 
DSSURDFK�WR�WKH�FULVLV��6SHFLȴF�DSSOLFDWLRQV�KDYH�LQFOXGHG�WKH�XVH�RI�GLJLWDO�WRROV�WR�
track, trace, and slow community spread; the (temporary) authorisation of telemedicine 
VHUYLFHV��DQG�WKH�WDFLW�EOHVVLQJ�RI�XQRɝFLDO�ZHEVLWHV�WKDW�DOORZ�WKH�SXEOLF�WR�PDS�WKH�
virus’ spread.2 Alongside this, the Moon administration has argued that an expanded 
use of AI and big data could support other urgently needed medical breakthroughs. 
Such breakthroughs include, for example, in the race to develop new vaccines.3

Digital health is about more than just technologies that might be deployed in an 
HPHUJHQF\��+RZHYHU��HPHUJHQFLHV�FDQ�RHU�LQVLJKW�LQWR�WKH�VWUHQJWKV�Ȃ�DQG�ZHDNQHVVHV�Ȃ� 
of existing tools, policies, and practices. To that end, the current moment has served 
to intensify ongoing debates within South Korea about when – or if – the government 
should limit how information technologies might leverage public, private, or sensitive 
data. While the country has a robust, mature data governance framework, a diverse 
cross-section of domestic voices has argued that this framework does not strike the 
right balance in promoting innovation, 
‘quality’ healthcare, human rights, and 
other societal interests. Moreover, several 
such debates have continued to question 
whether South Korea’s data governance 
framework is too restrictive, COVID-19 
era developments notwithstanding. Ulti-
mately, how Seoul might navigate these 
issues has implications for not only South 
Korea, but also for others in the Asia-Pa-
FLȴF�WKDW�DUH�LQWHUHVWHG�LQ�GDWD�JRYHUQDQFH�
best practices.

1 World Health Organization. 2020. “Coronavirus 
disease 2019 (COVID-19): Situation Report.” (https://
www.who.int/docs/default-source/coronaviruse/
situation-reports/20200228-sitrep-39-covid-19.pdf?s-
fvrsn=5bbf3e7d_4).

�� )RU�DQ�RɝFLDO�DQG�XQRɝFLDO�SULPHU�RQ�WKLV�RYHUDOO�
DSSURDFK��VHH�7KRPSVRQ��'HUHN��������Ȋ:KDWȇV�
%HKLQG�6RXWK�.RUHDȇV�&29Ζ'����([FHSWLRQDOLVP"ȋ�7KH�
$WODQWLF����0D\���KWWSV���ZZZ�WKHDWODQWLF�FRP�LGHDV�
DUFKLYH���������ZKDWV�VRXWK�NRUHDV�VHFUHW�����������
/HH��'DH�-��+\XQML�/HH��DQG�-XQVXN�3DUN��������Ȋ+RZ�
.RUHD�5HVSRQGHG�WR�D�3DQGHPLF�8VLQJ�Ζ&7��)ODWWHQLQJ�
WKH�FXUYH�RQ�&29Ζ'����ȋ�0LQLVWU\�RI�)RUHLJQ�$DLUV��
7KH�5HSXEOLF�RI�.RUHD���KWWS���RYHUVHDV�PRID�JR�NU�
YLHZHU�VNLQ�GRF�KWPO"IQ ������������������
pdf&rs=/viewer/result/202008).

�� 2ɝFH�RI�WKH�3UHVLGHQW��WKH�5HSXEOLF�RI�6RXWK�.RUHD��
������Ȋ5HPDUNV�E\�3UHVLGHQW�0RRQ�-DH�LQ�DW�-RLQW�
0HHWLQJ�ZLWK�ΖQGXVWU\��$FDGHPLD��5HVHDUFK�ΖQVWLWX-
WLRQV�DQG�+RVSLWDOV�WR�'HYHORS�&29Ζ'����7UHDWPHQWV�
DQG�9DFFLQH�ȋ��KWWSV���HQJOLVK��SUHVLGHQW�JR�NU�%ULHI-
LQJ6SHHFKHV�6SHHFKHV�������/HH��+\XQML��DQG�3DUN��
������Ȋ+RZ�.RUHD�5HVSRQGHG�WR�D�3DQGHPLF�ȋ
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This essay explores debates surrounding digital healthcare in South Korea as a 
FDVH�VWXG\�LQ�RQJRLQJ�HRUWV�WR�LPSURYH�GDWD�JRYHUQDQFH�LQ�$VLD��6HFWLRQ�RQH�SURYLGHV�
an overview of South Korea’s digital healthcare ecosystem, including its key stakehold-
ers. Section two reviews select policies impacting how digital health technologies can 
or cannot be deployed within the country, including their potential economic, public 
KHDOWK��DQG�KXPDQ�ULJKWV�LPSOLFDWLRQV��7KH�QH[W�VHFWLRQ�H[SORUHV�VHYHUDO�UHIRUP�HRUWV�
that have been proposed or are underway. Section four then suggests scenarios for 
WKH�IXWXUH��XOWLPDWHO\�RHULQJ�UHFRPPHQGDWLRQV�IRU�KRZ�LQVLJKWV�IURP�6RXWK�.RUHD�
PLJKW�LQIRUP�RQJRLQJ�HRUWV�WR�DGYDQFH�EHVW�SUDFWLFHV�LQ�WKH�ZLGHU�$VLD�3DFLȴF��7KH�
HVVD\�FRQFOXGHV�E\�QRWLQJ�VHYHUDO�ȴQDO�WDNHDZD\V�
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South Korea has been described as having ‘one of the world’s most rigorous 
data protection regimes’ – a statement that may seem at odds with examples in the 
introduction given their implied levels of data collection, sharing, and disclosure.4�<HW�
as Korea policy specialists June Park, Hannah Kim, and others have examined, these 
ideas are not necessarily in contradiction. Rather, they hint at how frameworks interpret 
WUDGH�RV��ULVNV��DQG�VRFLDO�OLFHQVH�LQ�VLWXDWLRQV�LQYROYLQJ�SXEOLF�KHDOWK�5

A key case in point is that while a number of South Korean laws emphasise 
domestic obligations related to data privacy and protection, they also carve out excep-
tions related to activities deemed ‘in the public interest.’ This is something where the 
government in particular could be viewed as having a heightened duty to act – and where, 
subsequent to a disastrous domestic out-
break of MERS in 2015, South Korean public 
policy has erred on the side of providing 
KHDOWK�RɝFLDOV�ZLWK�PRUH�H[SDQVLYH�WRROV�
for carrying out their duties (for instance, 
DOORZLQJ�VLJQLȴFDQW�LQWUD��JRYHUQPHQW�GDWD�

2Digital  
Health in the 
Context of 
South Korea

�� 6HH��IRU�H[DPSOH�:DOO��$OH[��������Ȋ*'35�0DWFKXS��
6RXWK�.RUHDȇV�3HUVRQDO�ΖQIRUPDWLRQ�3URWHFWLRQ�$FW�ȋ�
ΖQWHUQDWLRQDO�$VVRFLDWLRQ�RI�3ULYDF\�3URIHVVLRQDOV��
�KWWSV���LDSS�RUJ�QHZV�D�JGSU�PDWFKXS�VRXWK�NRUH-
DV�SHUVRQDO�LQIRUPDWLRQ�SURWHFWLRQ�DFW���

�� 3DUN��-XQH��������Ȋ&RPSDULQJ�.RUHDȇV�&29Ζ'����
7UDFNLQJ�:LWK�(XURSH��ΖPSOLFDWLRQV�)RU�52.�(8�
5HODWLRQV�$QG�*OREDO�3DUWQHUVKLS�2Q�$UWLȴFLDO�
ΖQWHOOLJHQFH��*3$Ζ��ȋ�(DVW�:HVW�&HQWHU���KWWSV���ZZZ�
HDVWZHVWFHQWHU�RUJ�HYHQWV�FRPSDULQJ�VRXWK�NR-
UHD�(�������V�FRYLG����WUDFNLQJ�HXURSH�LPSOL-
FDWLRQV�URN�HX�UHODWLRQV�DQG�JOREDO���.LP��+DQQDK��
6R�<RRQ�.LP��DQG�<DQQ�-RO\��������Ȋ6RXWK�.RUHD��
ΖQ�WKH�0LGVW�RI�D�3ULYDF\�5HIRUP�&HQWHUHG�RQ�'DWD�
6KDULQJ�ȋ�+XPDQ�*HQHWLFV���������Ȃ���
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sharing, bio-surveillance measures, etc.).6 Alongside this, South Korean regulators and 
RWKHU�RɝFLDOV�KDYH�DOVR�EHHQ�HQFRXUDJHG�WR�ZHLJK�DQ�LQGLYLGXDOȇV�ULJKW�WR�SULYDF\�DJDLQVW�
the public’s right to information. This includes vocal public support for disclosing more, 
rather than less, patient data to the extent that it might support earlier, more compre-
hensive public health interventions as well as overall transparency in government.7

Keeping this in mind, at a high-level, South Korea’s digital health ecosystem is 
comprised of a wide range of stakeholders. This includes not only the Blue House8 and 
National Assembly, but also the Ministries of Health and Welfare, Science and ICT, and 
)RRG�DQG�'UXJ�6DIHW\��WKH�FRXQWU\ȇV�VR�FDOOHG�ȊELJ�ȴYHȋ�KRVSLWDOV��LQVXUDQFH�SURJUDPV��
major conglomerates such as Samsung, LG, SK, and KT; and a wide cross-section of 
universities, doctor and patient advocates, and civil society.9 Table 1 provides select 
information on each of these groups, and what roles they typically perform in inform-
ing domestic development. 

�� 7KRPSVRQ��'HUHN��������Ȋ:KDWȇV�%HKLQG�6RXWK�
.RUHDȇV�&29Ζ'����([FHSWLRQDOLVP"ȋ�$V�DOOXGHG�WR�
KHUH��6RXWK�.RUHDȇV�UHVSRQVH�WR�0(56�KDV�RIWHQ�
EHHQ�UHJDUGHG�GRPHVWLFDOO\�DV�IDLOXUH�RI�ERWK�
WKH�JRYHUQPHQWȇV�HPHUJHQF\�KHDOWK�PDQDJH-
PHQW�V\VWHPV�DQG�LWV�GDWD�JRYHUQDQFH�SROLFLHV��
2YHU�D�WZR�PRQWK�SHULRG��6RXWK�.RUHD�IRUPDOO\�
TXDUDQWLQHG�QHDUO\��������SHRSOH�DQG�VRPH�
HVWLPDWHV�SXW�WKH�HFRQRPLF�WROO�RI�WKH�RXWEUHDN�
DW�QRUWK�RI�86���ELOOLRQ��$V�ERWK�KLVWRULDQV�DQG�
FRQWHPSRUDQHRXV�VRXUFHV�KDYH�UHFRXQWHG��
critics argued that the severity of the crisis could 
KDYH�EHHQ�OHVVHQHG�KDG�WKHQ�3UHVLGHQW�3DUN�
*HXQ�+\H�DJJUHVVLYHO\�WDFNOHG�LQWUD�JRYHUQ-
PHQW�EDUULHUV�WR�GDWD�VKDULQJ�DQG�QRW�LQLWLDOO\�
ZLWKKHOG�LQIRUPDWLRQ�DERXW�RXWEUHDN�FHQWHUV�
IURP�WKH�SXEOLF��YLHZV�WKDW�XOWLPDWHO\�HQMR\HG�
VLJQLȴFDQW�SXEOLF�VXSSRUW�DQG�KHDYLO\�LQȵXHQFHG�
WKH�VKDSH�RI�VXEVHTXHQW�SROLF\�UHIRUPV��)RU�
VWDWLVWLFV�DQG�KLVWRULHV�DERYH�VHH�IRU�H[DP-
ple, Myoung Don Oh, et al. 2018. “Middle east 
UHVSLUDWRU\�V\QGURPH��:KDW�ZH�OHDUQHG�IURP�
WKH������RXWEUHDN�LQ�WKH�UHSXEOLF�RI�.RUHD�ȋ�
Korean Journal of Internal Medicine 332. (https://
ZZZ�NMLP�RUJ�MRXUQDO�YLHZ�SKS"GRL ��������
NMLP�����������

�� 3DUN��������Ȋ&RPSDULQJ�.RUHDȇV�&29Ζ'���� 
7UDFNLQJ�ȋ

�� 7KDW�LV��WKH�([HFXWLYH�2ɝFH�RI�WKH�3UHVLGHQW�RI�
the Republic of Korea.

�� *LOOLVSLH��&ODUD��������Ȋ1HWZRUNHG�%HQHȴWV��
5HDOL]LQJ�WKH�3RWHQWLDO�RI��*�LQ�6RXWK�.RUHD�ȋ�
7KH�1DWLRQDO�%XUHDX�RI�$VLDQ�5HVHDUFK��6HDWWOH��
(https://www.nbr.org/wp-content/uploads/pdfs/
SXEOLFDWLRQV�VU��BQHWZRUNHGBEHQHȴWVBPD\�����
SGI���2(&'��������ΖQWUDN/LQN�/LPLWHG��������
Ȋ'LJLWDO�+HDOWK�6RXWK�.RUHD��0DUNHW�ΖQWHOOLJHQFH�
5HSRUW�ȋ��KWWSV���ZZZ�LQWUDOLQNJURXS�FRP�JHW-
PHGLD�����F��E����G���F����H�������F��DDE��
ΖQWUDOLQN�5HSRUWB/LIH�6FLHQFHVB-XQH������
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Table 1: South Korea’s Digital Healthcare Ecosystem

Category Roles Select Actors & Additional Context

Blue 
House 

Agenda setting 
and strategic 
coordination. 

'XULQJ�KLV�WHUP�LQ�RɝFH��3UHVLGHQW�0RRQ�-DH�LQ�
has sought to frame discussions on the dig-
ital health sector in terms of its potential to 
support high-paying jobs and improve quality 
of life, emphasising the merits of public-sector 
led growth strategies in aiding these twin goals. 
Several standing committees – including the 
Presidential Committee on the Fourth Indus-
WULDO�5HYROXWLRQ�Ȃ�KDYH�DOVR�ORRNHG�WR�ȴQG�ZD\V�
to operationalise these goals via a ‘whole-of- 
government’ lens. 

Ministries Grant making, 
regulation, and 
other develop-
ment roles. 

Key ministries include Health and Welfare, 
Science and ICT, and Food and Drug Safety. Of 
note, the Korea Disease Control and Prevention 
Agency – the lead agency for managing pre-
vention, quarantine, and research of infectious 
diseases – currently falls under the Ministry of 
Health and Welfare. However, President Moon 
has stated that it will be ‘upgraded’ to the Dis-
ease Control and Prevention Administration to 
increase its independence.

National 
Assembly

Legislative 
authority.

The National Assembly has targeted roles in 
shaping the country’s digital healthcare eco-
system (for example, providing tax incentives, 
or allocating budgets for ministry projects) 
as well as a broader facilitating role, such as 
passing or revising laws to address barriers to 
commercialisation.

Insurance 
Schemes

Reimbursing and 
shaping cover-
age for medical 
expenses.

South Korea guarantees universal access to 
healthcare, a scheme that is managed by the 
National Health Insurance (NHI) Service and 
which permits individuals to have both public 
and private insurance. Critics have argued that 
the NHI has been slow to revise its processes 
for covering digital health services (negatively 
impacting the overall rate of domestic use).

Hospitals Providing patient 
care services. 

Samsung Medical Center, Asan Medical Center, 
Seoul National University Hospital, Severance 
Hospital, and Seoul St. Mary’s Center are often 
UHIHUUHG�WR�DV�WKH�FRXQWU\ȇV�ȊELJ�ȴYHȋ�KRVSLWDOV�
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Category Roles Select Actors & Additional Context

Carriers Standing up infra-
structure and pro-
viding data plans.

SK Telecom, KT, and LG U+ are tasked with 
building out the country’s 5G infrastructure and 
are also actively partnering with major hospi-
tals to help accelerate the use of 5G-enabled 
healthcare services (such as advanced records 
management). 

Research 
Institutes 

Conducting policy 
reviews and/or 
directing R&D.

6HRXO�1DWLRQDO�8QLYHUVLW\��<RQVHL�8QLYHUVLW\��
and Hanyang University often serve in both 
of these capacities (with projects sometimes 
including a hospital-, carrier-, government-, 
or other private sector-partner). Think tanks 
such as the Korea Institute for International 
Economic Policy (KIEP) can also have advisory 
roles in evaluating public- and private-sector 
approaches.

Additional 
Private 
Sector 
Partners

Developing digital 
health goods and 
services. 

Samsung, SK, KT and other chaebols (large, 
family- run conglomerates that often cut across 
multiple sectors) are investing heavily in a wide 
range of digital health technologies, from smart-
phone apps to 5G-enabled systems for hospitals. 

Others Advocating for 
the ights and con-
cerns of various 
interest groups.

Notable among these are labour unions and 
associations (such as the Korean Medical Asso-
ciation), which historically have held strong 
QDWLRQDO�SROLF\�LQȵXHQFH��1RW�IRU�SURȴWV�VXFK�DV�
Open Net Korea and other civil society groups 
are also currently active in shaping the coun-
try’s data privacy debates.

6RXUFHV��*LOOLVSLH��&ODUD��������1HWZRUNHG�%HQHȴWV��.RFK��)HOL[��������DGGLWLRQDO�DXWKRU�DQDO\VLV�

EDFK�RI�WKH�DERYH�KDYH�WKHLU�RZQ�VSHFLȴF�LQWHUHVWV�LQ�SXUVXLQJ�GLJLWDO�KHDOWK��
LQFOXGLQJ�YLHZV�DERXW�WKH�ȴHOGȇV�SRWHQWLDO�SURȴWDELOLW\�DQG�FRQWULEXWLRQV�WR�SDWLHQW�FDUH�10 
7KH\�DOVR�KDYH�GLVWLQFW�RSLQLRQV�DERXW�KRZ�WKHVH�EHQHȴWV�PHDVXUH�XS�DJDLQVW�RWKHU�
FRQFHUQV��<HW�RYHUDOO��WKH�2(&'�KDV�FKDUDFWHULVHG�6RXWK�.RUHD�DV�HPSOR\LQJ�D�ȊVWURQJ>�@�
collaborative approach to public health gov-
HUQDQFH�ȋ�7R�WKDW�HQG��IRUPDO�SURFHVVHV�RIWHQ�
involve extensive intra- government coor-
dination as well as engagement with aca-
demia, industry, and civil society in selecting 
(and executing) strategic goals.11 Even in the 
absence of such intentional outreach, groups 
like labour unions and associations can also 
ZLHOG�VXEVWDQWLDO�SROLF\�LQȵXHQFH�LQ�WKHLU�RZQ�
right. The Korean Medical Association, for 

10� )RU�H[DPSOH��3UHVLGHQW�0RRQ�-DH�LQ�LQ�SDUWLFXODU�
KDV�RIWHQ�WRXWHG�LW�DV�DQ�RSSRUWXQLW\�WR�LPSURYH�
GRPHVWLF�OLYLQJ�VWDQGDUGV�ZKLOH�DOVR�UHYLWDOLVLQJ�
6RXWK�.RUHDȇV�HFRQRP\��VRPHWKLQJ�WKDW�KH�KDV�
UHJXODUO\�UHWXUQHG�WR�ZKHQ�GLVFXVVLQJ�KLV�ȵDJVKLS�
�*��6WUDWHJ\�DQG�SURSRVHG�Ȇ.RUHDQ�1HZ�'HDO�ȇ�

11� 2(&'��������Ȋ2(&'�5HYLHZV�RI�3XEOLF�+HDOWK��
.RUHD��$�+HDOWKLHU�7RPRUURZ�ȋ�2(&'�3XEOLVKLQJ��
(https://doi.org/10.1787/be2b7063-en). This is 
not to say that digital health governance has 
DOZD\V�EHHQ�HɝFLHQW��HHFWLYH��RU�IXOO\�UHVSRQ-
VLYH�WR�YDULRXV�GRPHVWLF�FRQFHUQV��5DWKHU��LW�LV�
WR�VD\�WKDW�IHHGEDFN�ORRSV�IRU�NHHSLQJ�JRYHUQ-
DQFH�DFFRXQWDEOH�WR�WKH�QDWLRQDO�PRRG�GR�H[LVW�
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example, has been credited with derailing earlier proposals related to telemedicine, 
most visibly after it led a nation-wide walkout of healthcare workers arguing that these 
technologies were often not well-aligned with goals for promoting TXDOLW\ healthcare.12

Consequentially, it should be noted that South Korea’s heavy domestic support 
for using digital tools to respond to public health emergencies has not always trans-
lated into a more permissive environment for commercialising a wider range of tech-
QRORJLHV��7R�WKDW�HQG��6RXWK�.RUHD�VWLOO�ODJV�EHKLQG�WKH�8�ɋ6���-DSDQ��DQG�RWKHUV�ZKHQ�
it comes to actually deploying a number of digital health technologies that go beyond 
bio-surveillance. For example, even after MERS, South Korea retained a de-facto ban 
on telemedicine; limited services that have been approved during the most recent 
pandemic have been characterised as subject to additional scrutiny (and potential 
post-crisis reversal).13 President Moon’s expressed enthusiasm for AI-backed health-
care solutions should also not distract from the fact that several assessments have also 
rated South Korea poorly in its readiness to utilise AI (citing, for example, fragmented 
or inaccessible public datasets).14 Each of these issues should thus be kept in mind 
when thinking about South Korea’s way forward after the current crisis passes, and 
what they say about potential unmet policy needs.

Nonetheless, as of 2020, South Korea had already cultivated a fairly comprehensive 
governance framework around technologies that intersect with healthcare data or with 
public health goals. Moreover, it remains a dynamic framework where best practices 
DQG�RYHUDOO�JRDOV�FRQWLQXH�WR�EH�IXUWKHU�UHȴQHG��:KDW�WKLV�PHDQV�VSHFLȴFDOO\�Ȃ�DQG�
how it impacts what can be brought to market – is explored in the following section.

12� )RU�FRQWHPSRUDQHRXV�FRYHUDJH�RI�ZDONRXWV�LQ�������
VHH�IRU�H[DPSOH�3DUN��+DQQDK��������Ȋ+HDOWK�0LQLV-
WU\��'RFWRUV�5HDFK�$JUHHPHQW�RQ�7HOHPHGLFLQH�ȋ�7KH�
.RUHDQ�+HUDOG���KWWS���ZZZ�NRUHDKHUDOG�FRP�YLHZ�
php?ud=20140317001326).

13� )RU�UHFHQW�GRPHVWLF�UHSRUWLQJ�RQ�WKLV�HYROYLQJ�
VLWXDWLRQ��VHH�IRU�H[DPSOH�<RQKDS��������Ȋ6��.RUHD�
WR�DFWLYHO\�FRQVLGHU�WHOHPHGLFLQH�VHUYLFHV�DPLG�
FRURQDYLUXV�SDQGHPLF�ȋ�.RUHD�+HUDOG���KWWS���ZZZ�
NRUHDKHUDOG�FRP�YLHZ�SKS"XG ����������������

14� 6HH��IRU�H[DPSOH�2[IRUG�ΖQVLJKWV�DQG�ΖQWHUQDWLRQDO�
'HYHORSPHQW�5HVHDUFK�&HQWUH��������Ȋ*RYHUQPHQW�
$UWLȴFLDO�ΖQWHOOLJHQFH�5HDGLQHVV�ΖQGH[�����ȋ�2[IRUG�
ΖQVLJKWV���KWWSV���ZZZ�R[IRUGLQVLJKWV�FRP�DL�UHDGL-
ness2019). Additional analysis of this study and oth-
ers can be found in Stangarone, Troy. 2020. “South 
.RUHDȇV�'LJLWDO�1HZ�'HDO�ȋ�7KH�'LSORPDW���KWWSV���
WKHGLSORPDW�FRP���������VRXWK�NRUHDV��GLJLWDO�QHZ�
GHDOO��DQG�LQ�2(&'��������
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Data governance around digital health in South Korea is informed by a sizeable 
QXPEHU�RI�SROLFLHV��ODZV��UHJXODWLRQV��DQG�LQIRUPDO�QRUPV��<HW�RI�WKHVH��WKUHH�ODZV�LQ�
particular could be viewed as having outsized impact in guiding how various technologies 
might be designed or otherwise deployed (and thus, are especially important to review 
for understanding ongoing debates). These laws are the country’s Personal Information 
Protection Act (PIPA); Medical Services Act; and Infectious Disease and Control Act. 

PIPA is a key pillar of South Korea’s data governance regime, detailing domestic 
obligations on ensuring data protection and privacy. Among other features, PIPA not 
only establishes civil and criminal liabilities for violations but also requires that data be 
used for task-limited purposes by a single entity and only after receiving explicit user 
consent.15 As studies by this author and others have explored, in practice these meas-
ures can severely limit the ways in which an individual’s information can be exchanged 
EHWZHHQ�GLHUHQW�RUJDQLVDWLRQV��UHJDUGOHVV�RI�ZKHWKHU�LQGLYLGXDOV�PLJKW�EH�UHFHSWLYH�
to providing consent. This in turn has also 
restricted how historical data can be used; 
something that both industry and various 
DFDGHPLFV�KDYH�DUJXHG�XQGHUFXWV�HRUWV�WR�
improve the diagnostic capacities of AI-backed 
systems.16 It has also arguably contributed to 
challenges in boosting the country’s overall 

15� 7KH�WH[W�RI�WKH�3HUVRQDO�ΖQIRUPDWLRQ�3URWHFWLRQ�
$FW�LV�DYDLODEOH�LQ�(QJOLVK�DW�KWWS���NRUHDQOLL�
RU�NU�Z�LPDJHV����H�.RUHDQ'3$FW�����SGI�

16� 6HH��IRU�H[DPSOH��*LOOLVSLH��&ODUD��������Ȋ1HW-
ZRUNHG�%HQHȴWV��5HDOL]LQJ�WKH�3RWHQWLDO�RI��*�
LQ�6RXWK�.RUHD�ȋ�7KH�1DWLRQDO�%XUHDX�RI�$VLDQ�
Research, Seattle. (https://www.nbr.org/wp-con-
WHQW�XSORDGV�SGIV�SXEOLFDWLRQV�VU��BQHWZRUNHGB
EHQHȴWVBPD\�����SGI���

3Select  
�1DWLRQDOb/DZV�
and their  
Implications

3.1 Personal 
Information 
Protection 
Act (PIPA)



 E
C T

N 
 A T309

FRPSHWLWLYHQHVV�LQ�$Ζ��E\�RSHQLQJ�XS�D�JDS�EHWZHHQ�KRZ�ȴUPV�LQ�6RXWK�.RUHD�YHUVXV�
those in other markets are permitted to operate, with (for better or for worse) the 
United States and others taking more lax approaches here.17 

Notable exemptions to PIPA’s more restrictive standards do exist. This includes, 
for example, a public interest override as has been previewed above. However, in terms 
of how these overrides are executed, not all stakeholder groups are considered equal 
in terms of their potential reliability, trust, and overall commitment to promoting data 
protection by other means.18 To that end, studies by Hannah Kim and others have 
GRFXPHQWHG�WKDW�ZKLOH�HRUWV�KDYH�EHHQ�PDGH�WR�UHGXFH�EDUULHUV�WR�GDWD�VKDULQJ�DQG�
usage within the government, less so has been done in terms of addressing barriers to 
public-private collaborations (much less private sector-led development).19 And, when 
combined with the limitations imposed by the next highlighted piece of legislation, this 
KDV�SHULRGLFDOO\�SUHVHQWHG�VXEVWDQWLDO�FKDOOHQJHV�WR�KRZ�6RXWK�.RUHDQ�ȴUPV�PLJKW�
ORRN�WR�EULQJ�VHYHUDO�VSHFLȴF�WHFKQRORJLHV�WR�VFDOH�

Operating in tandem with PIPA, South Korea’s Medical Service Act has a broad 
PDQGDWH�WR�ȊHQVXUH�WKDW�DOO�FLWL]HQV�FDQ�HQMR\�EHQHȴWV�RI�KLJK�TXDOLW\ medical treat-
PHQW�>HPSKDVLV�DGGHG�E\�DXWKRU@�ȋ20 As part of this mandate, the Medical Service 
Act outlines stringent credentialing prerequisites for those who might seek to pro-
vide medical care. Additional provisions also establish requirements for in-person 
consultations on sensitive topics, and limit how and whether medical information 
can be shared digitally.

Collectively, these measures could be seen as designed to ensure that digital 
KHDOWK�WHFKQRORJLHV� ȆȴUVW�GR�QR�KDUP�ȇ� OLPLWLQJ�ZKDW�VHQVLWLYH�LQIRUPDWLRQ�PLJKW�EH�
exposed via any data breaches as well as restraining the overall role of pseudo-experts 
in providing medical advice.21 Nonetheless, 
ERWK�6RXWK�.RUHDQ�ȴUPV�DQG�D�QXPEHU�RI�
studies have argued that these require-
ments are also potentially at odds with 
startup models that bring together both 
medical practitioners and technologists to 
deliver services; among other outcomes, 
producing what this essay has charac-
terised as a de-facto ban on telemedi-
cine.22 Moreover, these restrictions also 
UDLVH�TXHVWLRQV�DERXW�KRZ�ȴUPV�RSHUDW-
ing within South Korea can deliver new 
smart-phone applications and wearable 
GHYLFHV�WKDW�SURYLGH�KHDOWK�DQG�ȴWQHVV�
services to a South Korean audience. For 
example, although Samsung Health (a 
health-record management application) 
has been available outside of South Korea 
for several years, longstanding regulatory 
challenges meant that it was unavailable 

17� 7KLV�LV�D�FRQFOXVLRQ�WKDW��RYHU�WKH�\HDUV��D�QXPEHU�RI�
NH\�VWDNHKROGHUV�ZLWKLQ�6RXWK�.RUHD�KDYH�UHDFKHG��
LQFOXGLQJ�WKH�FRXQWU\ȇV�RZQ�0LQLVWU\�RI�6FLHQFH�DQG�
Ζ&7��6HH��IRU�H[DPSOH��0LQLVWU\�RI�6FLHQFH��Ζ&7�DQG�
)XWXUH�3ODQQLQJ�������Ȋ5HSXEOLF�RI�.RUHD�ΖQWHUGH-
SDUWPHQWDO�([HUFLVH��0LG��WR�/RQJ�7HUP�0DVWHU�3ODQ�
LQ�3UHSDUDWLRQ�IRU�WKH�ΖQWHOOLJHQW�ΖQIRUPDWLRQ�6RFLHW\��
Managing the Fourth Industrial Revolution.” (http://
HQJOLVK�PVLS�JR�NU�FPV�HQJOLVK�SO�SROLFLHV��BBLFV-
)LOHV�DȴHOGȴOH������������0DVWHU���3ODQ���IRU���
WKH���LQWHOOLJHQW���LQIRUPDWLRQ���VRFLHW\�SGI��

18� 7KH�LPSOLFDWLRQ�KHUH�EHLQJ�WKDW�HYHQ�WKRXJK�
JRYHUQPHQW�PLQLVWULHV�DUH�JLYHQ�JUHDWHU�ODWLWXGH�WR�
XVH�DQG�DJJUHJDWH�YDULRXV�IRUPV�RI�GDWD��WKH\�DUH�
QRQHWKHOHVV�NHSW�LQ�FKHFN�E\�WKH�DXWKRULW\�RI�RWKHU�
SDUWV�RI�JRYHUQPHQW�WR�FRQGXFW�DXGLWV�Ȃ�DV�ZHOO�DV�
WKH�SXEOLFȇV�DELOLW\�WR�SXQLVK�DQ\�NQRZQ�DEXVHV�YLD�
WKH�FRXQWU\ȇV�UHJXODU�GHPRFUDWLF�HOHFWLRQV��

19� 6HH��IRU�H[DPSOH��.LP��+DQQDK��6R�<RRQ�.LP��DQG�
<DQQ�-RO\��������Ȋ6RXWK�.RUHD��ΖQ�WKH�0LGVW�RI�D�3ULYD-
F\�5HIRUP�&HQWHUHG�RQ�'DWD�6KDULQJ�ȋ�+XPDQ�*HQHW-
LFV���������Ȃ����*LOOLVSLH��&ODUD��������Ȋ1HWZRUNHG�
%HQHȴWV�ȋ

20� 7KH�WH[W�RI�WKH�0HGLFDO�6HUYLFH�$FW�LV�DYDLODEOH�LQ�
(QJOLVK�DW�KWWSV���HODZ�NOUL�UH�NU�HQJBPRELOH�JDQDGD-
'HWDLO�GR"KVHT �����	W\SH DEF	NH\ 0('Ζ&$/���
6(59Ζ&(���$&7	SDUDP 0�

21� *LOOLVSLH��&ODUD��������Ȋ1HWZRUNHG�%HQHȴWV�ȋ
22� *LOOLVSLH��&ODUD��������Ȋ1HWZRUNHG�%HQHȴWV�ȋ
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within the country until June 2020 – suggestive of potential gaps in how South Koreans 
might be able to independently manage their own healthcare needs relative to their 
overseas peers.23 

Finally, countering some of these more restrictive trends is a third critical ingre-
GLHQW�VKDSLQJ�6RXWK�.RUHDȇV�GLJLWDO�KHDOWK�JRYHUQDQFH��WKH�ΖQIHFWLRXV�'LVHDVH�&RQWURO�
and Prevention Act.24 Following the MERS coronavirus pandemic, this Act explicitly 
and tacitly expanded what uses of healthcare-related data might be deemed as ‘in the 
public interest.’ This includes, for example, putting in place many of the surveillance 
authorities that have been on display during the COVID-19 pandemic. Alongside this, 
the act also further formalised the idea of a ‘public right to information’ that encour-
ages disclosure of available public data.25

However, as the name of this legislation implies, the Act also has a fairly bound 
PDQGDWH��DGGUHVVLQJ�FRQFHUQV�UHODWHG�WR�KLJKO\�LQIHFWLRXV�GLVHDVHV��7KLV�PHDQV�WKDW�
some of the legislation’s most expansive provisions only come into play during major 
pandemics or in more traditional, routine public health campaigns that intersect with 
these diseases (like during vaccination drives). It does not cover other preventative 
LQWHUYHQWLRQV��IRU�H[DPSOH��ERWK�WKH�0RRQ�DGPLQLVWUDWLRQ�DQG�VWXGLHV�E\�WKH�2(&'�
have argued that South Korea could be doing more to tackle the country’s chronic care 
challenges (such as relatively high rates of obesity and tobacco usage) if public health 
authorities and researchers had greater access to complex and complete population 
health data sets.26 Although President Moon and others have touted several strategic 
initiatives on AI and 5G as supporting inroads on these health challenges, it remains 
unclear how much of this call-out is rhetoric; calling out the promise of technology 
ZLWKRXW�VXɝFLHQWO\�DGGUHVVLQJ�WKH�QHHGV�IRU�UHIRUP��7KLV�LV�PRUH�VR�LQ�WKH�DEVHQFH�
of either a new legislative mandate that might build on the framework provided by 
the Infectious Diseases Control and Prevention Act or that seeks to remove barriers 
posed by PIPA and the Medical Services Act.

3.3 Infectious 
Disease  
Control and 
Prevention 
Act 

23� +HUWK��0LFKDHO��������ȊȆ6DPVXQJ�+HDOWKȇ�4XLWH�
3RSXODU�$EURDG�EXW�1RW�$YDLODEOH�LQ�.RUHD�ȋ�
%XVLQHVV.RUHD���KWWS���ZZZ�EXVLQHVVNRUHD�
FR�NU�QHZV�DUWLFOH9LHZ�KWPO"LG[QR �������

24� 7KH�WH[W�RI�WKH�ΖQIHFWLRXV�'LVHDVH�&RQWURO�DQG�
3UHYHQWLRQ�$FW�FDQ�EH�IRXQG�LQ�(QJOLVK�DW�KWWSV���
HODZ�NOUL�UH�NU�HQJBPRELOH�JDQDGD'HWDLO�GR"KVH-
T �����	W\SH DEF	NH\ Ζ1)(&7Ζ286���'Ζ6-
($6(���&21752/���$1'���35(9(17Ζ21���
$&7	SDUDP Ζ�

25� 3DUN��������Ȋ&RPSDULQJ�.RUHDȇV�&29Ζ'����7UDFN-
LQJ�ȋ�7KRPSVRQ��'HUHN�������Ȋ:KDWȇV�%HKLQG�
6RXWK�.RUHDȇV�&29Ζ'����([FHSWLRQDOLVP"ȋ�

26� 6HH��IRU�H[DPSOH�2(&'�������0LQLVWU\�RI�+HDOWK�
DQG�:HOIDUH��Q�G��Ȋ&KDOOHQJHV�	�7DVNV�$KHDG�ȋ�
�KWWSV���ZZZ�PRKZ�JR�NU�HQJ�SO�SO�����
MVS"3$5B0(18BΖ' ����	0(18BΖ' ��������
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What do these measures mean in practice, and how have they been on display 
during the current COVID-19 pandemic? South Korea began 2020 notably behind sev-
eral regional peers in the adoption and availability of numerous digital health tech-
QRORJLHV��+RZHYHU�LQ�WKH�ȴUVW�KDOI�RI�WKH�\HDU��WKH�.RUHDQ�'LVHDVH�&RQWURO�DQG�3UH-
vention Agency (KCDC) was able to rapidly scale-up what is arguably one of the most 
ambitious and extensive bio-surveillance regimes ever for a democracy – drawing on 
KRVSLWDO��FUHGLW�FDUG��DQG�*36�GDWD�WR�WUDFN��WUDFH��DQG�UHLQIRUFH�TXDUDQWLQH�HRUWV�IRU�
those who have been potentially exposed to COVID-19.27 Moreover, given the coun-
try’s emphasis on public disclosure of health emergency-related data, an overview of 
anonymised patient data related to the outbreak (including information about patient 
gender, age, and infection routes) has been made available online by the KCDC via the 
Ministry of Health and Welfare’s website.28 This in turn has been seized upon by both 
VFLHQWLȴF�UHVHDUFKHUV�DQG�SULYDWH�ȴUPV��ZKR�KDYH�XVHG�WKLV�GDWD�DQG�YDULRXV�VFLHQWLȴF�
SULQFLSOHV�WR�NLFN�VWDUW�WKHLU�RZQ�UHVHDUFK��GHVLJQ�SXEOLF�QRWLȴFDWLRQ�DSSOLFDWLRQV��DQG�
build other novel products.

Some of this rapid scale-up has 
only been possible due to the emergency 
nature of the current crisis (for example, 
data collection authorities); other ele-
ments have arguably long been possible 
within South Korea’s legal framework with 
only modest shifts in domestic support, 
market enthusiasm, or regulatory guide-
lines (including the availability of general 
types of digital health applications). At the 
same time, the past year has also served 

4Early Take-
aways from the 
COVID-19 Era

27� )RU�D�WKRXJKWIXO��PRUH�LQ�GHSWK�DVVHVVPHQW�RI�6RXWK�
.RUHDȇV�ELR�VXUYHLOODQFH�UHJLPH�LQ�SDUWLFXODU�DQG�LWV�
SULYDF\�GHEDWHV��VHH�3DUN��6DQJFKXO��*LQD�-HHK\XQ�
&KRL��DQG�+DNVRR�.R��������ȊΖQIRUPDWLRQ�7HFKQROR-
J\Ȃ%DVHG�7UDFLQJ�6WUDWHJ\�LQ�5HVSRQVH�WR�&29Ζ'����
LQ�6RXWK�.RUHD�Ȃ�3ULYDF\�&RQWURYHUVLHV�ȋ�-$0$�������
��������Ȃ�������KWWSV���MDPDQHWZRUN�FRP�MRXUQDOV�
MDPD�IXOODUWLFOH�����������6HH�DOVR�'$+�6WD��������
Ȋ:KHQ�7KH�0XVLFȇV�2YHU�Ȃ�&RQWDFW�7UDFLQJ�$SSV��
6ROXWLRQ�RU�6QDNH�2LO"ȋ�'LJLWDO�$VLD�+XE���KWWSV���
ZZZ�GLJLWDODVLDKXE�RUJ������������ZKHQ�WKH�PX-
VLFV�RYHU�FRQWDFW�WUDFLQJ�DSSV�PD\������

28� $V�RI�2FWREHU�����D�G\QDPLF�WUDFNHU�RI�WKLV�GDWD�DQG�
PDMRU�WUHQGV�FDQ�EH�IRXQG�RQOLQH�DW�KWWS���QFRY�
PRKZ�JR�NU�EG%RDUG/LVWB5HDO�GR"EUGΖG �	EUG*XEX-
n=11&ncvContSeq=&contSeq=&board_id=&gubun=.
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as an opportunity to test the theoretical capabilities of the South Korean government 
XQGHU�SRVW�0(56�UHIRUPV�DQG�IXUWKHU�UHȴQH�KRZ�LQWHUHVWV� LQ�SXEOLF�KHDOWK�DQG�DQ�
individual’s right to privacy should be balanced in practice. For example, in an initial 
three-month period surrounding South Korea’s declared outbreak, much was made 
about the JUDQXODU�GHWDLO�RI�WKH��RIWHQ�UH�LGHQWLȴDEOH��SHUVRQDO�LQIRUPDWLRQ�WKDW�WKH�
South Korean government was making public and its potential to enable employer 
RU�FRPPXQLW\�EDVHG�GLVFULPLQDWLRQ�DJDLQVW�VSHFLȴF�LQGLYLGXDOV��+RZHYHU��DV�DGHSWO\�
chronicled by technology and legal scholars Sangchul Park, Gin Jeehyun Choi, and Hak-
soo Ko, South Korea’s governance frameworks also incorporate feedback loops (such 
as the opportunity for judicial and other formal reviews) to evaluate implementation. 
This disclosure issue was ultimately brought before South Korea’s Human Rights Com-
mission, whose ruling in turn triggered the KCDC to revise and narrow the scope of 
what disclosures it deemed to be in the public interest.29 

Meanwhile, the current crisis has served to reinforce and even accelerate interest 
in more permissive reforms (some of which, it should be caveated, were well underway 
prior to the acknowledged start of the pandemic).30 To that end, between January and 
August 2020, the National Assembly has taken up and passed several amendments on 
issues that intersect with digital health debates, while the Ministry of Health and Welfare, 
among others, has pushed additional regulatory changes in line with its existing legal 
discretion to do so. Amongst other changes, several amendments to PIPA support the 
XQUHVWULFWHG�XVH�RI�SVHXGRQ\PLVHG�GDWD�IRU�VFLHQWLȴF�DQG�VWDWLVWLFDO�SXUSRVHV�DQG�DOORZ�
entities to reuse previously collected personal data in a wider variety of situations.31 
Amendments to the Medical Service Act have expanded the authority granted to the 
Minister of Health. This includes creating an obligation for the minister “to establish 
and operate a monitoring system for surveillance of the occurrence and causes of 
LQIHFWLRQV�RULJLQDWLQJ�LQ�KHDOWK�FDUH�LQVWLWXWLRQV�ȋ�DV�FKDQJHV�KDYH�EHHQ�WUDQVODWHG�DQG�
FKDUDFWHULVHG�E\�D�8�ɋ6��/LEUDU\�RI�&RQJUHVV�DQDO\VLV�32 And, although not a by-product 
RI�D�VSHFLȴF�OHJLVODWLYH�UHIRUP��WKH�0LQLVWU\�RI�+HDOWK�DQG�:HOIDUH�KDV�DOVR�EHJXQ�WR�
authorise limited telemedicine services on a case-by-case basis and permitted addi-
tional regulatory tweaks that could ultimately allow for the commercialisation of a more 
extensive suite of digital health applications. However, as repeatedly stressed above, 
WHOHPHGLFLQH�H[HPSWLRQV�LQ�SDUWLFXODU�KDYH�EHHQ�FKDUDFWHULVHG�E\�PLQLVWU\�RɝFLDOV�
as part of their own emergency authority, and thus may not be made permanent in 
the absence of additional guidance from the 
National Assembly or via Presidential action.

Questions remain about what South 
Korea’s way forward might look like, including 
how several of the changes in law mentioned 
above might be further operationalised. If 
well-executed, South Korea’s reforms could 
demonstrate how even countries with mature 
data protection frameworks can improve 
upon their best practices as new challenges 
RU�RSSRUWXQLWLHV�HPHUJH��<HW�WKLV�SURFHVV�LV�
ultimately not without risks. Notably absent 
in the above list of proposed reforms is any 

29� 3DUN��6DQJFKXO��HW�DO��������ȊΖQIRUPDWLRQ�7HFK-
QRORJ\Ȃ%DVHG�7UDFLQJ�6WUDWHJ\�ȋ

30� 7H[W�DQG�FRQFHSWV�LQ�WKH�IROORZLQJ�WZR�SDUD-
graphs draw heavily upon prior author analysis 
LQ�*LOOLVSLH��&ODUD��������Ȋ1HWZRUNHG�%HQHȴWV�ȋ

31� .ZDQJ�+\XQ�5\RR��HW�DO��������Ȋ.RUHDȇV�'DWD�
3ULYDF\�/DZV�$PHQGHG��3DYLQJ�:D\�IRU�%LJ�
'DWD�6HUYLFHV�ȋ�%DH��.LP��DQG�/HH���KWWS���ZZZ�
ENO�FR�NU�XSORDG�GDWD����������ENO�OHJDOXS-
GDWH����������KWPO��

32� 8PHGD��6D\XUL��������Ȋ6RXWK�.RUHD��3DUOLDPHQW�
5HVSRQGHG�4XLFNO\�WR�&29Ζ'����E\�$PHQGLQJ�
7KUHH�$FWV�ȋ�8�ɋ6��/LEUDU\�RI�&RQJUHVV���KWWSV���
www.loc.gov/law/foreign-news/article/south-
NRUHD�SDUOLDPHQW�UHVSRQGHG�TXLFNO\�WR�FRYLG�
���E\�DPHQGLQJ�WKUHH�DFWV����0LQLVWU\�RI�WKH�
Interior and Safety. 2020. 17069 (

) [beoblyulje17069ho(uilyobeob-ilbu-
gaejeongbeoblyul)]. (https://bit.ly/3rogVgW).
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HRUW�WR�FXUWDLO�RU�LPSRVH�DGGLWLRQDO�REOLJDWLRQV�RQ�KRZ�WKH�JRYHUQPHQW�PLJKW�OHYHUDJH�
big data to design and execute public health interventions. As June Park and others 
have shrewdly observed, this is at least partially due to the fact that these measures 
still enjoy a high degree of public support domestically even years removed from the 
MERS outbreak.33 But, how these same measures might be received or replicated inter-
nationally is still an open question, with some international observers and non-gov-
ernmental organisations already expressing concerns about potential human rights 
abuses that could be driven by the use of these tools.

33� 3DUN��������Ȋ&RPSDULQJ�.RUHDȇV�&29Ζ'����7UDFNLQJ�ȋ�
+RZHYHU��WKLV�LV�QRW�WR�VD\�WKDW�GRPHVWLF�FULWLFV�
GR�QRW�H[LVW��ZLWK�JURXSV�VXFK�DV�2SHQ1HW�.RUHD�
H[SUHVVLQJ�VLJQLȴFDQW�UHVHUYDWLRQV�RQ�KRZ�ODZV�
QRZ�WUHDW�SVHXGR�DQRQ\PLVHG�GDWD�DQG�KRZ�HDVLO\�
VDIHJXDUGV�DURXQG�LW�PLJKW�EH�XQGHUPLQHG�
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Placing the above in a global context, South Korea is not alone in trying to shape 
appropriate restrictions around the sharing, aggregation, and transmission of various 
forms of personal data, especially healthcare data, given the often-sensitive nature of 
the underlying information.34 Japan, Taiwan, the European Union, and the United States 
each have their own restrictions on data sharing in this space, including requirements 
for when and how consent must be obtained.35�<HW�6RXWK�.RUHDȇV�H[SDQVLYH�XVH�RI�
digital surveillance and public disclosures related to COVID-19 suggest that the coun-
try’s practices may already have notable divergences between what might be deemed 
acceptable by South Korean stakeholders and by their societal counterparts globally. 
This is perhaps especially so in the case of comparisons with the United States and the 
(XURSHDQ�8QLRQ��ZKR�KDYH�VWUXFN�D�GLHUHQW�EDODQFH�LQ�DGYRFDWLQJ�IRU�SXEOLF�KHDOWK��
an individual’s right to privacy, and the public’s right to information in executing digital 
contract tracing.

In this light, it should be noted that recent amendments to PIPA – expanding 
access to data with only incremental changes in increasing data privacy and protection 
VDIHJXDUGV�Ȃ�FRXOG�HQG�XS�H[DFHUEDWLQJ�WKH�GLHUHQFHV�EHWZHHQ�6RXWK�.RUHD�DQG�LWV�
global peers, rather than bringing these countries together in their views on global best 
practices. If South Korea’s policies begin to drift from those in other markets, it could 
undercut the country’s ambitions for expanding its market share in North America, 
Europe, and Asia – in addition to being counter to domestic interests.

WKDW��WKHQ��PLJKW�D�SRWHQWLDO�ȊEHVWȋ�SDWK�IRUZDUG�ORRN�OLNH"�$V�WKLV�DXWKRU�DQG�
RWKHUV�KDYH�DUJXHG��6HRXO�PLJKW�EHQHȴW�IURP�DGGLWLRQDO�WDUJHWHG�UHYLVLRQV�WR�LWV�GDWD�
governance framework that could better bring it into alignment with other global 
VWDQGDUGV��ZKLOH�VWLOO�UHȵHFWLQJ�VSHFLȴFDOO\�6RXWK�.RUHDQ�LQWHUHVWV���)RU�H[DPSOH��2SHQ�
Net Korea has adroitly argued that recent 
amendments to PIPA expand the use of pseu-
do-anonymised data beyond what the GDPR 
DOORZV��DQG�GR�VR�ZLWKRXW�VXɝFLHQWO\�WDFNOLQJ�
when and how stakeholders should still have 
DQ�REOLJDWLRQ�WR�SUHYHQWLQJ�UH�LGHQWLȴFDWLRQ��

34� 6HOHFW�WH[W�LQ�WKLV�VHFWLRQ�GUDZV�XSRQ�HDUOLHU�
DXWKRU�DQDO\VLV�LQ�*LOOLVSLH��&ODUD��������Ȋ1HW-
ZRUNHG�%HQHȴWV�ȋ

35� *RGHPHQW��)UDQ©RLV�������Ȋ'LJLWDO�3ULYDF\��
How Can We Win the Battle?” Institut Mon-
WDLJQH�KWWSV���ZZZ�LQVWLWXWPRQWDLJQH�RUJ�HQ�
publications/digital-privacy-how-can-we-win-bat-
WOH���*LOOLVSLH��&ODUD��������Ȋ1HWZRUNHG�%HQHȴWV�ȋ�

5Scenarios for 
the Future
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They and others have proposed that potential next revisions could include formalising 
these obligations as well as modestly expanding the list of activities covered by existing 
requirements.36 Meanwhile, in a contrasting example that highlights how restrictions 
PLJKW�EH�UHOD[HG��6RXWK�.RUHD�FRXOG�DOVR�EHQHȴW�IURP�JUHDWHU�UHYLHZV�RI�ZKDW�FDSDELO-
ities are currently possible only (or primarily) during emergencies that might continue 
WR�EHQHȴW�6RXWK�.RUHDQ�VRFLHWDO�DQG�JHR�HFRQRPLF�LQWHUHVWV�LQ�DQ\�ȆQHZ�QRUPDO�ȇ�7R�
that end, Seoul should strongly consider what it would require to grant more perma-
nent approval to telemedicine as a general category of service, in the anticipation that 
ongoing global challenges linked to COVID-19 could drive greater demand for services 
and shifts in domestic consensus on this issue (and where an early lead could support 
the country’s commercial edge globally).

AORQJVLGH�WKHVH�HRUWV��6HRXO�VKRXOG�FRQWLQXH�WR�SULRULWLVH�FORVH�FRRUGLQDWLRQ�
with other countries to avoid potential drifts between South Korean and global best 
practices in data governance. To that end, greater regional and global dialogues built 
around operationalisation of the APEC Privacy Framework and the European Union’s 
General Data Protection Regulation suggest two potential starting points. Several APEC 
SULYDF\�IUDPHZRUN� LGHDOV��VXFK�DV�IRFXVLQJ�HRUWV�RQ�SUHYHQWLQJ�KDUP�DQG�JLYLQJ�
individuals the ability to choose what can be collected or shared, are already deeply 
embedded within South Korea’s data governance culture.

An essential conversation here should also be exploring questions linked to the 
GLHUHQWLDO�WUHDWPHQW�RI�YDULHG�VWDNHKROGHUV�ZLWKLQ�6RXWK�.RUHD�DQG�RWKHU�PDUNHWV��
LQFOXGLQJ�D�FDQGLG�GLDORJXH�RQ�6HRXOȇV�SUDFWLFHV� LQ�VHWWLQJ�GLHUHQW�UHVWULFWLRQV�RQ�
governmental- and non-governmental actors. As noted above, South Korea’s legal and 
UHJXODWRU\�IUDPHZRUNV�GUDZ�QXPHURXV�GLVWLQFWLRQV�EHWZHHQ�KRZ�GLHUHQW�HQG�JURXSV�
�IRU�LQVWDQFH��PLQLVWULHV�YV��SULYDWH�VHFWRU��DUH�DOORZHG�WR�XVH�FHUWDLQ�IRUPV�RI�GDWD��<HW�
DV�ZRUN�E\�5LVKDE�%DLOH\��6PULWL�3DUVKHHUD��DQG�VFKRODUV�DW�WKH�8�ɋ6��EDVHG�ΖQIRUPDWLRQ�
Technology and Innovation Foundation has aptly suggested, an overemphasis on who 
can use data rather than how any group can meet comparable thresholds for safeguard-
ing data may do little to promote good cybersecurity or data management hygiene.37 

To that end, a critical and as yet incompletely answered question here is how 
ȊWUXVWȋ�VKRXOG�EH�JXDUDQWHHG�Ȃ�DQG�XOWLPDWHO\��DXGLWHG�Ȃ�LQFOXGLQJ�KRZ�VRPH�RI�WKH�
APEC privacy framework’s general statements might be better guaranteed through 
more explicit and shared regional norms. 
Though this overall debate is fairly long-
standing (and often contentious), the 
COVID-19 era in many ways presents a 
unique opportunity to reaffirm demo-
cratic commitments to audit and review 
best practices. Taiwan, for example, has 
committed informally to conducting a 
public-facing, comprehensive review of 
its bio-surveillance practices and how its 
human rights safeguards have ultimately 
held up in practice.38 With this in mind, 
South Korea might consider duplicating or 

36� 3DUN��.\XQJ�6LQ��������Ȋ3Ζ3$ȇV�PLVJXLGHG�GHURJDWLRQ�
RQ�SVHXGRQ\PL]HG�GDWD�SXWV�SULYDF\�DW�ULVN�ȋ�2SHQ�
1HW�.RUHD���KWWS���RSHQQHWNRUHD�RUJ�HQ�ZS�������

37� %DLOH\��5LVKDE�DQG�3DUVKHHUD��6PULWL��������Ȋ'DWD�/R-
FDOLVDWLRQ�LQ�ΖQGLD��4XHVWLRQLQJ�WKH�0HDQV�DQG�(QGV�ȋ�
1DWLRQDO�ΖQVWLWXWH�RI�3XEOLF�)LQDQFH�DQG�3ROLF\��:RUN-
LQJ�3DSHU��������KWWSV���ZZZ�QLSIS�RUJ�LQ�PHGLD�
PHGLDOLEUDU\���������:3B����B����SGI���&RU\��1LJHO��
5REHUW�'��$WNLQVRQ��DQG�'DQLHO�&DVWUR��������Ȋ3ULQ-
FLSOHV�DQG�3ROLFLHV�IRU�Ȇ'DWD�)UHH�)ORZ�ZLWK�7UXVW�ȋ�
ΖQIRUPDWLRQ�7HFKQRORJ\�DQG�ΖQQRYDWLRQ�)RXQGDWLRQ��
(https://itif.org/publications/2019/05/27/principles-
DQG�SROLFLHV�GDWD�IUHH�ȵRZ�WUXVW���

38� 5HPDUNV�E\�'LJLWDO�0LQLVWHU�$XGUH\�7DQJ�GXULQJ�
“Containing COVID-19: Biosurveillance in China and 
7DLZDQ�ȋ�7KH�1DWLRQDO�%XUHDX�RI�$VLDQ�5HVHDUFK��
�������KWWSV���ZZZ�\RXWXEH�FRP�ZDWFK"Y 1]-
J8M4ed1LM).
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joining Taiwan’s initiative, given Seoul’s own commitments to advancing transparency 
and other governance best practices both at home and in the region. As aptly put by 
the KCDC’s Goh Jae-young to the BBC, “after the spread of virus ends … there has to 
EH�VRFLHW\ȇV�DVVHVVPHQW�ZKHWKHU�RU�QRW�WKLV�>6RXWK�.RUHDȇV�IRUPDO�XVH�RI�LPSRUWDQW�
SHUVRQDO�GDWD�GXULQJ�&29Ζ'���@�ZDV�HHFWLYH�DQG�DSSURSULDWH�ȋ39 In other words, even 
GHVSLWH�WKH�QHDU�WHUP�EHQHȴWV�RI�QRYHO�DSSOLFDWLRQV�RI�ELJ�GDWD�DQG�LQIRUPDWLRQ�WHFK-
nology, there has to be public accountability – and this is an area where South Korea 
might be able to teach and lead the way. 

39� Ȋ&RURQDYLUXV�SULYDF\��$UH�6RXWK�.RUHDȇV�DOHUWV�
too revealing?” BBC, 5 March 2020. (https://www.
EEF�FRP�QHZV�ZRUOG�DVLD�����������
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6Conclusion
South Korea is potentially well-positioned to emerge as a global leader in digital 

KHDOWKFDUH��<HW�DV�WKLV�HVVD\�KDV�DWWHPSWHG�WR�GHPRQVWUDWH��KRZ�DQG�WR�ZKDW�H[WHQW�
the country might choose to pursue these ambitions is closely linked to the outcomes 
of several debates related to data governance. These include those about when (and 
if) it might be appropriate to reduce existing barriers to how technologies are permit-
ted to leverage data – including making permanent select policies that have been put 
in place during COVID-19 – or if, alternatively, new barriers should be raised through 
narrowing how regulators and other authorities can make public interest exemptions. 

This essay has argued that in approaching these questions, South Korea would 
be well-served by continuing to draw on the core strengths of its general approach to 
data governance – encouraging multiple feedback loops in crafting, testing, and poten-
tially adjusting new proposals before making major changes. Here, an immediate next 
step is conducting a comprehensive evaluation of unmet reform needs in PIPA, the 
0HGLFDO�6HUYLFHV�$FW�DQG�RWKHU�OHJLVODWLRQ��6XFK�DQ�HRUW�FRXOG�EH�OHG�E\�WKH�1DWLRQDO�
Assembly, Ministry of Science and ICT, or a designated Presidential committee – but 
regardless, should ultimately incorporate hearings or other opportunities for public 
input as a means of ensuring domestic support for any changes. Likewise, novel and 
complex questions that have arisen during the current pandemic – such as how bio- 
surveillance should be bound and audited – must also be addressed in a process that 
is open, transparent, and publicly accountable, lest these processes undermine trust 
in South Korean technology policies, both at home and abroad. 

Each of these reviews could be conducted in purely domestic terms – yet Seoul 
�DQG�RWKHU�FDSLWDOV��PLJKW�DOVR�EHQHȴW�VLJQLȴFDQWO\�IURP�WKH�RSSRUWXQLW\�WR�VKDUH��UHYLHZ��
and debate emerging best practices with other like-minded economies. Among others, 
this might include the United States, Taiwan, and the European Union; economies who 
KDYH�HDFK�DSSOLHG�GLJLWDO�WUDFLQJ�WRROV�WR�GLHUHQW�GHJUHHV�GXULQJ�WKH�SDQGHPLF�DQG�
are also looking to strike a better balance between promoting public health and pro-
tecting individual privacy rights. Alongside this, Seoul should also aggressively pursue 
opportunities to engage and weigh-in on ongoing debates on these and larger digital 
health questions currently being discussed in fora such as APEC, the World Health 
Organization, and the G-20. In these ways, South Korea could not only safeguard its 
own interests and identify new best practices but also support the transition in other 
FRXQWULHV�IURP�JHQHUDO�SULQFLSOHV�WR�VSHFLȴF�LPSOHPHQWDWLRQ��(TXDOO\�LPSRUWDQW��WKRXJK��
is the possibility that certain challenges might only be addressed via more collaborative 
and coordinated multinational action. 
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quickly-to-covid-19-by-amending-three-acts/).
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:DOO��$OH[��������Ȋ*'35�0DWFKXS��6RXWK�.RUHDȇV�3HUVRQDO�ΖQIRUPDWLRQ�3URWHFWLRQ�
$FW�ȋ�ΖQWHUQDWLRQDO�$VVRFLDWLRQ�RI�3ULYDF\�3URIHVVLRQDOV�� 
(KWWSV���LDSS�RUJ�QHZV�D�JGSU�PDWFKXS�VRXWK�NRUHDV�SHUVRQDO�LQIRUPDWLRQ�
protection-act/).

:RUOG�+HDOWK�2UJDQL]DWLRQ��������Ȋ&RURQDYLUXV�GLVHDVH�������&29Ζ'������ 
6LWXDWLRQ�5HSRUW�ȋ  
(KWWSV���ZZZ�ZKR�LQW�GRFV�GHIDXOW�VRXUFH�FRURQDYLUXVH�VLWXDWLRQ�UHSRUWV����������
VLWUHS����FRYLG����SGI"VIYUVQ �EEI�H�GB�).

<RQKDS��������Ȋ6��.RUHD�WR�DFWLYHO\�FRQVLGHU�WHOHPHGLFLQH�VHUYLFHV�DPLG�FRURQDYLUXV�
SDQGHPLF�ȋ�.RUHD�+HUDOG�� 
(KWWS���ZZZ�NRUHDKHUDOG�FRP�YLHZ�SKS"XG ��������������).
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