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Data fuels digital change. It forms the basis for numerous new products and ser-
vices and can bring about specific advantages such as personalised medicine, 
autonomous driving, or more efficient administration. While data may be indis-
pensable for the generation of new knowledge and may aid rational decision-mak-
ing in the spheres of politics, society, and the economy, it brings with it an element 
of fear, stemming from issues such as vulnerable consumers, privacy concerns, 
and the possibility of algorithm-based decisions being executed independent of 
human control.

The ability to collect and process ever-increasing amounts of data is key to innova-
tion and growth. For states such as Germany with a globally networked and high-tech 
economy, this presents enormous opportunities – especially due to the increasing 
amount of non-personal data made available through industrial processes as well as 
public sources. However, neither Germany nor Europe is fully exploiting the potential 
of data to drive innovation for the benefit of society, the economy, science, and the 
state. The collection and analysis of data does not have to be in conflict with the Euro-
pean approach to data protection, which sets an important standard for the responsi-
ble handling of data in the global context.

Numerous US and Chinese companies have occupied central and strategic positions 
in the global digital economy in recent years. These include cloud systems, digital 
payment systems, online trading, and Artificial Intelligence (AI). Despite some nota-
ble successes, Europe and Germany still lack a comprehensive vision for the “age 
of data”. Nevertheless, in the spring of 2020, the European Commission launched its 
roadmap for digital policy – a “Data Act” to create a single European data market is 
planned for 2021.

Against this background, it is worth taking a comparative look at the Asia-Pacific 
region as it is generally considered the region that currently leads in both global inno-
vation and economic growth.

Hence, the Konrad Adenauer Foundation’s regional programme “Political Dialogue” 
based in Singapore started a large-scale study in September 2019 on data and inno-
vation in the Asia-Pacific. We want to turn our gaze away from Silicon Valley to other 
important “data nations” in order to investigate the ambiguous and not-at-all-clear 
connection between the use of digital data and the innovative capacity of eco-
nomic and social systems. However, we will not limit our analysis to technical and 
economic issues as the exploration of this ambiguous connection inevitably involves 
the fundamental political question concerning the systemic competition between 
liberal-democratic societies and authoritarian development models – in particular, 
that of the People’s Republic of China – with regard to the manner in which data is 
obtained and used. To put it more pointedly, the question is: in times of omnipresent 
data generation and its use by increasingly AI-based systems, is the ability to innovate 
only to be had at the price of the complete disclosure of private data to governments 
and corporate actors? Or can an alternative approach, one balancing both the protec-
tion of basic rights and promotion of innovation, be found?

The study was carried out in collaboration with the National University of Singapore 
(NUS) and was supported by the country offices of the Konrad-Adenauer-Stiftung in 
the Asia-Pacific. We selected Hong Kong SAR, India, Japan, the People‘s Republic of 
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China, Singapore, South Korea, and Taiwan as the contexts to be examined. We 
looked at the areas of transport, finance, administration, health, and Industry 4.0 to 
understand how added-value for society and the economy can be cre-ated through 
modern data use.

We aim to contribute to the discussion on how to balance data usage and data pro-
tection in order to promote innovation in this digital age.

The following questions guided us in this study:

Narratives
How do companies, state actors, and civil society understand the handling of data – 
especially personal data – and the ethical assessment of such use? What are the pre-
vailing narratives in each country?

Legal Bases
What are the laws and regulations that apply to the collection, use, storage, provision, 
disclosure, retention, and disposal of personal and non-personal data? What is the 
status of the development of legislation for these matters and how do different stake-
holders deal with the issues of data protection and data portability between different 
(private and public) systems?

Ecosystem
Data is part of a larger “innovation ecosystem”. Its potential can only be realised 
through interaction with other innovation-promoting elements. What specific legal, 
technological, infrastructural, cultural, and economic aspects of a country shape the 
respective ecosystems and determine performance?

This second report begins with a study on India, and focuses on the cases of FinTech 
and digital health. The report shows the range of efforts that the Indian government 
has invested in and contributed to in the FinTech and e-health spaces to spur inno-
vation. FinTech adoption and development has been facilitated by the government’s 
IndiaStack framework, which has generated a landscape wherein firms, businesses 
and citizens interact and transact digitally. Several digital health initiatives are cur-
rently afoot to transform the administration and delivery of healthcare. Advances in 
both areas, however, have occurred without a comprehensive data protection frame-
work, which, once enacted, could complicate and constrain innovation.

We hope that the diverse pictures presented on the subject of data and innovation in 
Asia will provide food for thought in Germany, Europe, and Asia itself.

Dr. Peter Hefele
Director Asia and the Pacific
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This report shows the range of efforts that the Indian government has invested in 
and contributed to in the FinTech and e-health spaces to spur innovation.

Here are some key findings:

India is the top market for FinTech investment in Asia and has the highest 
adoption rate of FinTech in the world. India’s FinTech trajectory has been shaped 
by regulatory and technological developments, coupled with business opportuni-
ties and gaps for domestic and foreign financial institutions and tech firms. Rising 
internet and mobile penetration since the late 1990s has boosted FinTech devel-
opment, adoption and use. 

FinTech innovation has been catalysed by the indigenous technologies pro-
duced by the Indian state under the IndiaStack framework, which has resulted 
in the emergence and use of interoperable public digital platforms through which 
Indian citizens transact. The Stack’s backbone is Aadhaar, the biometric database 
that provides unique, verifiable identities to Indian citizens. These identities are 
used by FinTech firms to provide services to citizens following verification.

The FinTech transformation is designed to advance domestic development priori-
ties including, most importantly, financial inclusion and access. 

Regulation and governance of FinTech is fragmented, broken across agencies 
that regulate different aspects of digital finance, including finance, banks, IT, etc. 
Multiple rules and jurisdictions exist vis-à-vis data, which could stifle future Fin-
Tech innovation. Innovation requires a clear, transparent data governance archi-
tecture. 

India’s digital health landscape is diverse and broad, involving services, platforms, 
applications and softwares that seek to provide a digital analogue to existing 
health services. 

Digitalisation in health is accelerated by the Indian government’s plans to trans-
form its domestic public health system in order to expand coverage and lower 
costs. India’s health ministry already uses several digital platforms through 
which it provides various services. 

1.

2.

3.

4.

5.

6.
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Digitising health information and data is a key component of transitioning to a 
more digital healthcare system. Plans are afoot to establish a new digital health 
authority that will govern digital health and be responsible for instituting new dig-
ital health standards and rules. 

The establishment of new digital health initiatives and mechanisms are occurring 
in the absence of a broad data protection framework that could affect the pro-
cessing, storage and sharing of sensitive health data. 

8.

7.
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This project seeks to identify the features of data innovation in India, focusing on 
two specific domains – finance (FinTech) and health. It is the second in a series 
surveying seven different Asian territories to deepen understanding of innova-
tion and data policies, and to contribute to debates which often focus on Euro-
pean models of data protection, such as the General Data Protection Regulation 
(GDPR). This report focuses on two policy areas where innovation has occurred 
in the absence of a comprehensive data protection law that could affect how gov-
ernments, firms, organisations and individuals interact for personal and commer-
cial purposes. Through the key cases covered in this report – in the finance and 
health domains – we also consider and unpack how different actors operate and 
innovate in a policy vacuum. 

Policy innovations by the Indian government are currently spearheaded by the National 
Institution for Transforming India (NITI Aayog). This agency operates as the in-house 
think tank that designs strategic and long-term policies and programmes for the gov-
ernment. One key function of NITI Aayog is to create an innovation-centred support 
system through a collaborative community of both national and international experts. 
The agency has also led initiatives related to e-governance and contributed to the con-
ceptualisation of a tech stack or ‘India Chain’ that would create a nation-wide block-
chain network through which government agencies can function. There exists a vision 
to connect India Chain to the existing India Stack, the digital infrastructure that powers 
Aadhaar, India’s biometric identity database. Matters related to personal data and pri-
vacy are governed by the Ministry of Electronics Information Technology (MEITY) and 
the Information Technology Act (2000) which is administered by the ministry. Regula-
tions pertaining to data are viewed not necessarily from an innovation lens but from 
the perspective of advancing the developmental aspirations and functions of the state. 
The state, thus, effectively conceptualises data as an asset that could unlock new path-
ways and trajectories of state action and power. As of now, the draft legislation gov-
erning personal data, the Personal Data Protection Bill (PDPB), put forth by the govern-
ment appears to serve state and not citizens’ interests. Regulations in India are largely 
seen as stymieing and thwarting, rather than driving or fuelling innovation. 

NITI 
Aayog

Aad-
haar

Apps/ 
Services

India 
Stack

GovernmentPersonal 
Data 

Basis of

Use Verify

Verify

Need/
Want

Governs Governs

Innovations
MEITY
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India is the top market for FinTech investment in Asia and has the highest adoption 
rate of FinTech in the world (Invest India, 2020), and both local and multinational 
companies have launched FinTech services in the country. Developments in data gov-
ernance in the Indian financial sector would thus have implications for the industry 
globally. As for health technology, with the Digital Information Security in Healthcare 
draft act released in 2018 and the National Digital Health Blueprint released in 2019, 
scrutiny regarding how health data should be treated accompanies expectations that 
the healthcare technology market will see significant growth in the near future. 

This report will begin with an introduction to the Indian context and the key trends 
and organisations central to data governance, with a focus on the finance and health 
sectors. After that, it will delve further into issues concerning data and innovation in 
these sectors. Finally, the report concludes with an overview of the factors and consid-
erations that drive innovation in India while looking ahead to how these perceptions 
around data might evolve in the future. 

Innovation and Regulatory Landscape 

To grasp the innovation and regulatory landscape in India, here’s a list of the key 
stakeholders. 

The NITI Aayog is a policy think tank of the government of India that was established 
to support the achievement of sustainable development goals by designing strategic 
and long-term policies for the government of India while providing technical assis-
tance to central ministries and state governments.

The Ministry of Electronics and Information Technology (MEITY) oversees most pol-
icy issues under the remit of information technology, including e-governance, inter-
net governance, needs and wants of the information technology sector, research and 
innovation promotion, fostering of human capital for the information and communi-
cations technology (ICT) transformation, development and management of digital ser-
vices, and an open and safe cyberspace. MEITY also oversees the administration and 
regulation of the Information Technology Act, the chief legislation governing IT issues, 
including personal data. 

The Unique Identification Authority of India (UIDAI) is a statutory authority and 
department established under MEITY to implement the Aadhaar programme, includ-
ing owning and operating the Aadhaar database. Aadhaar provides digital identities 
for Indian citizens. 

Regulations pertaining to data are viewed not 
necessarily from an innovation lens but from 
the perspective of advancing the developmental 
aspirations and functions of the state. The state, 
thus, effectively conceptualises data as an asset 
that could unlock new pathways and trajectories 
of state action and power. 
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Under MEITY, the National Informatics Centre (NIC), an agency established in 1976, 
has been responsible for mainstreaming information technologies into the delivery 
of government services to citizens. NIC is the chief promoter of digital opportunities 
for sustainable development and has led several initiatives that have implemented 
ICT applications in social and public administration. Through its flagship ICT network, 
NICNET, the agency has established institutional linkages with all other ministries 
and departments of the central government, state governments and districts across 
the country. NIC has also led government efforts to develop and incorporate innova-
tive technologies in governance across all levels, including founding several “Centres 
of Excellence” for artificial intelligence and data analytics. NIC is also responsible for 
managing Computer Emergency Response Teams (CERT), which protect public infra-
structures from cyber-attacks and threats. 

The Reserve Bank of India (RBI) is India’s central bank. It is responsible for the gov-
ernance of financial technologies. The RBI sets the regulatory framework on financial 
technologies, responding to the dynamics of the rapidly evolving FinTech landscape. 
The RBI also introduced a framework for a regulatory sandbox where the financial 
sector regulator provides new guidances and rules to facilitate interactions between 
specific jurisdictions, in order to increase efficiency, manage risks and create new 
opportunities for consumers. 

The National Payments Corporation of India (NPCI) operates all retail payment and 
settlement systems in India. It was established as a non-profit organisation by the RBI 
in 2008 and is now owned by a consortium of major Indian banks. The organisation 
manages both RuPay, a robust card system that enables banks and financial institu-
tions to implement electronic payments, and Unified Payments Interface (UPI), a sys-
tem that allows customers to initiate and complete payments through mobile devices. 

The Ministry of Health and Family Welfare (MOHFW) oversees health and family plan-
ning policy in India. The ministry published a draft of the Digital Information Security in 
Healthcare Act (DISHA) in 2018 to regulate the creation, collection, storage and shar-
ing of health data. It also proposed the establishment of a National Electronic Health 
Authority charged with creating guidelines and standards for digital health data. 
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Landscape and Activities

India’s FinTech industry is the product of several drivers, technological and regula-
tory, coupled with an increasing number of business opportunities and gaps that 
are somewhat specific to India. The domestic FinTech revolution sits on the tremen-
dous strides made in internet and mobile penetration since the late 1990s. According 
to the Department of Telecommunications (DOT), India has nearly 1 billion wireless 
subscribers in March 2020 (TRAI, 2020). Per capita internet use has been increasing, 
and so has wireless data usage. Demographics have boosted India’s FinTech trajec-
tory. Besides these structural features, India’s FinTech revolution has been funda-
mentally led by the India Stack framework, a range of indigenous technologies that 
has catalysed innovation in this space (D’Silva et al, 2019). The India Stack framework 
has involved the development of secure, interoperable digital platforms that serve as 
public goods for Indian citizens and firms (D’Silva et al, 2019). The Stack’s backbone 
is Aadhaar, the biometric database that provides unique, verifiable identities to 
Indian citizens. These identities can then be used by FinTech firms to provide ser-
vices to citizens following verification (UIDAI, 2019). Through Aadhaar, other public 
digital platforms have been developed, including e-KYC, which verifies customers; 
e-sign for digital signatures; DigiLocker, which provides cloud storage; and other pay-
ment-related services that facilitate financial interactions between service providers 
and customers. 

The India Stack framework has involved the 
development of secure, interoperable digital 
platforms that serve as public goods for Indian 
citizens and firms.

Case 1 
India’s FinTech
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For payments, the United Payments Interface (UPI) serves as a crucial accelerant, 
allowing customers to use the virtual interface to transact with one another digitally 
(RBI, 2018a). As of now, 200 Indian banks operate on the UPI system, through which 
FinTechs gain access to all existing consumer and business bank accounts to facilitate 
payments. Banks need not interact or establish distinct relationships with one another 
to access each other’s customers and their bank accounts. With this function sorted 
out, payment and FinTech apps focused their time on acquiring customers, bettering 
their products, and making them more accessible and amenable for public use, rather 
than on how to fashion workable relationships between themselves to facilitate finan-
cial transfers (Vir & Rahul, 2020). 

Around  200  
Banks Connected 

Services, Apps 
and Online-
banking Tools 

Using Di�erent 
Tools

India 
Stack

As of now, 200 Indian banks operate on the UPI 
system, through which FinTechs gain access 
to all existing consumer and business bank 
accounts to facilitate payments.

Residents Needing 
to Sign a Document

1. Request for 
Digital Signature

2. Request for 
PoA/PoI Data

4. Instant Digtal 
Signature Issued

3. PoA/PoI
Through eKYC

Application Service 
Providers (ASP)

eSign Service 
Provider (ESP)

UIDAI (for 
Aadhaar eKYC)
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Several definitions of FinTech exist. It is regarded as ‘technology-enabled’ financial 
solutions that could include and go beyond products and services banks tradition-
ally provide. Another definition identifies FinTech as an ‘economic industry composed 
of companies that use technology to make financial systems more efficient’ (D’Silva 
et al, 2019). The Basel Committee on Banking Supervision (BCBS) defines FinTech as 
‘technologically enabled financial innovation that could result in new business mod-
els, applications, processes, or products with an associated material effect on financial 
markets and institutions and their provision of financial services’ (Basel Committee 
on Banking Supervision, 2018). The Basel definition incorporates business models, 
processes, and products into its FinTech conception; essentially, this definition pegs 
FinTech to the financial sector and considers FinTech as a function of finance related 
to how countries organise their financial industry and deploy it to fulfil outcomes. It is 
appropriate to use the Basel definition to classify FinTech in India, given the emergent 
FinTech sectors’ close links with the mainstream financial sector and their material 
effects on the industry. 

FinTech in India refers to technologically intensive financial applications, platforms, 
products, and services developed for a domestic market that demands innovative 
solutions to meet their financial needs, including payments, deposits and lending, 
wealth and investment management, capital markets, and insurance. Generally, 
FinTech firms and applications are no longer seen by banks and other financial insti-
tutions as disruptive entities. They are increasingly enablers, drivers of an unprece-
dented transformation of how Indian citizens accumulate and deploy finance for dif-
ferent purposes. As a result, banks are collaborating with FinTech services and firms 
to provide a range of different tools. Collaboration involves investing in FinTech firms, 
launching subsidiaries, and transferring certain operational functions. Synergies exist. 
FinTech firms, given their generally nimble size and portfolios, lack what banks have – 
a large client pool and regulatory knowledge, having already navigated the labyrinth 
that is the Indian financial sector. 

FinTech firms also piggyback on the trust and reputation these banks have built 
over decades. Trust comes in handy when FinTech firms require support manag-
ing and meeting specific regulations and rules. For banks, FinTech firms offer and 
present opportunities to extend their businesses into areas hitherto untapped and 
to reach both new and unbanked customers. Through various FinTech partnerships, 
banks can diversify into and enter areas like insurance, brokerage, asset manage-
ment, and related services to generate greater revenues and profits. 

Going by this definition, we can map several different FinTech-focused activities in 
India. The hallmark of India’s FinTech landscape is diversity when considering markets, 
services, and applications. 

FinTech firms are increasingly enablers, driv-
ers of an unprecedented transformation in how 
Indian citizens accumulate and deploy finance 
for different purposes. 
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• Payments: Most FinTech-oriented or -related applications focus on payments 
that are highly regulated in India. Applications covering payments perform basic 
functions that include conducting digital payment transactions, providing pay-
ments services or acting as payment gateways, aggregating and executing pay-
ments, etc. FinTech applications covering payments use the channels developed 
by the National Payments Corporation of India (NPCI). Most payment apps use 
either the Immediate Payment Service (IMPS) or the Unique Payment Interface 
(UPI) managed by the NPCI. However, applications that use the NPCI base must 
possess a license from the Reserve Bank of India to provide mobile banking ser-
vices. Another aspect of digital payments involves payment gateways governed by 
industry standards – Payments Card Industry Data Security Standards (PCIDSS). 
Most payment-oriented digital solutions create products like Paytm and Google 
Tez that use the underlying UPI or IMPS infrastructure. Payment gateways ensure 
transactions are completed and verified securely.  

• Deposits: Several Peer-2-Peer lending platforms exist in India that provide loans 
to consumers and businesses once documentation is verified to ensure creditwor-
thiness.  

• Investment and wealth management: Digital applications and services allow con-
sumers to track wealth portfolios, expenses, and inflows of income and related 
capital. 

• Insurance: Some financial institutions provide insurance options through interme-
diaries for consumers. Certain firms also use data from devices and mobile devices 
to verify claims and finalise personalised premiums for insurance products. 

India’s FinTech revolution is designed to address domestic exigencies. 

1. The FinTech trajectory helps Indian users transact with one other and with 
banks and other financial intermediaries through FinTech apps and services. 
The prevailing focus is to enhance and facilitate payments within Indian bor-
ders, not beyond. To be sure, cross-border payments do take place, but they are 
not an essential priority. Cross-border financial transactions lag behind domestic 
payments, and the landscape is overwhelmingly tilted to service the latter, not the 
former. However, scope exists to make India’s unique payments system compat-
ible with that of other jurisdictions, provided the latter can also fulfil regulations 
and follow procedures that the Indian Stack has established, like Know Your Cus-
tomer (KYC) and Anti-Money Laundering (AML).  

2. As a result of this domestic impetus, momentum has been generated around a 
data governance architecture that favours localisation or domestic retention 
and data processing. The fallow nature of cross-border payment flows also means 
that pressures to allow for more data sharing are not present or serious. As India 
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becomes ‘data-rich’, the focus will be on establishing and passing domestic rules 
that protect data whilst making that data available to agencies, regulators, consum-
ers, and firms to leverage on for private and public gain. Pressures will gather 
around empowering citizens and consumers through the data generated.  

3. FinTech developments seek to expand financial access and inclusion through 
high mobile and internet penetration. Despite record strides being made, more 
efforts are needed to redress inequality when it comes to FinTech access. Digi-
tal ecosystems and marketplaces have to be rendered more trustworthy to draw 
untapped users. 

4. FinTech applications and tools seek to expand financial access to debt and 
equity, even for those lacking a sufficient capital base from which they can draw. 
This approach provides new customers with more options should they find difficul-
ties obtaining financing through mainstream lending channels and standards. 

Stakeholders and Relationships 

Policies that affect innovation and experimentation in India’s financial industry, which 
has rapidly digitised over the past decade, are undertaken by different agencies. Over 
the span of just a decade, India has gone from being a largely cash-based economy to 
one heavily reliant on digital payments. This spectacular transition has been facil-
itated by domestic programmes like Aadhaar, Unified Payments Interface (UPI), 
India Stack and a litany of digital wallets developed by private companies, such as 
Mobikwik, PayTM and PhonePe. International firms have also entered the digital pay-
ments market in India, with Google Pay, Amazon Pay and WhatsApp Payments rolling 
out their services in the country.

Both the IT Act and the NSCP have been bolstered by the formulation of specific tech-
nical rules and standards from related government departments and agencies that 
focus on issues like data protection, mobile banking and encryption. 

The chief FinTech regulator is the Reserve Bank of India (RBI), which has, thus far, 
opted to manage the sector with a light hand (Reserve Bank of India, 2016). As of 
now, there are very few regulations or policy guidelines governing FinTech, though the 
central bank has regularly released policy notes and advisories for domestic banks and 
other payment operators. The RBI has chosen to take the lead from market develop-
ments and technological advancements when crafting rules. Rules are simpler for exist-
ing financial institutions that are developing new applications for customers to make 

As India becomes ‘data-rich’, the focus will be 
on establishing and passing domestic rules that 
protect data whilst making that data available 
to agencies, regulators, consumers, and firms to 
leverage on for private and public gain. 

Over the span of just a decade, India has gone 
from being a largely cash-based economy to  
one heavily reliant on digital payments. 
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payments; new non-bank or financial institution operators must follow certain rules vis-
à-vis compliance and customer identification before operating as a FinTech service. 

As the volume and intensity of digital financial transactions have grown, the RBI 
has moved to ensure sufficient mechanisms exist to avoid unauthorised or defi-
cient behaviours. In 2017, the RBI issued guidelines for India’s growing system of dig-
ital wallet operators to ensure transaction authentication and fraud prevention (as of 
March 2019, 58 digital wallet operators exist in India) (Patil & Chakraborty, 2019). The 
bank has also ensured that Indian customers have sufficient protections should they 
become exposed to fraud, negligence or related breaches within the expanding digital 
payments ecosystem. Some of these rules are similar to regulations governing retail 
banking. India has always had a heavily regulated banking sector that has erred on 
the side of safety and caution, not experimentation and innovation. 

In terms of data, the RBI has mandated the storage of domestic payment data 
in India, for security reasons as well as in recognition of the difficulties associ-
ated with obtaining payment data stored abroad despite the existence of several 
Mutual Legal Assistance Treaties (MLATs). Given the rising number of cyber attacks 
and crimes, the RBI has mandated banks to establish security operations centres 
(SOC) to detect and report cybersecurity incidents (Reserve Bank of India, 2018b). 
SOCs are expected to report these threats and incidents to the Indian Banks-Center 
for Analysis of Risks and Threats (IB-CART), a repository where cyber threat informa-
tion will be collated (Reserve Bank of India, 2016). To enhance cybersecurity for digital 
payments, the Indian government has plans to create several more specialised cyber 
agencies, including a new Indian Cyber Crime Coordination Centre and Computer 
Emergency Response Teams for the Financial Sector (CERT-FIN) (Department of Eco-
nomic Affairs, Ministry of Finance, 2017).

The push toward digital payment systems was accelerated by the Indian govern-
ment’s Aadhaar programme, the world’s largest biometric identity project. Aadhaar 
provides every Indian citizen with a verifiable electronic identity, thereby facilitating 
their entry into the mainstream financial system. With access to the Aadhaar digital 
identity system, financial institutions were able to access and onboard customers 
at a much lower cost and with greater efficiency, since Aadhaar facilitated biomet-
ric authentication and digital access. Remote digital access would have been particu-
larly significant in increasing accessibility for the urban poor and rural segments of the 
market (Bhakta, 2018). The UIDAI manages and administers the Aadhaar programme, 
setting the framework that allows FinTech institutions to draw in citizens and make 
them digital customers (Ahluwalia, 2020).

The push toward digital payment systems was 
accelerated by the Indian government’s Aadhaar 
programme, the world’s largest biometric iden-
tity project. Aadhaar provides every Indian citi-
zen with a verifiable electronic identity, thereby 
facilitating their entry into the mainstream 
financial system. 
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However, a September 2018 court ruling rescinded the right of private entities to 
access the Aadhaar biometric database even with the individual’s consent, so as to 
keep biometric data and each person’s unique identification number confidential. 
While alternative models have been proposed, such as using the QR codes on Aadhaar 
cards for authorisation, these would entail more costs and a lengthier process that 
may discourage both clients and financial institutions from using Aadhaar at all. Fur-
thermore, ambiguities remain to be clarified regarding the exceptional conditions 
under which Aadhaar authentication would be permitted for banks and non-banking 
financial institutions. For example, in October 2018, the UIDAI announced specific con-
ditions under which banks could use Aadhaar cards for authentication or to open bank 
accounts, but it remains unclear if these rules apply to financial institutions without a 
bank license. Furthermore, RBI regulations have not been amended to recognise these 
exceptions. 

As FinTech broadly refers to services and products that cut across both technology 
and finance, ranging from traditional banking to new areas like blockchain, artificial 
intelligence, cybersecurity, data, cloud computing and cryptocurrency, this overlap has 
also shaped how the Indian government has approached the sector in terms of man-
aging it (Reserve Bank of India, 2019).1 Regulation and governance are fragmented. 
Several regulators exist. Stakeholders range across Indian state agencies and beyond 
them. FinTech has also become critical to India’s development, given transformative 
developments in public infrastructure with the rise of critical initiatives like Aadhaar 
and the United Payments Interface (UPI) (Gupta, 2018).2 Collaboration is thus required 
to ensure regulation does not trample innovation.

Name
DoB/Age
Gender
Address
Mobile/Email

123456789012 
Unique Number 
for Lifetime 

1 Reserve Bank of India, ‘Report of the High Level Committee on Deepening of Digi-
tal Payments’, May 2019 (https://rbidocs.rbi.org.in/rdocs/PublicationReport/Pdfs/
CDDP03062019634B0EEF3F7144C3B65360B280E420AC. PDF).

2 Gupta, K. (2018). ‘UPI 2.0 launched. Here are its key features,’ Livemint. (https://
www.livemint.com/Money/Cog3dAvOZka0OsNg8M9S8O/UPI-20-launched-Here-
are-its-key-features.html).

https://rbidocs.rbi.org.in/rdocs/PublicationReport/Pdfs/CDDP03062019634B0EEF3F7144C3B65360B280E420AC
https://rbidocs.rbi.org.in/rdocs/PublicationReport/Pdfs/CDDP03062019634B0EEF3F7144C3B65360B280E420AC
https://www.livemint.com/Money/Cog3dAvOZka0OsNg8M9S8O/UPI-20-launched-Here-are-its-key-features.html
https://www.livemint.com/Money/Cog3dAvOZka0OsNg8M9S8O/UPI-20-launched-Here-are-its-key-features.html
https://www.livemint.com/Money/Cog3dAvOZka0OsNg8M9S8O/UPI-20-launched-Here-are-its-key-features.html
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India’s federal structure affects policies and regulations covering FinTech. Cross- 
cutting jurisdictions and the rising number of agencies that have authority over 
finance and technology have constrained the establishment of consistent rules. 
Most regulations covering the banking and financial sector are drafted and passed at 
the level of the central government while being implemented by states. For instance, 
the Payment and Settlement Systems Act 2007 and 2018, which provides for the 
authorisation, regulation and supervision of the RBI’s payment systems, was nation-
ally drafted (National Payments Corporation of India, 2018).3 Recent amendments to 
the Act (2018) have focused on updating provisions as digital payments proliferate. 
Certain states have also drafted specific FinTech policies. Maharashtra, where the 
financial industry is based, has drafted a FinTech policy that focuses on establishing 
regulatory sandboxes and advancing FinTech start-ups (Singhal, 2019).4 

That said, financial innovation in India is constrained by competing jurisdictions that 
govern technology and digital issues. Laws are yet to be enacted on several critical 
technology-related issues, including data protection, artificial intelligence, cybersecu-
rity, cloud computing, etc. Existing laws like the Information Technology Act (2000), 
which has provisions covering some issues like data and cybersecurity, particularly 
cybercrime, are largely ill-equipped to deal with the challenges posed by digitali-
sation in 2020. The lack of statutory clarity will likely affect how firms and start-ups in 
the Indian financial sector operate; indeed, new laws could complicate innovation, if 
not bury it, since existing laws already present challenges in clarity and coordination 
across different forms of data processing and institutions. The existence of multiple 
regulations across jurisdictions will likely induce policy uncertainty. 

Data Cultures 

Debates around data privacy are currently being held in parliament 
through the 2019 Personal Data Protection Bill. For legal experts, pri-
vacy activists, industry groups and entrepreneurs, the Indian govern-
ment appears set to sacrifice privacy at the altar of controlling the 
reams of data being generated and harvested and leveraging it for 
public use. Despite a recently enshrined constitutional right to pri-
vacy, there’s a sense from some of the interviewees that existing 

laws governing privacy and the prospective one will serve to stifle digital innova-
tion and e-commerce. For instance, one interviewee, an expert working on political 
economy issues within India, alluded to the disruptions that companies might face 
when complying with the new regulation – big tech companies will have to resolve the 
friction between the Indian regulation and foreign regulations, while smaller domes-
tic companies will have to rebuild their protocols and alter their business models to 
ensure that they comply with the new laws. Since big companies that already have 
ample resources would be better able to adapt to new regulations, this may have the 
effect of stifling competition in the market, at least in the short term. There is also the 
possibility that the new laws will harm the existing protections citizens and users of 
different applications possess currently. For example, another interviewee foresees a 
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3 NPCI, ‘Retail payments statistics on NPCI platforms’ (https://www.npci.org.in/
sites/default/files/RETAIL%20PAYMENTS%20STATISTICS%20ON%20NPCI%20
PLATFORMS%20-%20June%202018_1.pdf), accessed 11 August 2020.

4 Singhal, Aastha. 2020. ‘Mumbai Thrives to Become the FinTech Hub”.  
Accessed 4 October 2020. (https://www.entrepreneur.com/article/333951).

https://www.npci.org.in/sites/default/files/RETAIL%20PAYMENTS%20STATISTICS%20ON%20NPCI%20PLATFORMS%20-%20June%202018_1.pdf
https://www.npci.org.in/sites/default/files/RETAIL%20PAYMENTS%20STATISTICS%20ON%20NPCI%20PLATFORMS%20-%20June%202018_1.pdf
https://www.npci.org.in/sites/default/files/RETAIL%20PAYMENTS%20STATISTICS%20ON%20NPCI%20PLATFORMS%20-%20June%202018_1.pdf
https://www.entrepreneur.com/article/333951
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misuse of powers by regulators to harass companies that are not “friendly to Indian 
interests or the government interests”. It is also up to the regulators to decide if they 
would want to disclose whether an individual’s data has been breached. 

The first data protection legislation (2018) had robust safeguards that have been 
revised in the latest iteration of the bill – revisions that could make it antithetical to 
privacy, innovation and ensuring basic protections exist as citizens engage online. 
It appears as though the government will have the authority to access and use pri-
vate and public data on the grounds of development and sovereignty; this will under-
mine both the right to privacy and data protection. Surprisingly, while there could be 
grounds to use data to develop better public policies, most of the experts conveyed 
their displeasure and anxiety, rather than sanguinity, with the deployment of data to 
provide public goods. These ‘statist’ data perceptions are heightened by recent devel-
opments with respect to non-personal or anonymised data. Increased government 
involvement in non-personal data could lead to a data governance terrain where the 
state dominates, possibly leading to anti-competitive tendencies across industries. The 
regulation of data, both personal and non-personal or anonymised, could engender a 
larger, more dominant state that engages with actors closely across markets or creates 
digital infrastructures under which other private actors operate. 

The FinTech sector is heavily regulated in India given the government’s penchant for 
over-regulating the financial industry. Unlike in other sectors, rules governing data 
exist, having been issued by the Reserve Bank of India, which mandates a copy of 
all payments data to be stored in India. This requirement is referred to as data local-
isation or data nationalisation. With new legislation governing data, interviewees 
generally held that innovation will likely suffer and that the potential for the Indian 
FinTech scene to share data and collaborate with other jurisdictions will flag once new 
rules are enforced, sandboxes notwithstanding. If you break down the financial sec-
tor further, it is evident that the new legislation will likely have a greater detrimental 
impact on small and medium-sized firms when compared to larger firms who already 
comply with a broad swathe of regulations. Some of these smaller firms are also 
engaged in cutting-edge business analytics work that requires a lot of data; hence, the 
emphasis on localisation, partial or full, alongside additional regulations, jeopardises 
their existence, given the internal infrastructures they will have to establish to manage 
data-related queries and enquiries. 

Some FinTech firms are also in the booming e-commerce domain, which requires 
fungible data-sharing rules. That said, most firms in India’s booming FinTech sector 
will have to simultaneously comply with both domestic and foreign regulations with 
respect to privacy and data sharing; this will affect how such firms function and oper-
ate. Innovation could suffer from additional compliance burdens. Small and medi-
um-sized financial institutions will have to bear additional costs vis-à-vis compliance 
that could affect their market operations and positions. This new regulatory burden 
will also be shared widely in the financial industry – firms, suppliers, vendors, interme-
diaries and those they transact with across sectors like education or healthcare –  
so the effects will be similar until they are borne by all parties. Firms in the finan-
cial industry will have to comply with new data laws that prioritise privacy, consent 
and accountability but flexibility will exist as to when and how they comply. Given the 
existence of regulators and rules that deal with data and privacy in the financial sec-
tor, most firms will likely continue to follow current rules until regulations have to be 
complied with. Some experts expect this lag to last until the new data protection law 
(2019) has sufficient writ and enforceability. 
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Another interesting aspect of the emergent FinTech data culture is its increasing con-
sent-oriented nature. Personal information is and will be procured from users only 
after extensive consent is provided; this could complicate the administration and 
enforcement of new data protection laws and make the ‘downstream’ aspects that 
involve the user or consumer onerous. The consent-based approach in India’s legis-
lation was drawn from the EU’s GDPR. But is this consent-driven requirement domes-
tically relevant? Given the weak understanding of consent rules and requirements 
amongst the Indian population, a rigid consent-oriented data protection regime might 
not be applicable for India. Nevertheless, firms will have little choice but to adhere 
to it given the requirements posed by foreign jurisdictions like the European Union. 
Some interviewees pointed out that Indian citizens have a transactional relationship 
with data, which suggests that they are mostly willing to disclose personal data as long 
as they receive a service or benefits in return. This implies that the current consent 
requirements may not be domestically urgent. Indian consumers could find them-
selves dealing with a partly imported data governance environment that does not 
fit their specific needs or wants. At the same time, there will be increasing regu-
latory burdens for firms and organisations that have to institute stronger policies 
that protect personal data. The tensions are clear. Industries like FinTech will have 
to balance the demands and obligations of starkly different domestic and foreign 
markets. That Indian FinTech firms have interests across the globe complicates their 
domestic positions and operations. Frictions will arise with competing data protection 
laws abroad. Should these laws not facilitate or lead to interoperable data-sharing 
pathways, firms will have to bear the responsibilities of managing their clients’ data. A 
fragmented global data landscape will only serve to limit the potential of firms in dif-
ferent sectors, including FinTech, to innovate and develop products and services for 
the Indian market. 

Most firms in India’s booming FinTech sector 
will have to simultaneously comply with both 
domestic and foreign regulations with respect 
to privacy and data sharing; this will affect how 
such firms function and operate.

Indian citizens have a transactional relationship 
with data, which suggests that they are mostly 
willing to disclose personal data as long as they 
receive a service or benefits in return. 
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Laws and Regulations

As of now, India does not have a data protection legislation. The 
existing framework that governs personal data is the Informa-
tion Technology Act (2000) (“I. T. Act”), which contains, under 
Section 43A, rules regarding security practices and procedures 
when handling personal information (The Information Technol-
ogy Act, 2000). The I. T. Act was amended in 2008 with the 
addition of subordinate legislation that deals with data, other-

wise known as the Reasonable Security Practices and Procedures Rules (RSPP), which 
protect sensitive personal data (The Information Technology Act, 2000). The law itself 
does not proactively enforce rules regarding data collection and protection but instead 
allows citizens to claim compensation, should companies breach RSPP rules. Section 72 
and 72A of the I. T. Act mandates criminal punishment should a government official or 
service provider disclose personal information without personal consent or if done to 
cause harm or wrongful loss (The Information Technology Act, 2000). Other privacy 
rules issued by the government have been piecemeal, and only apply should the RSPP 
not be viable. 

Questions, however, have long existed regarding the RSPP’s legal validity since there 
is no independent legal statute that compels organisations and firms to protect per-
sonal data. It is increasingly evident that the I. T. Act has also not been sufficiently 
enforced – this has precipitated other regulators to draft their own rules to manage 
gaps in data processing and storage. Like the financial industry, other sectors have 
not relied on the RSPP but have chosen to draft sectoral rules to govern data. The 
Reserve Bank of India (RBI) has issued circulars and notifications that oblige banks 
and other financial institutions to safeguard customer data. That said, it is essential 
to remember that banks in India have always been heavily regulated. Some of the 
new rules that banks have had to adhere to concerning cybersecurity emanate more 
from a desire to manage them closely than from specific concerns with data protec-
tion. Other regulatory agencies like Telecom and Regulatory Authority of India (TRAI) 
and the Security and Exchange Board of India (SEBI) have rules governing data in their 
remits though current data standards do not adequately protect telecom users and 
subscribers (Matthan, Venkataraman and Patri, 2017). New Delhi also relies on two 
additional tools that track personal information flows – the Central Monitoring System 
(CMS), which provides government officials with instant access to internet traffic flow-
ing through specific networks, and the Networks Traffic Analysis (NETRA), which anal-
yses internet traffic through terms like ‘kill’ or ‘bomb’. Both have crystallised calls for a 
clear set of rules concerning privacy (Xynou, 2014). These tools, which essentially allow 
the central government to mass-monitor all telecommunications on phone networks 
and the internet, were developed in the name of national security, especially after the 
Mumbai bombings of 2008. However, a High Court ruling at the end of 2020 directed 
the central government to cease data collection through these systems as they consti-
tute a breach of citizens’ right to privacy (Gill, 2020). 

As of now, India does not have 
a data protection legislation. 
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Since 2017, Indian officials have been working to draft and enact a comprehensive 
data protection framework that codifies the recently enshrined right to privacy. 
Progress has been slow. The first draft legislation, released in 2018, sought to create 
a framework that sequestered data in India through provisions that called for ‘data 
localisation’ (Kalra, 2018). Citizens who were providing personal data were regarded 
as ‘data principals’ who held considerable rights that had to be respected and pro-
tected by ‘data fiduciaries’, organisations collecting personal data. These data ‘fidu-
ciaries’ were accountable to the data ‘principals’. Data sharing between and across 
jurisdictions was discounted given the government’s desire to optimise data for policy 
purposes and to eschew relying on foreign jurisdictions for domestic data. Consent 
was integral to the collection and processing of data. Some of these provisions were 
revised in the second version of the legislation released by MEITY in December 2019. 
The bill is now being discussed within a Joint Parliamentary Committee before head-
ing for a vote in the lower house of India’s parliament. 
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Landscape and Activities

Digital health (e-health) refers to computing services, platforms, applications, and 
software that deliver healthcare. These technologies generally have a wide range of 
uses, from mobile medical applications and software to creating and updating medi-
cal devices and products that help physicians and medical professionals make optimal 
clinical decisions (U. S. Food and Drug Administration, 2020). Broadly, however, these 
uses revolve around one driving motivation – to accurately diagnose and treat various 
health conditions and diseases. Such tools offer great opportunities for better medical 
outcomes across the board by deploying various technologies and applications.

Using this definition, we can identify several activities that fall under India’s rubric of 
digital health. 

• Mobile health: the use of mobile applications to connect physicians to patients  
to conduct remote consultations.  

• Remote diagnosis: digital and portable tools that provide basic diagnostics and 
e-prescriptions, particularly useful for rural populations that live in remote areas.  

• Telemedicine: refers to the use of technologies for remote diagnosis and monitor-
ing across large areas, not just rural. Top hospitals also have integrated telemedi
cine centres and the capabilities to expand the range and scope of care provided.  
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• Digital social health: use of social media and social infrastructures as knowl-
edge portals through which medical professionals share knowledge with users 
seeking help.  

• Wearables: technologies that users can wear to track their diet and fitness activi-
ties and to measure basic health parameters like sugar level and heart rate. 

• Electronic medical records (EMRs): EMRs are developed for healthcare provid-
ers to manage their healthcare operations, specifically patient records and data. 
Digitisation allows health providers to use I. T. systems and cloud computing to 
increase remote and immediate access to patient data. 

India appears to be on the cusp of trans-
forming its domestic health system, with digi-
tal tools driving that shift. The Indian govern-
ment recently launched the world’s largest 
public health insurance programme, ‘Ayush-
man Bharat’. This aims to cover 500 million 
people, who will likely receive care on digital 
platforms (Angell et al., 2019). The govern-

ment has also been developing a new digital health strategy that will revolutionise how 
healthcare is provided in India. This strategy will supersede the digital health initiatives 
currently underway. The Future Health Index’s 2019 report claims that India leads the 
world in the adoption of digital health technologies, with around 88% of healthcare 
professionals using and relying on digital health tools in their practice (Future Health 
Index, 2019). 

A key function of digital health in India is to streamline the existing health apparatus 
by digitising it. Transitioning to digital health records and processes allows healthcare 
providers and physicians to improve their service delivery by creating accurate health 
records, keeping them updated, and enabling their transmission across the health-
care system to other providers who might require them to address a patient’s con-
dition. This process is being slowly implemented: There has been a move to digitise 
medical records and data as part of the government’s 2015 Digital India campaign, 
which seeks to deliver public services electronically. Digital health technologies are 
a pivotal way to realise this objective – the delivery of efficient care across the health-
care system. India’s healthcare system is highly heterogeneous; interactions between 
different layers and providers are uncommon, making cutting across these layers 
through technologies vital and necessary. Finally, tools like telehealth and telemed-
icine also help lower barriers for Indian citizens to access healthcare, thus increas-
ing healthcare access and patient satisfaction. In 2019, 13% of Indian citizens in rural 
areas had access to a primary health centre and 9% to a hospital (Pricewaterhouse-
Coopers, 2019). Digital health systems could enhance these individuals’ reach, ensur-
ing the delivery of preventive, curative, and other health services to address various 
health conditions. 

Digital Social 
Health

Wearables

Electronic 
Medical Records
(EMRs)

The Future Health Index’s 2019 report claims 
that India leads the world in the adoption of 
digital health technologies, with around 88% 
of healthcare professionals using and relying 
on digital health tools in their practice. 
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13% Access to a 
Primary Health Centre

9% Access to a Hospital
 

Stakeholders and Relationships

In India, the Ministry of Health and Family Welfare (MOHFW) is responsible for the 
provision and delivery of public health. Under this broad remit, the MOHFW’s E-Health 
and Telemedicine initiative manages and implements policies and programmes that 
use information and communication technologies to improve the efficiency and 
effectiveness of India’s public health system (Ministry of Health and Family Welfare, 
2020). Through digital tools and applications, the MOHFW seeks to address longstand-
ing problems plaguing healthcare, including shortage of trained health professionals, 
inaccessible health infrastructures and unaffordable healthcare services. This initiative 
includes a wide range of programmes, including: 

These MOHFW applications cater to various health and medical needs: checking 
dengue symptoms; general information on common diseases; stress management; 
reminders and tips on pregnancy and childcare; and collecting patient feedback on 
services at healthcare facilities. 

The MOHFW manages several digital service delivery tracking systems, like the 
Mother and Child Tracking System (MCTS), TB Patient Monitoring System, Tobacco 
Cessation Programme and mDiabetes programme. These services help citizens 
obtain more information about government health services. The ministry also runs 
some of its core functions through automated systems, including the Hospital Infor-
mation (System), Drugs and Vaccines Distribution Management System (DVDMS), 
Health Management Information System (HMIS), Integrated Disease Surveillance 
Programme (IDSP) and the Central Dashboard. The Central Dashboard, another 
MOHFW initiative, compiles data from public health information systems across 
states and ministry programmes (such as MCTS, IDSP and HMIS) in order to mon-
itor key indicators on health programmes and track the progress of health ini-
tiatives. The Central Dashboard is primarily used by senior MOHFW officials for 
policy formulation and by state officials for monitoring and improving their policy 
measures. Finally, the MOHFW manages the Indian government’s global agenda on 
digital health. India is a founding member of the Global Digital Health Partnership, a 
collaboration of governments, territories, government agencies and the World Health 

Wide Range of Programs 
• National Health Portal (NHP)
• e-Hospital@NIC
• Online Registration System (ORS)
• Central Drugs Standards Control 

Organization (SUGAM)
• Food Safety and Standards  

Authority of India (FSSAI) 

Various Mobile Applications
• Vaccine Tracker
• India Fights Dengue
• NHP Swasth Bharat
• No More Tension
• Kilkari 
• Mera Aspataal (Ministry of Health 

and Family Welfare, 2019)



25

Organisation (Biospectrum Asia, 2019). The GDHP provides an international forum to 
facilitate global collaboration and share best practices and experiences on the imple-
mentation of digital health services. In 2019, India hosted the 4th GDHP Summit, 
where all signatories adopted the Delhi Declaration on Digital Health for Sustainable 
Development. 
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Recently, the MOHFW called for the establishment of a National Digital Health 
Authority (NDHA) to serve as the nodal agency for the formulation, adoption and 
regulation of eHealth standards across India (Sarbadhikari, 2019). The NDHA will 
also act as the nodal agency for all strategic e-Health initiatives. To improve public 
health accessibility, the MOHFW has created a robust telemedicine infrastructure that 
facilitates the outreach of healthcare services to remote areas (Ministry of Health and 
Family Welfare, 2019a). These telemedicine solutions are being provided to deliver 
basic and specialised healthcare services to those areas that lack health systems. 
These telemedicine initiatives include National Medical College Network, National 
Telemedicine Network and the Use of Space Technology for Telemedicine. Recently, 
the Indian government also announced the creation of National Digital Health Mis-
sion (NDHM), which will create unique health IDs to hold the digital health records 
of Indian citizens (Singh and Porecha, 2020). The mission hopes to digitise the Indian 
health system, including how citizens engage and access different services, such as 
making doctor’s appointments, depositing money, managing and securing health 
records, scheduling procedures, etc (Ministry of Health and Family Welfare, 2019b). As 
of February 2021, around 600,000 digital health IDs have been created by the govern-
ment (Tandon, 2021). A pan-India health registry will maintain records that should be 
portable and accessible to all healthcare stakeholders, creating a system that would 

make electronic health records interoperable. 
Tied to the health ID, these records will con-
tain the entire health profile of Indian citizens, 
including details of illnesses, treatments, hos-
pital stays and discharges alongside any tests 
or procedures they may have taken. Digitisa-
tion could result in the streamlining of health 
services. This could in turn reduce health costs, 
which matter to the government, particularly 
with the introduction of the world’s largest health 
insurance scheme, Ayushman Bharat, in January 
2018 (Pareek, 2018). It is not clear whether the 
government will make these health IDs manda-
tory. Some of these digital health measures were 
part of the government’s National Health Policy 
2017, which envisaged the deployment of digital 
tools to improve healthcare provision in India 
(Ministry of Health and Family Welfare, 2019b). 
In addition, ensuring the security of the health 
data is a top priority, and various private sector 
actors have expressed their concerns and desire 
for a robust cyber-security infrastructure that 
goes beyond just designating consent managers 
(Khushhal, 2020). 

123456789012 
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India’s National Health Policy 2017 calls for creating a digital health technology eco-
system that serves the needs of all stakeholders and improves efficiency, transpar-
ency and how citizens receive public and private healthcare (Ministry of Health and 
Family Welfare, 2017b). NITI Aayog, the government’s policy planning organisation, 
released a plan in July 2018 to create a National Health Stack (NHS), a digital frame-
work that would serve as a platform integrating IT solutions for the health sector (NITI 
Aayog, 2018). It was envisaged as a tool that would rapidly digitise health in India and 
produce a culture of innovation around healthcare provision and management. NITI 
Aayog hopes that the NHS will reduce the costs of health provision and protection, 
and integrate disparate healthcare systems to produce a cashless and seamlessly 
integrated experience for Indian citizens. The NHS will have several components – 
India Stack, Electronic Health Registry, Coverage and Claims Protection, Digital Health ID, 
Federated Personal Health Records Framework and the National Health Informatics 
Framework (NITI Aayog, 2018). The design of the NHS facilitates the collection, process-
ing and storage of healthcare data across India. This will create healthcare databases 
with aggregate data that could be deployed for public and private purposes. The 
kinds of health data that could be made available include specific medical histories, 
medication and allergy information, immunisation status, test results, vital signs, and 
personal information, including body condition, demographics and billing. Access to 
the data will allow health insurance providers to fine-tune the services they provide, 
while the digitalisation of processes will result in reduced costs of operations (NITI 
Aayog, 2018). The scope of the NHS is wide – it covers managing private hospital and 
practitioner administration, Non-Communicable Diseases, Disease Surveillance, Nutri-
tion Management, Emergence Health Services, Tele-health, Diagnostics, Health Sys-
tems Management, etc. (NITI Aayog, 2018). The infrastructure is organised across two 
layers that revolve around data – the National Health Registries Layer, which houses 
the applications that manage the healthcare data, and another layer of software ser-
vices that operationalise various programmes. 

National Health Stack

Components:
India Stack, Electronic 
Health Registry
Coverage and Claims 
Protection
Digital Health ID
Federated Personal Health 
Records Framework 
National Health 
Informatics Framework

Kinds of Data:
Specific Medical Histories 
Medication and Allergy 
Information
Immunisation Status
Test Results
Vital Signs
Personal Information
(Like Body Condition, 
Demographics and 
Billing)

Target:
Fine-tune the 
Services 
Reduce Costs
(e.g. Operations)

Facilitates: 
Collection
Processing
Storage
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Data Cultures 

The COVID-19 pandemic has transformed discussions around 
health data with the introduction of several contact-tracing 
applications to combat the spread of the coronavirus. Indian 
citizens appear to be losing the debate to manage and protect 
personal data as the interests and responsibilities of the state 
expand to manage unprecedented crises like a pandemic. For 
example, the digital contact-tracing app Aarogya Setu was meant 

to be consensual and voluntary, but it was later made mandatory for government 
employees and citizens living in containment zones. The app, which was developed 
by the government of India, has also raised key concerns about how it stores and 
shares the data it collects (Joshi, 2020).

Rules that were designed to protect against and deter cyber risks are being reframed 
or reconsidered given contingent public order and security concerns. Questions exist 
around the Personal Data Protection Bill and its enactment, which could create a broad 
framework that will apply to sectoral data guidelines. It is unlikely that any health policy 
framework being devised in the absence of a broader privacy protection framework 
will comply with the provisions of the PDP bill and the establishment of an independ-
ent data regulator – the Data Protection Authority (DPA). 

One key issue and problem vis-à-vis data protection in India that surfaces as we con-
sider sensitive health data is trust. Can citizens trust how their data is collected and 
used? Health data differs from other kinds of personal data because of its sensitive 
nature and the range of stakeholders involved – physicians, clinics, hospitals, patients, 
etc. So far, the policy thrust has been to create new registries and exchanges where 
health data can be shared and used. Policies like the National Health Stack and National 
Digital Health Mission largely function as platforms where citizens interact and trans-
act with other healthcare providers through data. Unlike the FinTech industry, which 
has been heavily regulated and where provisions to ensure confidentiality exist, 
the healthcare sector does not have rules governing the sharing of information. 
This vacuum engenders questions and concerns as health data gets digitised and 
shared without specific or overarching laws governing privacy and data protection   
or even sufficient rules with respect to confidentiality. Moreover, awareness and 
cognisance of personal data issues does not exist in the health sector given how 
health has been provided for Indian citizens. Concerns around trust regarding health 
data have heightened after the release of the Non-Personal Data Committee report 
(2020), which called for anonymised data to be managed under the aegis of the 
government. Health data will likely be aggregated, segmented and anonymised to 
advance research and innovation and the health policy priorities of the government. 
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Law and Regulations

Public health issues are generally governed by comprehen-
sive national health policies. India has had two such policies – 
1983 and 2002. Both have served as blueprints to manage the 
expanding health sector. In 2017, the government introduced 
a new National Health Policy to manage new health challenges 
by prioritising them and allocating resources. The new health 
policy also identified a transformed health context marked by 
three changes – the rising burden of non-communicable dis-
eases like heart disease, diabetes and cancer; the emergence of 

a robust private healthcare industry; and rising health expenditures as health chal-
lenges widen and the means to pay for them grow (Ministry of Health and Family Wel-
fare, 2017b). The fundamental aim of NHP 2017 is to ‘inform, clarify and strengthen’ 
the role of the government in shaping health systems, policies and outcomes. One 
key component is to leverage and unlock the potential of digital health to improve the 
provision and delivery of care. 

The NHP reiterates the ongoing push toward mainstreaming digital health through 
various policies. It calls for the establishment of a National Digital Health Authority 
(NDHA), suggested by a recent health data legislation, the DISHA, which will regulate, 
develop and deploy digital health across the healthcare system, particularly to 
improve healthcare outcomes given rising costs. A key means to achieve this end 
would be the establishment of digital health information infrastructures that collect 
and collate relevant health information and data and link existing public and private 
health systems through health registries. To facilitate these outcomes, health data 
must have adequate protections to deter theft and prevent breaches. Data breaches 
have increased in India, with confidential information being exposed or 
stolen. Besides these risks, health data requires more protection so 
as to improve trust in the central government’s ability to manage and 
run systems that standardise and control the process of collecting, 
storing, sharing and using health data. The Ministry of Health and 
Family Welfare released a draft legislation, the Digital Information 
Security in Healthcare Act (DISHA), in March 2018, to legislate informa-
tion security in the health sector, ensuring certain levels of privacy for 
citizens engaging the public health system (Ministry of Health and Family 
Welfare, 2017a). DISHA looks to accomplish this task using rules covering 
the collection, storage and transmission of digital health data enacted 
through a new National Digital Health Authority (NDHA). 

Under DISHA, ‘clinical establishments’ or any organisation dispensing care as well as 
laboratories have the responsibility to secure personal health information (Ministry 
of Health and Family Welfare, 2017a). These establishments are primarily responsi-
ble for data security or the protection of an individual’s digital healthcare data (DHD), 
which consists of an individual’s electronic health records. The secure health informa-
tion belongs to the individual who generates the DHD and who is recognised as the 
custodian of the data. The ‘clinical establishment’ thus retains the data as a trustee 
without ownership or transfer rights (Ministry of Health and Family Welfare, 2017a). 
Consent is required, as per the bill, before the collection of data occurs and the data 
is transferable only after encryption. Finally, the draft bill also calls for the establish-
ment of a National Electronic Health Authority (NeHA) and State Electronic Health 
Authorities, which will promulgate standards and rules that oversee the processing of 
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digital health data with sufficient power to ensure compliance by relevant stakehold-
ers (Wadhwa, 2020). Despite some comprehensive and novel provisions, DISHA has 
neither been passed nor deliberated upon in parliament. There is apprehension that 
the government’s moves towards creating new digital health systems and appara-
tuses like the National Health Stack and National Digital Health Mission will be carried 
out in the absence of a law like DISHA or the Personal Data Protection Bill (2019) that 
protects the rights of users providing sensitive data. Civil society groups and privacy 
proponents have been urging the government to enact a comprehensive data protec-
tion framework before introducing and implementing policies that expand the govern-
ment’s widening digital footprint. 
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Questions around data protection are vital in India. Since 2017, the Indian government 
has been attempting to draft, negotiate and legislate a comprehensive data protection 
framework that would clarify and delineate the rights of citizens who provide data; 
firms and organisations who collect, store and process data; and the government, 
which acts to ensure this process comports with existing constitutional norms gov-
erning privacy and the rights and responsibilities of the state. It has been a fitful pro-
cess, not least due to the politics around data and the preferences of a wide range of 
actors, both state and non-state. As India’s digital economy grows, data-related issues 
will consume each sector as Indian citizens generate and provide bits and pieces of 
their personal information online. Concerns abound around a litany of issues related 
to data: Who owns the data? What protections do citizens have as they provide data to 
various firms and organisations or ‘data fiduciaries’? How will the new data regulator 
govern data across sectors and industries? Will the state exempt itself from rules gov-
erning data? These concerns have been amplified by the COVID-19 pandemic, which 
has seen the government turn to digital tools and applications to mitigate and control 
outbreaks. This ongoing digital transformation has seeped across policy areas, includ-
ing finance (FinTech) and health, which are covered in this report. 

The extensive use of data in India and concerns about how it will be managed, con-
trolled and monetised mean that perceptions of India’s personal data landscape vary 
depending on who you approach and their relative inclinations and interests. Unde-
niably, public concerns and qualms over personal information and data being 
collected are rising; recent surveys indicate that Indian citizens are perturbed by 
how the government manages data they submit as they transact over various dig-
ital platforms (Karan, 2018). Public anxieties have been rising since the advent of 
India’s Aadhaar programme, which provides every Indian citizen with a digital identity 
that allows them to transact digitally. For government officials, however, data is a 
national asset that has to be strategically managed to advance developmental pri-
orities. Data is conceptualised as a tool that can assist bureaucrats and policymak-

Conclusion
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ers to design policies, disburse welfare and subsidies, realign incentives, cut costs 
and provide services. Protecting data helps Indian policymakers fortify public digital 
infrastructures like Aadhaar and the related India stack apparatus that incentivises 
innovators and entrepreneurs to develop applications for public use; complete data 
access facilitates these outcomes. Such perceptions influence policy discussions and 
the unveiling of frameworks and policies concerning personal and non-personal data 
in the FinTech and health sectors. Such discussions have only amplified since the coro-
navirus crisis took hold. 

The COVID-19 pandemic has battered India. The government acted quickly in March 
2020 to prevent a major outbreak but the effort was largely in vain. The spread of 
the virus has also placed the government in a financial bind as the economy has 
slumped. With limited means to tackle the virus and the compelling need to phys-
ically distance, the government appears to have settled on relying on and leverag-
ing digital applications, systems and services to not only manage the pandemic but 
also reorient policies in sectors that have not digitised. Health is one such area that 
has, of late, seen a flurry of policy activities. India’s financial industry, however, has 
become more digital, building upon the government’s digital infrastructures to cre-
ate new pathways of engagement with a vast mobile customer base. Yet, without a 
comprehensive data protection law that decrees how data will be regulated, the 
rights of citizens and the responsibilities of organisations and governments, the 
ongoing push to digitise and innovate in these and other policy areas will suffer. 
Trust will be eroded. Such a scenario will not only complicate how India regulates 
data at home but also its position as an economy worthy of sustained investment, 
as economies around the world reorganise around the services industry. 
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https://cis-india.org/internet-governance/blog/india-central-monitoring-system-something-to-worry-about
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Sample of Questions

Semi-structured interviews were conducted with questions broadly  
aligned with three themes:  

1. How the regulation of data affects innovative capacities 

2. Data cultures, or perceptions around data and innovation 

3. How data creates value or values
 
A sample of questions for each theme follows:

Regulation • To what extent do you think the laws and regulations 
around data protection have been helping or hindering  
the innovation capabilities of firms and organisations?

• Do you see the legal landscape, as in the laws and regu-
lations in specific, or the legal framework, changing in  
the next few years?

• How can the current laws and regulations, including the 
legal framework, be improved so that the innovation  
capabilities of organisations can be further enhanced?

Data cultures • How is personal data seen in India? For example, do people 
see it as something that they need to protect? Or as byprod-
ucts of economic transactions?

• How might perceptions of personal data and privacy have 
an impact on innovation? For example, what types of data 
would be considered taboo to share, and in what contexts?

Data and value 
creation

• What do you think is the value that organisations bring 
when they are successful in managing their data, including 
analysing, storing, protecting, and sharing their data?

• How do you think frameworks like the GDPR affect domes-
tic and trans-border operations, and to what extent do you 
think a similar framework would be feasible in India? 
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Methodology

The overall methodology of this project is based on a case study approach, in order to 
deepen insights into the topic in the different domains of FinTech and health. Follow-
ing case study best practices, we collect our data from multiple sources (Eisenhardt 
1989; Yin 2014); in this case, through semi-structured expert interviews, podcasts and 
published documents. 

Research was completed through a triangulation of 
semi-structured interviews and document analysis. 
Fifteen interviews were conducted with members 
of the public, the private sector and civil society, 
including participants with different areas of exper-
tise, such as lawyers, social scientists, entrepreneurs 
and public policy analysts. All the interviews were 
carried out over online calls given public health 
restrictions that barred travel. Interview questions 

were modified based on the expertise of each interviewee, but largely focused on 
three broad concerns: perceptions of data held by various public and private actors, 
including stakeholders in innovation ecosystems; how these perceptions influenced 
policy discussions around data; and the extent to which these 
discussions advance innovation. In addition to the interviews, 
references were made to 60 publicly available materials, 
including reports from businesses, commentaries and insights 
from legal analysts, government documents and two podcasts 
that senior Indian government officials gave when the Indian 
government was deliberating on how to legislate data. All 
interviews were recorded with permission, transcribed and 
analysed with the documents using thematic analysis. 

60 
Relevant 
Documents

15 
Interviews
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Data fuels digital change. The ability to collect, process, 
and make available ever-increasing amounts of data is a 
key to innovation and growth. 

This report is one of the series surveying seven different 
Asian territories to deepen understandings of innovation 
and data policies, and contribute to debates about data 
governance and data protection. The study was carried 
out in collaboration with the National University of Sin-
gapore (NUS). We selected Hong Kong SAR, India, Japan, 
the People‘s Republic of China, Singapore, South Korea, 
and Taiwan as the contexts to be examined. We looked 
at the areas of transport, finance, administration, health 
and smart cities to understand how innovation is driven 
in the context of relationships among key stakeholders 
such as citizens, civil societies, government agencies, 
private sectors and research institutions.

This report focuses on two policy areas in India where 
innovation has occurred in the absence of a compre-
hensive data protection law that could affect how gov-
ernments, firms, organisations and individuals interact 
for personal and commercial purposes. Through the key 
cases covered in this report – in the finance and health 
domains – we also consider and unpack how different 
actors operate and innovate in a policy vacuum.

Konrad-Adenauer-Stiftung e. V.

DATA AND 
INNOVATION 
IN ASIA-PACIFIC
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