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This chapter provides key insights from the work completed in each report. 
Within each point, we make observations about the common drivers, strategies, 
narratives, legislations across the data ecosystems in each context, as well as 
their differences. There are examples cited, but they are by no means 
comprehensive – for a more detailed reading, please go to the respective report.

• Across all contexts, the drive towards digitalization and data innovation is
driven dominantly by industries and the state, although there are also
examples of collaborations between the people, public and private sectors.
Private enterprises drive the hardware and technological aspects of develop-
ment, while the state acts as either a legal arbitrator, coordinator or facilita-
tor of innovation at a national level.
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ontexts

• 
• The value of data is typically viewed in terms of economic or public 

adminis-    
contexts  and there exists an impetus to take advantage of digitalization as 
well as data and its derivatives.  
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government’s standpoint, data can also be applied 
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• The emergence of big data and user-centric data innovations have led to the 
harvesting of increasingly personal forms of data. 
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The COVID-19 pandemic is the most prominent 
example in this regard ases  

 
ontexts  
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However, the ability and reliance of data innovations on the collection of 
personal data, has also driven much concern and debate about the protec-
tion of individual privacy, and personal data protection. 
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Highly public data security 
breaches, leakages or cyberattacks have also increased public suspicion in all 
contexts. In Japan for  

 
 

 
balance between facilitating innovation while also preserving data integrity 
and security, and personal data privacy. 

South Korea appears to adopt a strong state-paternalistic approach to inno-
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• 
• 
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With the exception of Japan, all cases either are not, or face challenges  
in aligning with the EU’s General Data Protection Regulation (GDPR).  

1, Singa-
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jure, but these do not hold up de facto  
 

 
 
 

adopt a consent-centred or protection-centred approach to data protection, both 
 

 
 

Beyond textualities, equally important are that regulations can be imple-
mented successfully, and are both tight and enforceable.  
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• 
• 

Being either state- or industry-led, the development of innovations has been 
-

tal terms. Citizen concerns about the privacy and protections of their perso-
nal data have been increasing.  
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corporations, technocrats and engineers, raising concerns among the mistrust-
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Citizens generally fear disclosing personal data, and fear data misconduct 
 

data innovations, or believe that sharing personal data contributes to some 
 

security breaches in virtually all contexts. 
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contexts  
 

 
 

 

 
have posed special concern, especially if mistrust is rife  
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From an innovation perspective, the absence of such a centralized source of 
comprehensive information about citizens has discernible implications on data 
innovations

-

 

• 
• Innovations and the innovation landscape tend to outpace not only the 

law, but also its users, and one other source of citizens’ fears may be from 
a paucity of knowledge on ethical and legal data issues, and digital literacy 
in general.  

One major issue is that citizens appear to hold inconsistent privacy attitudes 
and privacy behaviours:
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This problem is likely more pronounced among disadvantaged or vulnerable 
populations where digital literacy is lower, such as the elderly. For instance, 
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around personal data, its uses and what should be protected will continue to 
be a challenge. -
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Moving forward – building digital literacy, empowerment, trust, and process 
transparency among citizens, as well as communicating the long-term bene-

-
tion while mitigating mistrust and discontent. 

 
citi-

zen trust in data controllers, especially in the government, may at the very least 
allay concerns over data privacy. -
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contact tracing mechanism, but it can also contribute to greater disappointment 
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be built by proactively engaging and educating them on issues pertaining to 
data rights and responsibilities. Areas to ponder include educating citizens on 
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fostered a climate of obedience that runs counter to ethical principles concerning 
- 

contexts - 
 

 
 

- 
 

- 
 

 

Citizens can be engaged to collaborate with other sectors on data innovations, 
which contributes to greater data-based citizenry.  
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• 
• 

• 
• 
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many data-based innovations, and to persuade the public of the social good 
that can emerge from data disclosure – this is seen in no less than contact tra-
cing apps. Post-pandemic, however, the different study contexts will have to 
grapple with how these innovations will be employed, alongside broader 
ethical questions. 

the contexts  
- 
 

collectively articulating the values 
and principles that guide innovations and their development as well as the use of 
personal data. For instance, in the cases of China and Japan, both contexts 

 
ontexts  

It may also be necessary to debunk 
the zero-sum game logic between the disclosure of personal data and innova-
tion development  

 
 
 

 

Ultimately, the success of data innovations depends as much on economic 
 

trust and high regard by the people for whom it is intended.  
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