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INDIA'S DIGITAL PROMISE

In many ways the past decade can be considered the golden age of India’s digital
transformation. As a nation that bypassed manufacturing-led growth and leap-
frogged into a service-driven economy, India has significant expectations from
technology and its promise of social and economic development. The recent years
have therefore witnessed an unprecedented push towards digitisation and increas-
ing access to both basic technologies and government services. The “Digital India”
programme - Prime Minister Narendra Modi's flagship project - encompasses
these goals by striving to provide reliable and secure digital infrastructure which
can act as a conduit for government services. The programme aims to empower
citizens through digitisation of government services while concurrently increasing
literacy among many of India’s first-generation adopters of technology.

In an effort to remedy India’s high levels of income inequality, a significant
portion of this push for digitisation is geared towards economic and financial
inclusion - towards ensuring that Indian citizens have access to formal means of
savings, credit facilities and investment opportunities. Digitisation has also created
the opportunity to build an ecosystem that supports more economic activity in
cyberspace, not only generating additional value and contributing to the country’s
growth but also creating incentives for Indian innovation.

In this endeavour, digital payments systems have emerged as a primary in-
dicator of India’s technology-led growth - serving previously underrepresented
communities' and encouraging the growth of disruptive startups. In many ways,

' Pranav Mukul, “Digital payment push: 1 in 3 rural persons enrolled under DigiDhan
Abhiyan opts for Paytm,” The Indian Express, 29 December 2016, https://indianexpress.com/
article/business/economy/digital-payment-push-rural-persons-digidhan-abhiyan-paytm-
demonetisation-4449410/.
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the success of digital payments represents a maturing of an economy on its way
to being truly cashless while also displaying a trust in technology that has so far
been missing globally. To be sure, this is no small task. Technological adoption is
replete with many challenges that are uniquely Indian. While many of these have
been surmounted in recent years, maintaining the momentum of digitisation and
growth would truly indicate that the country is moving towards achieving economic
parity and perhaps creating an ecosystem that can be replicated in other parts of
the emerging world.

These difficulties associated with digital growth can be broadly categorised as
those of infrastructure, capacity and regulation. The success of this story depends
on reconciling these multifarious challenges while ensuring adequate safeguards
for user rights. This paper begins with an overview of India’s digital payments
landscape. It examines which regulatory principles have spurred the growth of
payments and which ones have hindered it. It also takes stock of institutional safe-
guards currently in place to ensure the security of digital payments in India and
offers recommendations to make this growth sustainable.

A NEW DIGITAL ECONOMY

India’s current regulatory push towards a cashless society is mindful of the realities
around the lack of digital literacy and lack of access. The Digital India programme
hopes to extend banking facilities to the unbanked while simultaneously allowing
users to operate their accounts remotely and virtually authenticate their identities
and transactions.

This ambitious goal is centred on the Indian government's JAM trifecta (Jan
Dhan-Aadhaar-Mobile). However, implementation of the programme is often hin-
dered by the aforementioned challenges. The jan Dhan programme? is aimed at
bringing about comprehensive financial inclusion by ensuring universal access to
banking facilities for every household in India. Launched in 2014, it enables access
to financial services such as savings accounts, insurance and pension by allowing
citizens to open zero-balance accounts. For ease of access, these accounts can be
opened by submitting an identity document issued by any government department
or a letter issued by a gazetted officer. For those without any valid legal identity,
the Aadhaar programme seeks to provide a unique digital identity to all Indian resi-
dents - giving those living at the fringes of society the ability to participate in the
formal economy. Aadhaar issues a unique 12-digit number to every enrolled citizen

2 Pradhan Mantri Jan Dhan Yojana, “Scheme Details,” https://www.pmjdy.gov.in/scheme.



that is matched with their biometrics - fingerprint and iris scan - and demographic
information - such as address, registered phone number etc. The lynchpin of the
JAM programme though is access to a mobile phone that users need to operate
these services.

Official sources claim that the JAM trinity has resulted in the opening of as many
as 295 million bank accounts since 2014.2 Up until a few years ago, a significant
portion of the Indian population did not have access to banking, thus restricting
their ability to conduct high-volume transactions. Although this has significantly
improved over the past few years - with almost 80% of adult Indians now having
access to financial institutions - many problems persist. Nearly 38% of all Indian
bank accounts remain inactive, indicating that their owners are not yet integrated
into the formal economy.* Even for those that own bank accounts, access to ATMs
and commercial bank branches remain woefully inadequate.®> While the Digital India
programme has leveraged technology to create pathways to basic services, the true
goal of inclusion is often foiled by the lack of supporting infrastructure.

It was thought that these limitations could be overcome by bypassing in-
stitutions such as banks and ATMs. In this regard, mobile payments have been
considered a panacea to the physical limitations of the formal economy. And yet,
in spite of India’s relatively high cellular penetration® only about 5% of users access
a financial institution over a mobile phone or the internet in 20177 Moreover, while
44% of urban customers have adopted digital payments services, the number drops
to a meagre 16% in rural areas. This would indicate that in addition to the infra-
structural shortcomings discussed above - such as access to secure smartphones
and the lack of network infrastructure - other factors like inadequate digital literacy
also cloud schemes meant to increase financial inclusion.

3 Surabhi, “Jaitley sees JAM Trinity ushering in a ‘financial inclusion’ revolution,” Hindu Business
Line, 27 August 2018, https://www.thehindubusinessline.com/economy/policy/jaitley-sees-jam-
trinity-ushering-ina-financial-inclusion-revolution/article9832227.ece.

4 Tish Sanghera, “Record Number Of Indians With Bank Accounts. So Why Is Financial Inclusion
Low?,” India Spend, 22 May 2018, https://www.indiaspend.com/record-number-of-indians-with-
bank-accounts-so-why-is-financial-inclusion-low-13223/.

> For every 100,000 Indian adults there are only 13.3 ATMs and 12.2 commercial branches.
See, Abheek Barua, Rajat Kathuria, and Neha Malik, “The Status of Financial Inclusion,
Regulation, and Education in India,” ADBI Working Paper No. 568 (April 2016), https://www.adb.
org/sites/default/files/publication/183034/adbi-wp568.pdf.

5 Ananya Bhattacharya, “Internet use in India proves desktops are only for Westerners,”
Quartz India, 30 March 2017, https://qz.com/india/945127/internet-use-in-india-proves-
desktops-are-only-for-westerners/.

7 World Bank Findex Report 2017.
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These setbacks, however, have not dampened New Delhi's enthusiasm and
the government continues to steer an administration with “Digital India” as its
flagship programme. But in a marketplace where the immediate need is structural
overhaul and capacity creation, India remains committed to solving systemic chal-
lenges through regulatory intervention. Indeed, what perhaps distinguishes India’s
digitisation approach from that of western nations is the fluidity of its marketplace
- where the government in addition to being a regulator has also assumed the role
of an innovator, developing applications and services like the Bharat Interface for
Money (BHIM) and the Aadhaar Enabled Payment System (AEPS).

While Aadhaar with its centralised database of over a billion Indians’ biometric
information remains the current administration’s crown jewel, equally noteworthy
is the creation of the Unified Payments Interface or UPI.8 The UPI is a single window
payment framework that allows users to transact with banks, mobile wallets or
applications. Once connected with a user’'s bank account through a linked smart-
phone, the UPI ID allows a user to send and receive money across platforms. The
UPI application program interface (API) has also allowed companies like Google®
and Whatsapp'™ to introduce peer-to-peer payment systems in India. The adop-
tion of UPI has also enabled transactions over Indian digital payment startups
like PhonePe to skyrocket." The success of the UPI - marked by the emergence
of numerous private payments apps - is partly due to the regulatory ecosystem.
However, ongoing developments indicate that a slowdown in this growth may be
imminent.

8 IndiaStack, “ABOUT UPI API,” http://indiastack.org/upi/.

9 Kul Bhushan, “Tez rebranded as Google Pay: Top features of the UPI-based payment app,”
Hindustan Times, 30 August 2018, https://www.hindustantimes.com/tech/tez-is-now-google-
pay-here-are-top-features-of-upi-based-payment-app/story-CDZOIW3Es12Mxo1Sx4k)7L.html.

9 Arun Mohan Sukumar, “WhatsApp's Integration of UPI-Based Payments Has Strategic
Consequences for India’s Digital Economy,” The Wire, 9 August 2017, https://thewire.in/
banking/whatsapp-upi-bhim-digital-economy.

" Binu Paul, “PhonePe Claims it's the New King of UPI Transactions,” TechCircle, 1 August
2018, https://techcircle.vccircle.com/2018/08/01/phonepe-claims-it-s-the-new-king-of-upi-
transactions.



REGULATING THE NEW MARKETPLACE

At the heart of India’s digital payments infrastructure lies a body called the National
Payments Corporation of India (NPCI). While the NPCI self-defines as an “umbrella
organisation”'? for retail payments in India, the body escapes easy classification.
Established as a Non-Profit Company and under the provisions of the Payment and
Settlement Systems Act, 2007, the NPCI started out as an operator of inter-bank
ATM transactions. Today, it manages instant electronic transfers between banks,
owns and operates the UPI along with a suite of other digital payment apps, issues
the RuPay card, which is a direct competitor to Visa and Mastercard, and drafts
guidelines for digital payments in India. It is simultaneously a payments network, a
payments app developer and a quasi-regulator.’®

While the overwhelming majority of shareholding of the NPCI is held by big
banks, the body itself answers to the Reserve Bank of India (RBI), the Ministry of
Electronics and Information Technology and the Indian Government’s think tank,
the NITI Aayog."* The Reserve Bank of India, which has the overarching mandate of
regulating all financial and payment ecosystems in India, approves policies that are
drafted by the NPCI, and issues its own guidelines.

This regulatory murk, coupled with the fact that the rate of adoption of digital
payments has fallen well below expectations,' has raised questions on the com-
petence of the RBI to manage the digital payments ecosystem. Consequently, after
10 months of deliberations, an inter-ministerial committee (that included the RBI)
has recommended removing digital payments from under the ambit of the central
bank. All members of the committee, with the exception of the RBI, recommended
the creation of an independent Payments Regulatory Board so that regulatory insti-
tutions can keep up with evolving technologies.'

2 National Payments Corporation of India, “About Us,” https://www.npci.org.in/about-us-
background.

3 Arundhati Ramanathan, “NPCl, The God of Many Things,” The Ken, 26 February 2018,
https://the-ken.com/story/npci-god-many-things/.

4 Arundhati Ramanathan, “Rock. NPCI. Hard Place.,” The Ken, 11 May 2017, https://the-ken.
com/story/rock-npci-hard-place/.

> Rupa Subramanya, “India is adopting digital payments like never before, but cash too seems
here to stay,” Observer Research Foundation, 16 February 2017, https://www.orfonline.org/
expert-speak/india-digital-payments-cash-here-to-stay/.

6 Inter-Ministerial Committee for Finalisation of Amendments of the PSS Act, 2007,
“Recommendations to Consolidate and Amend the Law Relating to Payments,” Ministry of
Finance, Government of India August 2018, https://dea.gov.in/sites/default/files/Payment%20
and%20settlement.pdf.
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SECURITY VERSUS GROWTH

A large part of the slowdown in the adoption' of digital payments in India can be
attributed to the overly cautious approach adopted by the Indian regulatory eco-
system - specifically the RBI. Take for instance, the insistence of the central bank
on mandatory two-factor authentication (2FA) for all digital transactions. The 2FA
requirement, which India has adopted for nearly a decade, is being seen as a model
that causes unnecessary friction in payments - especially subscription-based pay-
ments - thus hindering the adoption of digital payment systems by businesses.'®
The only consolation that the RBI has provided in this regard is the relaxation of
2FA for card-not-present transactions for less that INR 2000 or approximately 30 US
Dollars.”

Although the author has previously argued® that even this relaxation has the
potential to lessen the security of digital transactions across the country, it is un-
deniable that certain payment models are entirely foreclosed by a mandatory 2FA
requirement.

This point was driven home when the UPI 2.0 launched by the NPCI earlier this
year also failed to introduce automatic payments. Automatic or recurring payments
are what all subscription-based payments rely on and have the potential to increase
the number of payments made over UPI manifold. In fact, they were being seen
as such an obvious step in the evolution of digital payments that many payment
service operators had already designed new payments packages before the UPI 2.0
was released.?' This too was seemingly a result of the RBI's insistence.

7 Abhishek Waghmare, “Digital Transactions Recede, Threaten ‘Digital India’,” IndiaSpend, 21
March 2017, https://archive.indiaspend.com/cover-story/digital-transactions-recede-threaten-
digital-india-77955.

'8 Ranjani Ayyar and Rachel Chitra, “Two-factor authentication hurting subscription business,”
The Times of India, 22 March 2018, https://timesofindia.indiatimes.com/business/india-
business/two-factor-authentication-hurting-subscription-business/articleshow/63404794.cms.

9 ET Tech, “RBI relaxes 2FA norms for online card transactions up to Rs 2,000,” Economic
Times, 6 December 2016, https://tech.economictimes.indiatimes.com/news/internet/rbi-
relaxes-norms-for-online-card-transactions-up-to-rs-2000/55842254.

20 Bedavyasa Mohanty, “Pitting e-customer ‘convenience’ against cyber security is a dangerous
precedent to set,” Economic Times, 22 December 2016, https://economictimes.indiatimes.
com/opinion/poke-me/poke-me-pitting-e-customer-convenience-against-cyber-security-is-a-
dangerous-precedent-to-set/articleshow/56118896.cms.

21 Arundhati Ramanathan, “UPI, India’s massive fintech nudge, misses a step: automatic
payments,” The Ken, 1 August 2018, https://the-ken.com/story/upi-indias-massive-fintech-
nudge-misses-a-step-automatic-payments/.



While there is an increasing apprehension that these regulatory impulses might
deny India the promise of digital transformation, the RBI's approach is not entirely
misplaced. In spite of boasting the world’s second largest internet user base, in-
ternet penetration in India remains under 30% and is restricted mostly to urban
centres. The next wave of people coming online will not only be first-generation
internet users but will also be relatively lacking in digital literacy. Given these reali-
ties, it is not difficult to imagine that relaxation of security standards will adversely
affect this very demographic. These threats are only exacerbated when one con-
siders the low institutional capacity among Indian law enforcement authorities to
adequately tackle cyber-crimes.2?

Taken together these issues make the resolution of the digital payments prob-
lem in India a complex one. At first it may seem that the answer lies in solving the
chicken and egg riddle: should the institutional security architecture be strength-
ened before increasing adoption of payments or will the opportunity to harvest
digital payments-driven growth disappear if regulatory issues are not addressed?
The problem may in fact lie in the dichotomous framing of the issue.

INCLUSIVE GROWTH AS THE FUTURE

The reason why the growth of digital payments in India seemed transformative -
at least for a while - was because it relied on unnatural market impulses to surge
ahead. In the wake of demonetisation?® of nearly 80% of India’s currency, the UPI,
for example, saw a 1,540% rise in transaction volumes.?* This rate of growth is
naturally unsustainable. As multiple analyses have subsequently shown, although

22 By one estimate, nearly 98% of cyber crimes in India go unsolved. See, Madan M. Oberoi,
“National Capacity Strengthening to Combat Cybercrime,” Digital Policy Portal, 21 July 2016,
http://www.digitalpolicy.org/national-capacity-strengthening-to-combat-cybercrime/.

2 0On 8 November 2016 at 20:15 hrs, in a televised address to the entire nation, Prime Minister
Narendra Modi announced that all 500 and ¥1000 bank notes would be demonetised and
no longer considered valid legal tender effective from midnight. Citizens were given a 50-day
window to deposit cash in hand into their bank accounts. The move was expected to reduce
the circulation of fake currency in the country, address tax evasion and stop illicit cash-

based transactions. However, with the Reserve Bank of India later reporting that 99.3% of
demonetised notes had been returned into the banking system, the move failed to achieve its
goals.

2 Shekhar Lele and Arushi Jain, “Demonetisation effect: Digital payments gain new
momentum,” Pricewaterhouse Coopers, https://www.pwc.in/consulting/financial-services/
fintech/fintech-insights/demonetisation-effect-digital-payment-gain-new-momentum.html.
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digital payments are on the rise, cash-based transactions (a staple of the Indian
marketplace) have normalised to pre-demonetisation levels.

The post-demonetisation behaviour also holds important lessons for the
Aadhaar programme that has primarily relied on coercive measures for speedy
adoption; that Indians may play by new rules when they are forced to, but will likely
resort to natural behaviour when the pressure is eased. In addition to the structural
complexities of transacting online, this is indicative of a wider distrust that Indians
share of internet-based payment systems. Sustainable growth of the sector, there-
fore, is only possible when wider trust is built in the medium and questions around
ease of access are addressed.

The creation of best-in-class standards for network, information and data se-
curity can go a long way in addressing some of these trust issues. A familiar refrain
from India’s security establishment has always been that cyber security is not seen
as a board-level priority by technology companies while the companies themselves
bemoan non-involvement in standard-setting processes.?®

To address this, India’s standard-setting processes must be harmonised with
increased private sector involvement. This can be achieved through continued
multistakeholder consultations with the industry, allowing institutions to adopt
self-regulatory frameworks wherever possible and increasing transparency in the
rule-making processes of institutions like the RBI and NPCI.

When apprehensions around the relaxing-security-for-growth issue arise,
Indian regulators can adopt a sandbox approach where market-friendly policies are
adopted until enough data can be obtained to make regulatory decisions one way

or another.

CONCLUSION

The one thing that becomes clear is that if India aspires to become a model of
digital growth and development for the rest of the emerging economies, then it
cannot just rely on exporting Indian technology and solutions to these markets.
There are two significant strengths that the Indian marketplace offers. First, the
large market size makes it an arduous proving ground for any technology-led in-
novation. If a digital solution is able to adapt to and scale in the Indian market with
its linguistic and structural barriers then the model of growth for that solution is
more likely than not sustainable in other parts of the world. Second, despite its

25 Observer Research Foundation, “Securing Digital Payments in India: A Primer,” Special
Report No. 45, October 2017.



manifold problems, Indian innovation operates within the bounds of a democratic
ring-fence. Therefore, the digital solutions exported out of an Indian market will
have necessarily demonstrated adherence to strong institutional safeguards.

These expectations also place an additional burden on Indian policymakers.
For an economy that to a large part defines its growth in opposition to the Chinese
model, India must ensure that it does not bow to the same market pressures (and
compromises) that have defined its eastern neighbour.
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